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Introduction

If you are studying Computer Science for Cambridge IGCSE® or O Level, then
this book is designed for you. Its purpose is to help you achieve your best in
the course and examination, equipping you with the knowledge you need to
study the subject at a higher level.

The book follows the latest syllabuses and consists of ten chapters: chapters
1-7 cover the first section of the syllabus (Theory of Computer Science), while
chapters 8-10 cover the second section (Problem-solving and programming).

Each chapter consists of topics that map to the sub-sections of the syllabus;
each topic consists of several two-page units called spreads. To help you make
the most of this student book, the following features are used to organise the
content:

Syllabus reference

The explicit syllabus reference allows you to frame your learning and build connections
between different topics.

Introduction

The short introduction will make it clear what you will learn in each
lesson.

The material marked with a line on the side goes beyond the requirements
of the syllabus and will not be tested in the examination. It’s intended to give
you a broader understanding of computer science and hopelully you'll find it
interesting!

Q)

Test yourself & Learning activity

The "Test yourself” and “Learning activity” questions will help you check your
understanding after each lesson and give you further opportunities to practise what you
have learnt.

Key terms and interesting facts
These key terms, interesting facts and tips will extend your understanding of the subject.

The review page at the end of each chapter highlights the new key terms
you've learnt in that chapter and proposes further project work.

Programming

In this student book, Python is used as an example programming language.

There are many other programming languages and your teacher might have
chosen a different one. However, the features you will learn about are found
in almost all languages.
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What'’s on your ( kerboodle ?

The Complete Computer Science for Canmbridge IGCSE and O Level Kerboodle is
an online learning platform, specifically designed to accompany this student
book. If your school has a subscription, you will be able to access a bank of
resources to support your learning, help you prepare for the examination and
achieve your best.

Your resources

The Complete Compuiter Science for Cambridge IGCSE and O Level Kerboodle
consists of three main modules:

1. The Lessons module contains lesson presentations and is a teacher-only
area.

2. The Resources module is where you will find hundreds of worksheets and
interactive activities to help you practise and develop your knowledge and skills.

3. The Assessment module is where you will see all the quizzes assigned to
you by your teacher.

On Your Marks

The interactive On Your Marks are designed to help you build your skills and confidence when answering
examination questions. Covering a range of question types, there is one activity for each of the topics

covered in the student book. Each activity is split into two separate parts, allowing you to take a step-by-step
approach:

® Understand and prepare (found in the e Test (found in the Assessment module of
Resources module of Kerboodle) gives you the Kerboodle, only available once your teacher
opportunity to analyse an examination question assigns it to you) allows you to answer the
and three sample student answers. It will then question for yourself, and receive feedback and
ask you to look at examiner feedback for those a mark from your teacher.

answers. Finally, you will have to give each
sample answer a mark.

6.1 Security threats: Understand and prepare 6.1 Security threats: Test

how well the student Look at the mark scherme, then assess your answer. Enter the mark you think you have achieved in
the box at the bottom of the table
Sample answer 1 Criterion
Data corruption is where data has been changed. It can be prevented by making sure there is a backup, m
Description of the meaning of data corruption
Criteria Low  Medium High Method to prevent data corruption
Description of data corruption Explanation of how the stated method will prevent data corruption

Total number of marks I have achieved
Method to prevent data corruption

Explanaticn of how method would prevent data corruption
Your answer

Spelling, punctuation, clarity Write your answer here




What's on your Kerboodle?

WebQuest

Using storage devices
and media

Introduction

Storage devices lorm a category of computer hardware. This WebQuest is
concemed with secondary stor

The WebQuest mini projects allow you to research
specific aspects of the topics covered in the student °
book. Besides strengthening your understanding of
the subject, they will help you develop skills such as

nes that allow you

e devices, which are

our files and data. Each type of s

anent copbes o

age

enil strengths and weaknesses which makes it more suited 10

communication and teamwork. e e K ssialie o
hat st ge dey tere and how do they w ? What is the

between a storage device a

e dovice bs sultable for every 1ask.

which device? Far which purpose

veal world

search 1o find out about & runge of storage devices

re hard disk drives (fixed and removahl

Interactive activities

Your teacher may ask cach

il ot how cach des

n it uses. Try to d

There is a starter activity for each spread of the
student book, specifically designed to consolidate your :

Your presentation should be informative, conc

understanding of key concepts in computer science. devies o, o e et smcciaed rdin

ife scenarios.

a presentation of about five mimstes” durs

Process
Step 1: Roles

. X

2.2 What is the Internet?; Activity

Solve the clues to complete the crossword. ; i e g
Omce this is done, the group as a whole will create the final
resaLion,

Across
Step 2: Research

Carry out 1

3 The Internet is the world's biggest
computer i
4 Data transmission can be wired or

-t on vour specific storage devicels) and any associated

med b w It warks, and {is good and bad

ke sure you h; ure of it. Then lind out and explain how and

n be wsed in real life sinsations,

To share data across the Internet computers
must use the same rules or

The Internet can be very useful and helpful
but it can alse be _ fr e

Down .

1 About half the psople on Earth have usad
the :
Data allows computers to Extension

Worksheet
share data.
5 We connect to the Internet through an - m Sensors

-

-4

(]

Asknewlndaamunts
& Ouford Uneersity Prass 3614

A Building Mana
works in a buk

®  clectrical power
®  fire systems

1 e dowrs),

sedds 101 be bt ko the Building Management

Worksheets

There is an extension worksheet for each spread of Q
the student book, to extend your understanding and
inspire further study of the subject.

o plan where sensors will be installed, This is

Cost per sensor | Number of sersors | Totsl cost | Your sggested | Your cost
number

Temparatum E200 £1400

Smoke £75 10 £750

Motion £250 7 £1750

G E400 7

Totad ol

1. Suggest how the number of sensurs can be re

" sed w0 that the cost is
equal 1o or less than £4,750. For each of the fu A

oom? Do they need
15e? Use the

Hint: The compass might help vou make some savings!

weksddpements

F




Programming

Practice Paper 24
Section A
Wou are advised 1o spend no longer than 40 minutes answering this section.
Here ks a copy of the pre-release material,
DO NOT attempt tasks 1, 2 and 3 now.

Wi the pre-velease msterkal and vour experience from attempting the tasks before the examination 1o answer
Csestion 1,

Pre-release material

5 3 school esercise you will be storing the heights and genders of all the students in your class at the start af the year and then
at regular intervals 10 find out how much they have grown.

Wit and test a program for your class.

Wour program must include appeopriate promgts far the entry of data

Ermor messages and other output must be set out cearly.

All variables, constants and other identifiers are expected 1o have meaningful names.

ot wall need 10 Cimphite these thies Lk, Each tak must be fully tested.

TASK 1 - Serting up the base data
The initial heights, & well s genders of the students in the class, must first be entered and stored using arays. Assuming the
chass has 30 students, write 2 program that will low you to

®  input and store the height of each student

® input and store the gender of sach student

& caiculate the sversge height of Ul students in the class

®  calculate the average hevght of all males in the clas

®  calculate the sverage height of all females in the dass

TASK 2 - Setting up the first comparison data

Input and store the heights of the students in the class after three months have passed . Ensure that the new height and previous
hesght can be identified as bedonging to the same student It showld be possible 10 calouiate the average heights from the new
dana, as n task 1

TASK 3 - Wik out Stalistes

Moadify the program 5o that it wil cakoubate and sbare the haight changes for sach studert. it should be possible for the following
013 10 be output:

®  initial height, nes height and height change for sach student

®  the average height change for al students
®  the average height change for males

®  the average height change for females

& the largest height change in the class

®  the largest height change for males

®  the largest height change for females

®  the smatest height change in the dlass

®  the smalust height change for males

-

the smales; height change for females

© QP this may be neperabcesd for cls use soledy fior the purchsser’s imstitution -

Java and Visual Basic programming
support

If you are learning to program in Java or Visual
Basic rather than Python, these PDF booklets will
bring you all the material on the programming
spreads in the student book, but with specific Java
or Visual Basic syntax and examples.

Summative quizzes

One for each topic, these multiple choice quizzes
allow you to test your knowledge and identify any
areas of improvement.

2.1, Data transmission
On receiving a code number, the receiving computer calculates a check digit. It
compares this digit to the check digit sent by the transmitting computer, The two
numbers do not match. What does this show?

The receiving computer has the wrong hardware.

The signal has timed out.

The transmitting computer has the wrong software.

There has been an error in transmission.

Exam preparation

These exam-style practice papers will test your
understanding of theory (Paper 1) and assess your
problem-solving and programming skills (Paper 2
and pre-release materials).



O ndiv T
OO
O v Qi O OOir

OO0 H HO HO e
cooooHaool ofiHoo o oo
OO~ — OO0 JOoO! Bl o+ O ) o
AOHOHO HOOLEIO 0000 HO o

™ o OlOOOO@ﬁO 00 A S e

lO@OO@DOﬁﬁblﬁﬁ.

uQﬁQiﬂ@lOO%ﬁd _ﬁ663§0 o r
> il o o] 8o O HC
_.jé;&ﬁmﬁlO Oglwhj_ﬂ

UUOUOlﬁUﬁblO@ﬁﬂD () e
O C @.@ﬁw%"nuwiﬁ. ol-ic _
OO i€ O O i O O
lOOQOllilﬁlﬁ oo oo ol
UOIGlﬁH&ﬁQﬁOOO O OO0S O OO
> I HOICICICCIIO! OO Ok ococo ocoo
i aO‘OOOOllOn <D

=
=)
B =
e
©
=
<
D
N
@
ey
s
O
el

@
=
©
-

o uhfﬁﬁn
AOUOIS; Y

_;10001&10510% i o o - -
- o Tl@oloo oo oo O i e o
o000 @ HFE™oHHd H o-Ho ™ o

lOOO@iTOU*dthO oo™ T ¢
VT HTTH O O O O ! O ey ] g S —
>HoogQo EEllckooc oo o
— OO — O™ —HOTO 1O
OHOBETO O O -
r—HOo @I oo oco o™ y
1 Tololels

) — L

¥ e, S |



Syllabus reference
1.1.1 Binary systems

Learners should be able to show
understanding of why computers
use binary systems.

See also:
3.3 Inside the CPU

m Binary systems

Binary data

Introduction

In this section you will learn what a computer does. You will learn why
computers use binary data.

What is a computer?

A compulter is an electronic machine for processing data. “Data” is a general
term for facts and figures. All types of data can be processed by a computer.
Computers can work with numbers, words, images, sounds, and video, and
they can control physical processes. All of these types of data can be stored
inside a computer. The computer processes the data. That means it turns the
data into something more useful. The useful output of the computer is often
called “information”.

Data » Process ‘ Information

# Datais processed to make useful information

A computer processes data to make useful information. Computers are made
by people, to be uselul to people. There is no point in using a computer unless
it does something you want.

Inside the computer

Inside every computer is a processor. The processor stores and processes data.
The processor stores the data using electrical switches that can either be on
or off. A switch that is on will conduct electricity. A switch that is off will not
carry an electric signal.

“Binary” means anything that can be in one of two different states. A switch
that can be on or off is binary. There are exactly two choices — no more, no
less. The data inside a computer is
stored in a binary format.

= A flashlight can be in one of two states -
either on or off




Data representation

A compuler can process data of many different kinds, but all types of data
must first be turned into binary data so the computer can use it. That is why
this chapter - the first in the book — teaches you about binary data.

Representing binary data

When we want to show binary data we write it as a “binary number”; that is,
a number made of 1s and 0s. We can also call this “base 2”. For example:

01001110

Of course, if you opened up a computer and looked in the processor you
would not see 1s and 0s. That is just a convenient way of representing the
on and off electrical signals.

Test yourself Binary

: . : . Anything that can exist in two
Use the information on these pages to answer the following questions.

different states, and only two, is
1. The computer does not have 1s and Os inside its memory. Why do we sometimes called binary.

represent computer data in that form?

2. Explain in your own words why data must be converted into binary form when it is
input to a computer. Data

3. On this page a flashlight is given as an example of something that is binary (has two Facts and figures of any kind are

different states). Think of another example, from outside computer science. known as data. Facts and figures
are stored inside the computer as

“ ? :
4. \Why are computers useful binaly data.

Learning activity

On this page, five different types of data are mentioned: numbers, words, images,
sounds and video. Search on the Internet for a short example of each type of data. Store
a sample of each type of data in your own storage area of the computer system.




Syllabus reference Bits and bYtes

1.1.1 Binary systems

Learners should be able to: show Introduction
understanding of the concept of a
byte and how the byte is used to
measure memory size; use binary
in computer registers for a given

You have learned that data is held in the computer in binary form. In this
section you will learn how the size of computer memory is measured as
the amount of binary data it can hold.

application.

See also: Bits and bYteS

1.3 Data storage

3.3 Inside the CPU Binary numbers are made up of the digits 1 and 0 (one and zero). We

abbreviate the term “binary digit” to “bit”. Therefore, in computer science,
one bitis a 0 or a 1. One bit is the smallest piece of computer memory. A bit
represents a single on/off switch inside the computer’s electronic memory.

Inside the computer, on/off bits are organised into groups of eight. A group of
eight bits is called a “byte”.

For this reason we usually write binary numbers in groups of eight bits. That
matches the way a computer organises bits. If the number is less than eight
bits long, we put extra 0s on the left of the digits to make it up to 8 bits. For
example, the binary number 1 1 0 1 would be represented by this byte:

00001101

Measuring memory

The area of the computer processor that stores data as on/off electrical signals
is called the memory (random-access memory or RAM). We measure the size
of RAM by how many bytes it can hold.

Apple Introduces the First Low Cost ‘
Microcomputer System with a Video Terminal T e
and 8K Bytes of RAM on a Single PC Card.

Tho Apple Computer. A truly
POmple mUTAm e s e
wm a single PC board. Based on
Hve MOE Technobogy 6302 micae:
sccwsat, the Apje .

vl 4B e epeniee, netse ard
e s

Prices
Nobwernct st Sinee the Applr
comas, il il pple-1 Sirbb 66
[t gl includes 4K bytes RAM
o
g Apple Casselte Interface § 75.00
BASK tape included
Apple 4K Dyte RAM $120.00
LTI RR TR expansion memory
Pty e All Apple produsts are asserelled, siod,
n Expensive Teletype « and guaranterd 1o work
Uit bsilt-in viddews toemii- o the screvn . Am L
mal and keyboard imterface. you i PROMS swables. you o emter,

Byte
into an
Apple

Apple Computer Company * 770 Welch Rd., Falo Alto, CA S3(4 « (415) 326-4248

Apple Computer Company + 770 Welch Rd., Palo Alto, CA 94304 - (415) 326-4248

# This old advert boasts that a memory card will add 16K (kilobytes) to your computer’s RAM




Data representation

We measure memory in kilobytes, megabytes and gigabyltes:

e A kilobyte is 1024 bytes. That will store about half a page
of text.

® A megabyte is 1024 kilobytes. A picture may be 3 megabytes.
® A gigabyte is 1024 megabytes. A movie may be 4 gigabytes.

When computers are advertised they often say how many bytes of RAM there
are in the computer processor.

RAM and Computer Speed

The computer processor makes changes to the data in RAM. That is called
processing the data. It is very quick and easy for the processor to access the
contents of RAM. The processing will be quick.

If there isn’t enough room in RAM, then some of the data must be stored
outside of RAM. It is slower for the processor to access this data. That means
the computer will go more slowly.

Adding more RAM to a computer will help it process data more quickly.

Registers

There may be 8 gigabytes of RAM in the main memory
of a computer.

Processing does not happen in the main memory though.
Data that is ready to be processed is copied into a much
smaller area of memory called a register. Registers are
normally measured by the number of bits they can hold,
for example an 8-bit register or a 32-bit register.

A processor often contains several kinds ol registers,
each used for a different purpose. Computers with large
registers can work on more data at a time than those
with small registers, so they usually work more quickly.

Q)

Test yourself

1. Explain the difference between a bit and a byte.

2. Work out exactly how many bytes there are in a megabyte.
2. Roughly how many pictures could be stored using 1 gigabyte of data?

4. Explain two factors that increase the speed of a computer.

Q)

Learning activity

Using magazines and the Internet, collect adverts for computers currently for sale.
What does each advert say about the computer? How big is the RAM?




Syllabus reference
1.1.1 Binary systems

Learners should be able to:
recognise the use of binary data in
computer systems; convert positive
binary integers into denary.

Binary and denary

Introduction

You have learned that the computer stores data as binary numbers. In this
section you will compare binary to denary (our normal number system).

The denary system

The number system that you are familiar with in everyday life uses ten
different digits. We can also call this “base 10”. Every number that exists can
be represented using these ten digits:

0123456789
Something that can be in ten different forms is known as denary. Our number

system uses ten different digits, so it is a denary system. Another name for it is
‘decimal’. It can also be referred to as “base 10”.

How do we represent every number, using just ten digits? The answer is we
use the position of a digit to change its meaning. Look at these numbers:

702
720
207

Each of these denary numbers uses the digit 2. In the first case it means
two. In the next example it means twenty. In the final example it means two
hundred. The difference is the position of the digit in the number.

Start at the right of a number. The digit on the right stands for single units. As
we move to the left each digit has a value that is ten times bigger.

0 7 2 0

In this example we have seven hundreds, two tens and no units. That is the
meaning of 720 in denary.

The binary system

Binary numbers are made of the binary digits 1 and 0 (also called bits). Every
number that exists can be represented using just 1s and 0s.

As with the denary system, the position of the bit tells you its value. Start at
the right of a number. The bit on the right stands for single units. As we move
to the left each bit has a value that is two times bigger. Here is an example: the
binary number 1 0 1.

0 1 0 1

In this example we have one four, no twos and one unit. Adding the values
together makes 5. Therefore, 1 0 1 in binary is 5 in denary.



Invention of the denary system

The denary number system that we use today was developed in India,
probably in the 3rd century BCE (2,300 years ago). It was better for doing
complex maths than any other number system that existed at that time.

This number system was adopted in the Arabic world, and spread beyond
India. Around 850 CE, the Persian mathematician Al-Khwarizmi and the

system.

denary digits are still sometimes called ‘Arabic numerals’.

Invention of the binary system

Binary number systems were developed much later. A German philosopher

wrote notes about how binary numbers could be used in digital processing.

Q)

Test yourself

1. Why is our normal number system called a denary system?

2. Explain why a digit such as 9 can hold many different values in a denary number.
3. How many bits are there in the binary number 0010?

4. In the binary number 0010 what value does the 1 stand for?

Learning activity

Complete this table by replacing the question marks with number values. Remember
each value is twice as big as the one before.

| [ [
0 0 1 0 0 1 0 1

Arab mathematician Al-Kindi wrote books that explained the denary number

Later, Europeans learned this system from Arabic mathematicians. In Europe,

called Gottfried Leibniz set out the idea of binary numbers, made with 1s and
0s, in 1679. In the 19th century, a British mathematician called Ada Lovelace

Data representation

Denary

Anything that can exist in ten
different states is known as
denary. Our usual number system
is denary.

Talking about binary numbers

When you talk about binary

numbers, never use denary words.

For example, the binary number
101

Is not "one hundred and one”.
It is "one zero one"” or "“one ‘oh’

ar

one .
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1.1.1 Binary systems

Learners should be able to
recognise the use of binary data in
computer systems.

Counting in binary

Introduction

You have learned about binary and denary numbers. In this section you
learn how to count in binary, and how it compares to counting in ordinary
(denary) numbers.

Counting in denary

To count up from zero in ordinary, denary, numbers you start at 0. You count
in the “units” column. The digit in the “units” column gets 1 bigger each time:

00
01
02
When you get to 9, you have run out of digits:
09

How can you add more? You return the “units” column back to 0, and add 1
to the next column along. In denary that is the “tens” column:

10

You then start again, counting upwards in the “units” column. When you
reach 9:

19
You reset the units column to 0 and add 1 in the “tens” column:
20

In this way you can count up to any number using denary.

Counting in binary

When you count in binary it is the same. Start with 0:
0

Then add 1:
1

You have used 0 and 1 and there are no more binary digits. Therefore, you
return the “units” column to 0, and add 1 in the column to the left:

10
Continue to count. Add 1 in the “unit” column:
11

Now you have run out of digits in both columns, so you reset them both to 0,
and add a 1 in the column to the left:

100

In this way you can count up to any number in binary. However, the numbers
can gel quite long.



Data representation

Group learning activity

Form a group of eight students. Sit in a row on eight chairs. Each student will be one of
the bits in a byte. The rest of the class can watch. Later, everyone will get a turn.

The teacher is going to count up in the normal way. The students are going to act out
binary counting.

® A student who is sitting down means 0.
® A student who is standing up means 1.

The chair on the right of the line represents the “units” column. The student in this chair
has the most work to do. Every time the teacher counts, the student in this chair has to
change position. If you are that student, you have to follow these rules:

® |fyou are sitting down, stand up.
® |f you are standing up, turn and nod to the person next to you, and sit down.

The students in the other chairs don't move. They wait and watch the person to their
right. If you are one of these students and the person to your right nods to you:

® |f you are sitting down, stand up.
® |[f you are standing up, turn and nod to the person next to you, and sit down.

If you follow these rules carefully you can count through every binary number from 0 to 255.

# Students carrying out the “count binary” activity.

Notes for the teacher
Make sure you count slowly. The students will do their best to keep up.
Variations on this activity

Instead of using standing and sitting to represent 1 and 0 you could hold up cards with
1s and Os on them or you could use flashlights that you turn on and off. The boys in this
picture are turning around to display a 0 on their back or a 1 on their front.
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1.1.1 Binary systems

Learners should be able to convert
positive binary integers into denary

(a maximum of 16 bits will be used).

Convert binary to denary

Introduction

You have learned about binary and denary numbers. In this section you

will learn how to turn binary numbers into denary form.

Position values

You have seen that the value of a bit in a binary number depends on the
position of the bit in the number. This table shows the position value of the
eight bits that make up a byte.

To convert a binary number into denary, you write the number into a table like
this one. Make sure the number ends in the column on the right. Any empty
columns should be at the left of the table. Put a 0 in any empty column.

Here is an example: the binary number 11010.
28 4 o2 6 8 421
0 0 0 1 1 0 1 0

To turn this number into a denary number:
e find all the columns that have a 1 in them
® add the column values together.
The columns are 16, 8 and 2:
16 +8+2=26
This shows that the binary number 11010 is the denary number 26.

16-bit numbers

The example on this page shows a number that uses up to eight bits (a single
byte). One byte of data can hold any number from 0 to 255. Of course a
compulter can process numbers that are much larger than this. To do this the
computer links several bytes together to make a large enough storage space.

You should learn how to convert numbers as large as 16 bits (two bytes).
Remember that as you move to the left of a number, each bit has a value twice
as big as the one before it.

Here are the position values of the bits in a 16-bit number.

You do not have to remember all these values. If you ever need to find the
value of a 16-bit number you can work out the position values by starting at
1 in the right-hand column, and doubling the value as you count to the left
(using a calculator).



Data representation

To convert a 16-bit number into denary, create this table. Enter the 16-bit
number into the table. Then add together the values of any column with a 1 in it.

Test yourself
1. Convert these 8-bit binary numbers into denary:
00011001
01010000
10010011
RIS

2. Here is the biggest number you can make with 16 bits. Convert this number to
denary:

NIRRT hiEl RIS TSl

Q)

Learning activity

Write a handout or a presentation to teach young learners how to convert 8-bit binary
numbers into denary.
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1.1.1 Binary systems

Learners should be able to convert
positive denary integers into
binary.

Convert denary to binary

Introduction

You have learned to convert binary numbers into denary. In this section
you will learn how to turn denary numbers into binary.

Converting denary to binary

There is more than one way to convert denary numbers into binary. You will
learn a method that uses the position values table.

Start with the denary number you want to convert. For example, let us convert
the number 40 to binary. Next look at the table of position values. What is the
largest value you can subtract from 40 (without making a minus number)?

The largest value you can subtract is 32, so you write a 1 in the “32” column.

o128 4 2 6 8 421
1

Now take away the value. In this example 40 - 32 = 8.

What is the next largest value you can take away? It is 8, so you write a 1 in
the “8” column.

8 4 32 18 8 421
1 1

8 — 8 = 0, so the conversion is complete. Write a 0 in every other column.
0 0 1 0 1 0 0 0
This shows that 40 in denary is 00101000 in binary.

Simplify the process
To simplify the process, complete all the subtractions and then transfer the
values to the position table.

For example, let us convert the denary number 99 into binary:

99 - 64 =35
35-32=3
3-2=1

1-1=0
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Now mark the numbers you have taken away in the position table. Write a 0
in every other column.

18 e | 32 w8 | & 2 1
0 1 1 0 0 0 1 1
This shows that 99 in denary is 01100011 in binary.

Summary of the method

To convert a denary number to binary, you must remember the column values
of the binary table. Start with the largest value you can subtract from the
number without going below zero.

Take the remainder from this subtraction. Continue to subtract numbers and
take the remainder, until you have got to 0.

Look at all the numbers you have subtracted. Puta 1 in the matching columns
of the binary table. Put a 0 in all the other columns.

Test yourself
1. Convert these denary numbers into 8-bit binary numbers:
31
55
70
101
2. Convert 500 into 16-bit binary.

Learning activity
Make a class handout to tell young learners how to convert denary numbers into binary.
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1.1.2 Hexadecimal

Learners should be able to show
understanding of the reasons for
choosing hexadecimal notation to
represent numbers.

m Hexadecimal

What is hexadecimal?

Introduction

You have learned about the binary and denary number systems. In this
section you will learn about the hexadecimal number system. It is based
on the number 16.

Hexadecimal digits

You have learned that binary numbers are made using two digits (0 and 1).
We can also call this “base 2”. Denary uses ten different digits. We can also
call it “base 10”. Hexadecimal is a number system that uses 16 different digits,
which is why we can also call it “base 16”.

The 16 hexadecimal digits are:
0123456789ABCDEF

These 16 digits stand for the numbers 0 to 15. Digits 0 to 9 are just the same
as denary. The next six digits stand for the numbers 10 to 15:

A means 10
B means 11
C means 12
D means 13
E means 14

F means 15.

Position values

Just as with binary and denary numbers, the hexadecimal digits have different
values in different positions. Many of the hexadecimal numbers you will look
at have just two digits. As with all numbers, the right-hand column stands

for units (1s). Because hexadecimal is base 16, the next column is 16 times
greater in value. Digits in the second column stand for 16s.

Let us look at one example. Here is the hexadecimal number 2B.

2 B

There is a 2 in the 16s column. This has the value:
2x16=232
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There is a B in the units columns. In the hexadecimal system, B stands for 11:
11x1=11

Adding the two values together:
32+11=43

Therefore, hexadecimal number 2B means 43 in denary. You will soon learn
more aboul converting hexadecimal to denary (see pages 16-17).

Why do we use hexadecimal?

You have learned that the computer processes all data in binary form. Binary
numbers are very useful in computer science, but they have disadvantages:

® Tt is hard for people to read and understand binary numbers.
® When you write a binary number it is easy to make a mistake.
® Tt is hard to spot and fix errors in binary numbers.

® Writing a binary number takes a lot of space.

People wanted numbers that were easier to understand and work with. Denary
notation wasn't suitable because converting binary to denary is difficult.

The hexadecimal notation was chosen for these reasons:
® It is very easy to turn hexadecimal into binary.
® Iiis very easy to turn binary into hexadecimal.

® Hexadecimal is much easier to read than binary.

® Hexadecimal numbers take up much less space than binary numbers.

Using hexadecimal notation is an easy way to work with binary numbers. # Hexadecimal numbers can be
Learn more about converting hexadecimal to binary on pages 18-19. used to represent binary data

Q)

Test yourself

1. Explain the difference between a hexadecimal digit and a hexadecimal number.
2. What is the biggest hexadecimal digit and what s its value?

3. What value does the hexadecimal number AO have?

4. Can you have a hexadecimal number that doesnt have letters in it? Explain your
answer.

o Spot the hexadecimal

Leaming activity Hexadecimal numbers do not
always have letters in them. Letters

are used in some hexadecimal
numbers, but not all.

Make an advertising poster for your computer room at school that aims to persuade why
hexadecimal is better than binary.
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1.1.2 Hexadecimal

Learners should be able to:
represent positive numbers in
hexadecimal notation; convert
positive hexadecimal integers to
and from denary (a maximum of
four hexadecimal digits will be
required).

-
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# Why do people count in denary
(base 10)?

Hexadecimal and denary

Introduction

You have learned that hexadecimal is base 16. In this section you will

learn how to convert between hexadecimal and denary numbers.

Convert hexadecimal to denary

In the previous section you saw how hexadecimal numbers are made.
Hexadecimal numbers use 16 different digits. The value of the digit depends
on its position. Each column has a value 16 times greater than the column to
its right. A two-digit hexadecimal number is easy to convert.

You multiply the first digit by 16. Then you add the value of the second digit.
Remember that in hexadecimal notation, C stands for 12, so the answer is:

7x16=112
112 + 12 =124

Longer hexadecimal numbers

Converting longer hexadecimal numbers uses the same method. You may
need to add more columns to the left of the position table. Each column is

16 times bigger than the one to its right. Here is a four-column hexadecimal
table. You don’t need to remember these column headings. You can work them
out by multiplying by 16, using a calculator.

Once you have made the table of column headings, put the hexadecimal
number into the table. Here is an example, using the number 1A00.

o 40% 256 16 1
1 A 0 0

Now multiply each digit by its position value, and add the values together.
First digit: the digit 1 is in the largest column. The column value is 4096:
4096 x 1 = 4096

Second digit: the digit A is in the next column. The column value is 256. The
digit A in hexadecimal stands for 10:

256 x 10 = 2560

Complete the calculation: you have worked out the value of each digit, now add
the values together:

4096 + 2560 = 6656

The calculation looks difficult, but it is easy with a calculator.
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Convert denary to hexadecimal
To turn denary numbers into hexadecimal:

® Divide the denary number by 16.

® The result goes in the 16s column.

® The remainder goes in the units column.

For example, to convert 59 into hexadecimal:

2 3 remainder 11

11 is B in hexadecimal, so the answer is 3B.

3 B

This method works for all numbers up to 255.

Convert larger denary numbers

For numbers bigger than 255, you will have to use the larger hexadecimal
column values. They are 256 (16 x 16) and 4096 (256 x 16).

Let us call the denary number we want to convert into hexadecimal X. Test yourself

Carry out the following process: 1. Convert the hexadecimal

® Find the largest column that is smaller than X. valteBa 10 dertaty

2. Convert the denary number

@ Divide X by this column value. :
£ 100 to hexadecimal.

® Take the remainder and divide by the next smallest column value. ;
3. What is the largest value

® Continue until you reach the units column. hexadecimal number you
can write with two digits?

For example, let’s convert the number 602 to hexadecimal:
What is its denary value?

® The largest column value that is smaller than 602 is 256

¢ Divide 602 by 256: hexadecimal table, work out
802 _ o ceriaindar g the value of the hexadecimal

256 number A040.
® The remainder is 90.

4. Using the four-column

@ Divide 90 by the next column value, which is 16:

96 _ 5 remainder 10 0
16

) Learning activity
® We have reached the units column.

_ _ _ Work in a team. Write a quiz
® 10is A in hexadecimal. of denary and hexadecimal

® Put these answers in the columns. conversions. Make sure you
work out the right answer to
every question. Then challenge
another team in the class to
answer your quiz.

0

This shows that 602 in denary is 25A in hexadecimal.




Syllabus reference
1.1.2 Hexadecimal

Learners should be able to convert
positive hexadecimal integers to
and from binary (a maximum of
16-bit binary numbers will be
required).

Hexadecimal and binary

Introduction

You have learned to convert between hexadecimal and denary numbers.
In this section you will learn how to convert between hexadecimal and
binary numbers. It is much easier.

Exact match

On pages 8-9 you learned how to count up in binary. There is an exact match
between the first 16 binary numbers and the 16 hexadecimal digits.

0000
0001
0010
0011
0100
0101
0110
0111
1000
1001
1010
1011
1100
1101
1110
1111

0
1
2
3
4
5
6
i
8
9
A
B
0
D
E
F

You can use this table to convert between hexadecimal and binary. Every number
converts exactly. There are no subtractions or remainders to worry about.

Match and convert hexadecimal

It is very easy to use the table above to turn hexadecimal into binary. For
example think of the hexadecimal number A1B7. Reler to the table above and
simply write in the four-bit binary number that matches each digit.

1010 0001 1011 0111

This shows that the answer in binary is 1010 0001 1011 0111. By using the
table you can get the answer in a few seconds.

Match and convert binary

Using the table of matching numbers you can convert any binary number
into hexadecimal. Just put the bits into groups of four. If the bits don't divide
equally into fours, then add some 0s at the start of the number.



Data representation

For example, take the binary number 1010111001100. There are 13 bits in this
number. We have to add three Os at the start, then we can arrange the bits into
four groups of four bits:

0001 0101 1100 1100

Next use the table to turn each group of four bits into a hexadecimal digit.

1 5 C &

The answer in hexadecimal is therelore 15CC.

Make the conversion table

Someltimes you need to convert between hexadecimal and binary, but you do
not have the conversion table. Tt is easy to make it for yourself:

® Write down the first 16 hexadecimal numbers [rom 0 to F, down the page,
each on a new line

® Count the first 16 binary numbers from 0000 to 1111, writing them down
the page next to their hexadecimal equivalent.

When you get used to this conversion, you will find you won't even need the
table: you'll be able to do it in your head.

Q)

Test yourself
1. Convert the hexadecimal number ABCD into binary.
2. Convert the binary number 1010 1111 1010 0000 into hexadecimal.

3. Convert your age into binary and hexadecimal. “Nibble”

When you do binary to
hexadecimal conversion you put
the bits into groups of four. There
are eight bits in a byte, so four bits
| is half a byte. Computer scientists
Learning activity use the word "nibble” or “nybble”
to mean a four-bit binary number.
Can you guess why they chose
that word?

4.Explain why it is more convenient to use hexadecimal than denary for people who
need to work with binary values.

Create a large and colourful version of the table that matches hexadecimal and
binary digits.
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1.1.2 Hexadecimal

Learners should be able to:
represent numbers stored in
registers and main memory as
hexadecimal; identify current
uses of hexadecimal numbers in
computing.

See also:

1.3 Data storage
3.3 Inside the CPU
5.2 Computer languages

How hexadecimal is used

Introduction

You have learned that it is very easy to convert binary numbers directly
into hexadecimal. For this reason hexadecimal is used in many computer
activities. In this section you will learn about some of them.

Binary data

Every item of data or information inside the computer is held in binary form.
Everything within the computer has to be a binary number. That includes:

text (letters and other characters)
® colours

® sounds

® soltware instructions.

The computer uses different coding systems to turn all the different types of
data into binary numbers. When human users work with this binary data they
almost always use hexadecimal instead. This is because hexadecimal:

® converts easily and directly into binary

® is much easier to read, write, check and understand than binary.

Uses of hexadecimal

Main memory and the registers

RAM is made of “bits” of data. The bits are arranged in bytes. Every location
in RAM has its own “address”. Memory addresses are binary numbers.
Therefore, everything about RAM can be represented by binary numbers.
The data that is stored is binary. The address where it is stored is binary.

We use hexadecimal to make it easier to read and write this information.

Colours

Nowadays the most common way to store colour information is in “24-bit
colour”. Every colour is made of a mix of red, blue and green. Three bytes
of data are used. One byte stores the amount of red, another byte stores the

amount of blue, and

the third stores the - _Com

amount of green. By B;W,imi— ErEEE
mixing the three primary ErEErFEEN
colours together in = : : : = = = =
different proportions,

over 16 million different = = : : |! = I!
colours can be made.

Each colour can be gul—ﬁm[flolm—: T
written as a hexadecimal L o
number. The picture e

shows some of these. ok [ Cocet |




Data representation

Machine code and assembly language

Machine code is a number code system that turns all software instructions
into binary numbers. Programmers who write in machine code almost always
turn these numbers into hexadecimal. We can also represent machine code
instructions using a simple word code called assembly language.
Programmers use hexadecimal to represent binary data and binary addresses.
This makes it much easier to write machine code and assembly language. Tt
also makes it easier to debug (fix errors). Error messages are often displayed
using a hexadecimal code.

Test yourself
1. Why is the colour system that uses red, blue and green called 24-bit colour?
2. Why do programmers use hexadecimal instead of denary to represent binary codes?

3. Apart from colours, identify two different types of information that are stored in the
computer using binary codes.

4.\What is an error message and how does it help with debugging?

Debug
0 -. To debug means to find errors

Learning activity in software. It is much easier to
debug software using hexadecimal
because it is easier to read than

binary.

Create a hexadecimal colour chart like the one shown on this page. You can investigate
different examples of hexadecimal colour codes.

# Using hexadecimal values we can define the full range of 24-bit colour choices
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1.1.3 Data storage

Learners should be able to show
understanding that text and
numbers are stored in different
formats.

See also:

3.3 Inside the CPU

4.3 Memory and storage

m Data storage

Digital data

Introduction

Computers work with all types of data, including numbers, text, images
and sound. All these different types of data must be held in binary
form inside the computer. When data is held in binary form it is called
digital data.

Number values

You have learned about binary numbers. All number values are processed
as binary numbers inside the computer. One byte of storage can store all
the whole numbers from 0 to 255. A whole number is called an integer. By
combining several byles together, the compuler can store bigger integers.

The computer can also store fractions. In denary, all [ractions can be
represented as a number with a decimal point. For example, one quarter is
0.25. Binary [ractions are stored in a similar way. The computer uses an extra
byte of data to store the position of the point. These numbers are sometimes
called floating point numbers.

Text

The computer stores texl using a number code. Every letter of the alphabet
is given a code number. There are different codes for upper and lower case
letters and the other characters on the keyboard such as punctuation. The

basic character code is called ASCII.

Since 1988, ASCII has been extended into a bigger code system called
Unicode. Unicode is an international character code that includes characters
from other alphabets such as Arabic, Hindi and Japanese.

File types

The different ways of storing digital data are called formats. Different types
of computer file use different data formats. You can tell the format of a file
by looking at the file name. Every computer file has a name. At the end of
the name is a full stop. After the full stop is a short file extension — generally
three or four letters. The file extension tells you what type of data is stored in
the file. The file extension lets the computer know what data format to expect
when it reads the file.

Here are some examples:
® The file extension .txt means the file holds text stored as ASCII code.
® The file extension .doc means the file holds text plus document formatting.

@ The file extension .exe means the file holds instructions which the
compuler can execute (carry out).
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' Problems with file formats

| Although all files contain binary numbers, the meaning of the numbers is
' different in different file formats. The computer must detect the file format, so
| it knows what the numbers mean.

| In some cases, you need a particular software application in order to open a

| file format. For example the extension .xlsx means the file is a spreadsheet. It
| can only be opened by spreadsheet software.

'Numbers as characters and values

| Numbers can be stored in two ways: as number values, or as text characters.

| The two types of number will look the same. But the computer will process

| them differently. If a number is stored as a set of text characters the computer
will not be able to do calculations with it.

| Tt is important to choose the right format for numerical data.

ASCII Digital

ASCII stands for “American Standard “Digital” means something that has a
Code for Information Interchange”. precise value and that can be represented
This is a number code that represents all as a number. Digital data is data with
standard keyboard characters. a precise value. Binary data inside a

computer is digital because the values are
distinct, a pattern of on/off switches.

Q)

Test yourself
1. Why does a computer store letters of the alphabet using a digital (number) code?

2. Look at your computer keyboard. As well as letters of the alphabet, identify three
other characters that are represented in ASCII code.

3. Why is Unicode preferred to ASCIl in modern computer systems?

4.You see a file called holiday.jpeg. What is the file extension? Find out what kind of
data is held in this type of file.

Q)

Learning activity

Find out the ASCIl code number for each letter of the alphabet. Write a message in
ASCIl code. Swap messages with another student, and decode each other's work.

To set the other student a bigger challenge, turn the ASCII code into hexadecimal or
binary numbers before sending it.
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1.1.3 Data storage

Learners should be able to show
understanding that pictures are
stored in different formats.

See also:

1.2 Hexadecimal (How
hexadecimal is used)
1.3 Data storage (Compression)

# Close up you can see a bitmap
image is made of pixels

Digital graphics

Introduction

You have learned that text and numbers are held in binary form in the

computer’s memory. In this section you will learn how images are stored.

Images

Pictures (also called images) are held in digital form inside the computer. The
compulter can display the image on the screen, or print it. A computer image is
made up of millions of tiny dots called pixels (short for “picture elements”). A
pixel represents one point of light on the screen, or one dot of ink on the paper.

The software that makes images is called graphic software. Different types of
graphic software make different types of image. Two common methods are
used to store images in digital form: bitmap and vector graphics.

Bitmap graphics

A bitmap file stores the position and colour of every pixel that makes up an
image. The image is made of millions of pixels and the colour of each pixel
is stored using a number code. That means a bitmap file has a lot of data. A
bitmap file can be very large, consisting of many megabytes.

Bitmap files hold an image in full dot-by-dot detail. All the details and varied
colours of real life can be stored. A bitmap is a good way to store photographs
and other realistic images.

Some images are made of lots of very small pixels. That makes the image sharp
and detailed. This is called a “high resolution” image. An image with fewer, larger,
pixels is called “low resolution”; a low resolution image takes up less space.

As bitmap files are very large, they are often compressed to make them
smaller. Read more about file compression on page 28.

Vector graphics

A vector image is made of shapes constructed from lines. The computer stores
mathematical formulas that tell it how to draw the shapes and lines. This is less
information than storing every single pixel in the image. In practice, this means
that a vector file is smaller than a bitmap file. When you want to display or print
the image, the compuler creates it from the stored mathematical formulas.

Vector graphics are good for images made of simple lines and shapes, for
example cartoons, diagrams and graphs. Veclor graphics are not a good way
to store photographs.

File extensions
Different file extensions are used for different graphics formats:

® The file extension .bmp is used for bitmap graphics files. Other extensions
are used for compressed bitmap formats.

® The file extension .svg is an example of a vector graphic file. There are
many others.

Learn more about compressed file extensions on page 29.



Pixelation

A bitmap image is made of dots. If the image is made larger, all the dots get
bigger and the image looks distorted. We say it is “pixelated”. Pixelation does
not affect vector images. They are drawn to the correct size using the stored
mathematical formulas.

O =
BITMAP' VECTOR ||

# \Vector images are not affected by pixelation

Colour depth

You have learned that a bitmap file stores the position and colour of every
pixel in the image. There are different ways of storing the colour of each pixel.
The number of colours that can be used in an image is called “colour depth”.
A greater colour depth allows more varied and subtle colours.

On page 20 you saw that 24-bit colour uses three bytes of data to store a
colour code. This gives 16 million different colours. The file uses three bytes
for every pixel in the image, allowing for varied and realistic colours.

There are other colour formats:

® Monochrome: each pixel is either black or white and uses just one bit (a 0 or 1).
® 16-colour: each pixel is half a byte (4 bits gives the numbers 0-15 in binary).
® 256-colour: each pixel is one byte (8 bits gives the numbers 0-255).

These options use less storage space, but give fewer colours.

Test yourself
1. What is a pixel?

2. An architect wants to create a precise blueprint for a bridge. The blueprint may
have to be expanded and printed on very large sheets of paper. What is the best
graphics choice for this image, bitmap or vector? Explain your answer.

3. A photographer wants to edit a photograph by making tiny changes to individual
dots of colour. Would a bitmap or a vector representation be best for this image?
Explain your answer.

4.Would a bitmap or a vector image take up more space in computer memory?
Explain your answer.

Data representation

File mame: | Untitled.bmp

Save as type: | 24-bit Bitmap (*.bmp;*.dib)
Monochrome Bitmap (*.bmp;*dib)
16 Color Bitmap (*.bmp;".dib)

256 Color Bitmap (*.bmp;*.dib)

JPEG (*.jpo;* jpeg; " jpe; Jfif)
GIF (*.gif)
TIFF (* 4if:* i)

[PNG (*.png)

+ When you save an image you can
choose between different formats

Q

Learning activity
Research the different graphics
applications that are available
for free or to buy.

Find out whether each one
creates bitmap or vector
graphics.

For extra stretch and challenge
create images using at least one
of the applications.
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1.1.3 Data storage

Learners should be able to: show Introduction
understanding that sound (music)
and video is stored in different
formats; show understanding of
the concept of musical instrument

As well as text and images, computers store many other types of data. In
this section you will learn how computers store sound and video in digital
formats.

digital interface (MIDI) files, MP3
and MP4 files.

Audio formats

Sound content including music can be stored using a range of different

See also:

7.1 Ethics (C igh
ies {Copyriahy formats. The different formats have different uses:

® WAV — this digital format stores music very accurately and with high
quality. Tt is used by radio broadcasters. The disadvantages of WAV files
are that they very large. That means they use a lot of space and take a long
time to copy. For this reason, WAV files not suitable [or use on websites or
personal music players.

® MP3 — this digital format uses much less storage than WAV. It is a common
audio format for websites, and digital audio players such as the iPod. MP3
format has worse sound quality than WAV. It is widely used because it is
suitable for Internet download and storage on portable devices.

® MIDI - this format works like a piece of sheet music. It stores instructions
to send to an audio synthesizer, to generate the notes from the different
instruments required. MIDI uses very little storage compared to true audio

formats.
4 Most people listen to digital music

SR PR plaes Typically, a band in a recording studio will record their song onto a separate

WAV track for each instrument and for each voice. These tracks will be edited
and combined into a single stereo WAV file, used for making CDs and playing
on the radio. The WAV file is reduced to a lower-quality MP3 file for download
onto personal music players.

Editing audio files

Computers can process and edit MIDI files. This gives music producers a lot
of control over the sound. For example, producers can use a computer [eature
called auto-tune. Auto-tune is a computer process that changes the pitch of
each note. By using auto-tune the producer can make sure the singer always
hits the right note.

A good producer is important for the success of a record. Other edits that
music producers use nowadays include:

® making a long track by repeating a short clip over and over again
e changing the speed of the track
® “borrowing” samples from other musicians.

Borrowing samples sometimes causes disagreements between musicians.
Read more in 7.1 Ethics (Copyright).
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Video formats

Video files are much larger than audio files. A video file stores millions of images.
When the images are viewed in sequence, the effect is of a single moving image.
A common format for video is MPEG-4, also called MP4. MP4 is a “container”
format. That means an MP4 file is a way of holding other digital formats. It

can hold video, audio, image or text files. As MP4 is a container format, it does
not use a standard method to format the content it holds. MP4 can be used

by a wide range of devices, which gives it a significant advantage over other
video formats. A disadvantage of MP4 is that it can only contain pre-recorded
(archived) content. It cannot be used to live-stream broadcasts.

Although they have similar names, MP3 and MP4 formats were developed by * YouTube is a site where people can
different organisations. They work in different ways. share long and short video clips

File size

The number of bits used to store one second of sound or video is called “bit
rate”. The bit rate of a sound recording depends on:

e sample rate (number of times the sound changes per second)
® number of channels (mono, stereo, quad etc.)
® bit depth (range of sound frequencies used).

The bit rate of video also depends on all those factors, as well as the visual
quality of the video. High resolution images use more storage space.

File quality

High quality sound and video has a high bit rate. For example, full CD-quality

audio:
Sample rate 44 100 samples per second
Number of channels 2 (2-track stereo)
Bit depth 16 bits per sample

So the storage size for one second of high-quality audio is:

44,100 * 2 * 16 = 1 411 200 bits = 176 400 bytes “Believe”
Formats that use less storage provide lower quality sound. The lowest quality “Believe”, recorded by Cher in
is used in landline phones. Imagine listening to music over the phone. The 1998, was the first song to use
auto-tuning.

quality is low.

0, Q)

Test yourself Learning activity
Explain the advantages, disadvantages and main uses of these four file formats: Investigate what a podcast is
WAV and listen to an example of
o MIDI a podcast on th_e subject of
technology. Write and record
® MP3 a sound file discussing audio
® NP4, formats.
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1.1.3 Data storage

Learners should be able to: show
understanding of the principles
of data compression (lossless and
lossy) applied to music and video,
photographs and text files; show
understanding of the concept of
JPEG files.

See also:

4.3 Memory and storage

# Lossy compression means a
lower-quality data file

Compression

Introduction

You have learned that digital files can be very large. In this section you
will learn about methods to reduce the size of digital files. Making a file
smaller is called compression.

Why compression is important

A computer stores text, audio, image and video data in digital format. The
data files can be very large. The disadvantages of large files are that they:

® use a lot of the computer’s electronic memory, making the computer go
more slowly

@ take up a lot of space in storage, such as a DVD or a {lash drive
® are slow to send, for example over the Internet.

Compressed files store the same data, or approximately equivalent data, but
using fewer bytes.

Lossless or lossy?

There are many different compression methods. The different methods are
described as lossless or lossy:

® Lossless compression reduces the size of a data file. There is no loss of data
quality. Perfect lossless compression is hard to achieve.

@ Lossy compression produces a bigger reduction, but data quality is reduced.
Some of the detail of the file is lost. For example, an image might become
more blurred.

Compressed image files

There are a number of ways to compress an image file. These produce
different image formats.

Reducing image quality

The size of an image file depends on the number of pixels and the number of
bytes used to store each pixel. File size can be reduced by:

e using fewer, larger, pixels to make the image, which reduces image resolution

® using [ewer bytes to store the colour code, which reduces the depth of colour.

These are lossy compression methods.

Remove repetition

An image file can be simplified by removing repetition. This makes the file
smaller. For example, an image may include a large group of pixels that are
all the same colour. In an uncompressed bitmap file, each pixel is stored
separately. In a compressed file, the colour is stored once, with a number to
say how often that colour is repeated. Storing the colour only once uses far
fewer bytes. Depending on the type of image there may be little loss of quality.
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File formats

One of the most common image formats is JPEG (pronounced “jay-peg”).
The file extension is usually .jpg or .jpeg. JPEG is a lossy compression
method. Websites often use the JPEG format. JPEG is used a lot for digital
photographs. It works well for images with realistic shading of colour. JPEG
is not so good for images with sharp lines and hard edges between colours.
Other compressed image formats include TIFF, GIF and PNG.

Compressed sound

The bit rate of a sound recording means the number of bits used to store one
second of sound (see page 27). Sound compression reduces the bit rate of the
recording. For example:

® using fewer channels (eg. Stereo becomes Mono)
® lower sample rate (fewer sound changes per second)

® reduced bit depth (fewer bits to store each sample by removing higher and
lower sounds).

Sound compression does produce a reduction in sound quality. WAV files are
high quality. But most listeners find MP3 format good enough for day to day
listening.

Compressed video

Modern high definition TV (HDTV) uses a lot of storage space. Video
compression means reducing the bit rate. To do this you can reduce:

® the number of audio channels
® the sample rate
® the image quality (for example the number of pixels per image).

In compressed video, the image may be less sharp and the movement less
smooth.

Q)

Test yourself

1. What are the advantages and disadvantages of file compression?

2. Explain the difference between lossless and lossy compression in your own words.
3. List four different compressed file formats.

4. A high-resolution image is made of lots of small pixels. What do you think are the
advantages and disadvantages of high-resolution image files?

Learning activity

Find a photograph on the Internet. Copy it into a graphics package such as Microsoft
Paint. Save it using several different file formats. See how this affects the size of the file
and the quality of the image.




Review

Key terms

Binary Anything that can exist in two different states, and only two,
is called binary. The binary number system uses two digits:
1 and 0.

Bit Binary numbers are made up of the digits 1 and 0 (one and
zero). We abbreviate the term “binary digit” to “bit”.

Bitmap A bitmap file stores the position and colour of every pixel that
makes up an image.

Byte Inside the computer, on/off bits are organised into groups of
eight. A group of eight bits is called a “byte”.

Data Facts and figures of any kind are known as data. Facts and
figures are stored inside the computer as binary data.

Debug To debug means to find errors in software.

Digital “Digital” means something that has a precise value that can

be represented as a number. Data which is stored as binary
numbers is an example of digital data.

Hexadecimal = Hexadecimal is a number system based on 16. It has 16 digits.
Each column-value is worth 16 times more than the previous

column.

Unicode Inside the computer text characters are coded in digital
form. Unicode is an international code used to represent text
characters.

Vector A vector image is made of shapes constructed from lines. The

computer stores mathematical formulas that tell it how to
draw the shapes and lines.

Project work

On page 9 you learned a binary counting activity. Practice this activity again
as a class. When you are very good at doing it without any mistakes, make a
video of the activity. There are a number of ways you could do this:

® Your teacher could use the equipment, and act as a film director

e This might be a project for those students in your school studying media
or film

® You could do the task as a class, working the digital recording equipment
yourselves

If you do not have access to the right equipment, or this is not possible,

there are some alternatives. For example, you could make a sound recording
explaining some of the key facts you have learned while working on this chapter
or you could take photographs of students doing the activities from this chapter,
such as binary counting or completing the binary to hexadecimal quiz.

Complete the project by writing about the experience of doing this task. You
have learned how to work with digital data of different types (video, audio or
photographic).
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1.2.1 Data transmission m Data transmiSSion

Learners should be able to: show

understanding of what is meant by
transmission of data; distinguish HOW data IS transmltted
between simplex, duplex and half-
duplex data transmission; show

understanding of the need to Introduction
check for errors.

In Chapter 1 you learned how data is held in a digital electronic format
See also: inside a computer. In this chapter you will learn how data is shared and

1.1 Binary systems (Bits and bytes) communicated between computers.

Data transmission

Computers hold data in binary form, using on/off switches. Each on/off signal
represents one bit of data. Computers can turn this binary data into a stream
of on/olf signals which can be transmitted. That means the signals are sent
from one place to another. The signals can be:

@ electrical pulses that travel down metal cables
® pulses of light that travel down a fibre-optic cable

® wireless signals — radio signals, microwave and infrared waves — when the bits
are sent as electromagnetic waves that move through space, and also air and
many other materials (including human beings, who are not affected by them).

Whatever system is used to carry the on/off signals, it is known as the
transmission medium.

Long or short distance

Data transmission is used to link computers. The computers can share and
send data. The Internet is based on long-distance communication links.

Data transmission is also used over short distances. The different parts of a
compuler transmit data to each other. When you send your work to a printer,
that requires data transmission.

Bluetooth is an example of a short distance wireless data link. Bluetooth can
be used to link an earpiece (headset) to a mobile phone.

Simplex and duplex

Communication links can be simplex,
Simplex > duplex or half-duplex.
one direction only . . . .
® Simplex communication is a
one-way link. The signal can only
go in one direction. An example
of a simplex communication is

the signal from a closed-circuit

* Simplex communication
TV camera Lo a securily guard’s monitor, The security guard can see on

the monitor what the camera sends, but cannot send anything back to
the camera.
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Duplex

# Duplex communication

Half-duplex >
< or

® Twisted pair cable: this is made of ¢ Haif-duplex communication
pairs of copper wires, individually

® Duplex communication is a
two-way link. The signal can go
both ways. A phone conversation
is an example of duplex
communication. Both people can
talk. Both people can listen.

e Half-duplex means the link can
only carry signals in one direction
at a time. The two sides have

to take turns to send a signal. A
walkie-talkie system is half-duplex.

Types of cable
Cables connect devices together.

Signals are sent along the cable.
These are the main types of cable:

insulated then twisted together. It is inexpensive, flexible and convenient,
but it is not suitable for a long-distance link. Electrical interference can
cause errors in the data. It is used for short-distance links.

® Coaxial cable: this is a metal cable, surrounded by a layer of insulation
then another layer of metal. It is protected against electrical interference.
It is more expensive than twisted pair, and it is not as flexible. It is used
where cables need to go close to electrical and radio equipment.

e Fibre-optic cable is fairly expensive but it has many advantages over
the other types of cable. It is not affected by electrical interference. It is

suitable for long-distance links. ) )
# Twisted pair cable

plastic jacket

Test yourself

1. What is the alternative to using cables for data transmission?

metallic shield

% / dielectric insulator
2. What is the difference between the content of a transmission and the transmission B centre core

medium? -

3. A computer is not connected to the Internet or any other computer. However, it still
uses data transmission. Explain why. # Coaxial cable

4. have a radio receiver but not a transmitter. What type of communication link is this?

5. Draw a diagram to show the difference between simplex, duplex and half-duplex
communication.

Q)

Learning activities

You have seen that wireless communication can use different forms of signal: radio,
microwave and infrared. Investigate examples of each type of wireless signal being used
for communication.

Find examples of how the three types of cable are used.
# Fibre-optic cable
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1.2.1 Data transmission

Learners should be able to: show
understanding of what is meant by
transmission of data; distinguish
between serial and parallel data
transmission; show understanding
of the reasans for choosing serial
or parallel data transmission.

See also:

Chapter 1 Data representation

Serial or parallel?

Introduction

You have learned that data transmission happens when bits are turned
into signals. The signals are sent from one place to another. Now you will
learn about the types of data transmission.

Serial transmission

Most data transmission is serial transmission. In serial transmission, the bits
that make up the data are sent one at a time. The bits all travel along the same
transmission medium, one after the other, in a series. The signals are sent
down a single wire, or as a wireless signal. The bits arrive at the other end one
al a time.

Serial transmission is the most reliable method of data transmission. The bits
are kept separate from each other. They arrive in the same order that they
were sent. Serial transmission is used for long-distance communication, for
example an Internet connection.

1001001
Serial transmission

Internet

connection Sk

# Serial transmission — the eight bits are sent one after the other down the same wire

Parallel transmission
You have learned that bits are held in groups of eight called bytes.

Some communication links use several wires at the same time. Each wire
carries one bit, so several bits can be sent at the same time. Some parallel
systems have eight wires. This means that all the bits in a byte can be sent at
once. Each bit goes down a different wire. All the bits arrive at the same time.

/
[
Peripheral [’(
/
/

CPU

(=1 (=] [ [ =] F=]iH

Parallel transmission

# Parallel transmission — the eight bits are sent at the same time along different wires

Advantages and disadvantages

Parallel transmission is quicker than serial transmission. Several bits are
transmitted at the same time, so it takes less time to send the data.

However, there are risks when you use parallel transmission. There is more
chance of an error in the signal. Microscopic differences in the wires might
mean that they transmit signals at slightly different speeds. Over a long
distance that might turn into a big difference. The bits won't all arrive at the
same time. The signal will not be transmitted accurately. For this reason,



' Serial and parallel ports
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parallel transmission is only used for short-distance communications, for
example to connect a monitor to the computer.

Serial transmission can take longer, because the bits are sent one at a time,
but it is more reliable over a long distance.

Long or short distance?

Some connections are long distance. For example, Internet connections
link computers all over the world. For these connections we would use
serial transmission. Some connections are very short distance, for example
connections between components inside the computer. For these, we might
use parallel transmission.

Other connections are between these extremes, for example the connection
between a computer and a printer in the same room. In this case either serial
or parallel transmission can be chosen.

Old personal computers used to be equipped with both serial ports and \

L)
parallel ports, and you could see the difference between them by looking at
' the pins on their connectors.
|
| A serial port used only a few pins, with just one reserved for transmitting data
' and another for receiving. Other pins might be used to control the port, but
they weren't used for data. * Aserial port

© »

D

Test yourself

1. What is the main advantage of parallel transmission?

2. Explain why parallel transmission may not be reliable over long distances. § =

¥

. : . : O § |
3. What is the visual difference between serial and parallel cable? ~ : m &

4.\What is a port on a computer?

# A parallel port

Q)

Learning activity
Use graphics software to draw a diagram showing both serial and parallel transmission.

Complete this table to show the advantages and disadvantages of the different types of
transmission

Advantages Disadvantages Uses
Serial Long distance
Parallel Short distance
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1.2.1 Data transmission
Learners should be able to: show
understanding of the use of serial
and parallel data transmission,

in universal serial bus (USB) and
integrated circuit (IC).

See also:

3.3 Inside the CPU

# The lines on the circuit board are
actually thin copper wires acting
as data buses

Data bus

Introduction

You have learned about data transmission between computers. In this
section you will learn about data transmission within a single computer
system. This is how the different parts of a computer “talk to” each other.

Integrated circuits

Data in the computer is stored using on/off electronic switches. An integrated
circuit (IC) is a collection of microscopic electronic circuits, sealed into a
single plastic or ceramic package. Different ICs are used lor different tasks
inside the computer. Many ICs are used for data storage. One of the ICs,

the central processing unit (CPU), contains the computer’s processor and
registers. All these parts must be connected together. We will talk more about
the CPU in 3.3 Inside the CPU.

The different ICs are linked by wired connections called data buses. Some ICs,
particularly CPUs, have internal buses too, made from metallic layers within
the IC. Each part of the IC works very quickly. The speed of a whole computer
is strongly affected by how quickly the buses can transmit data between the
different parts.

Parallel data bus

The buses inside the CPU, and between CPU and RAM, use parallel
transmission, which has advantages and disadvantages:

® The advantage of parallel transmission is speed. The speed of each data bus
strongly affects the performance of the computer system.

® The disadvantage of parallel transmission is that it needs more wires, so
it takes up more of the very limited space available inside the IC or on the
circuit board.

Connecting peripherals

The processor is at the centre of the computer. That is where the work of the
computer takes place. A computer needs other devices such as a screen, a
keyboard and a mouse. These additional devices are called peripherals. The
peripherals have to be connected to the processor. Buses are used (o connect
the peripherals to the processor.

There are several ways to join a peripheral to the processor. It can be done

using:

® permanent wiring, for example the keyboard of a laptop is permanently
wired into the computer casing

@ a plug-in cable, for example a monitor can be plugged in to the computer

® a wireless connection, for example a wireless mouse.

In each case, a bus is needed to complete the connection.
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Peripherals work more slowly than the processor. For example, when you
type data into the computer, your typing comes much more slowly than the
computer works. A very fast connection is not so important. A serial bus is
often used to connect a peripheral to the processor. A serial bus is slower than
a parallel bus, but it is fast enough, and it is less expensive because it needs
hardware for only a single signal.

Universal serial bus (USB)

Peripherals are made by many different companies. The manufacturers want
people to buy their peripherals. They want to make it easy to connect the
peripheral to a computer. They want the peripheral to work with all types of
computer.

Nowadays most companies that make peripherals use a standard connection.
It is called a USB (which stands for “universal serial bus”). It is a serial
connection. It is called universal because it can be used in most modern
computers.

Almost all modern computers have one or more USB ports. That means
devices from many different manufacturers can be used with those computers. # A USB connection

Q)

Test yourself

1. What is meant by a data bus and why is bus speed so important?

2. Each part of the CPU works very fast. Explain why parallel transmission is suitable for
use within the CPU.

3. A peripheral works much more slowly than the CPU. Explain why serial transmission is
used to connect peripherals to the CPU.

4. A friend sets up a company making keyboards for computers. Write a short note to
him, explaining why he should make keyboards that have a USB connection.

Q)

Learning activity

Investigate the computer where you are sitting. What peripherals does it have? What
connections does it have? Is there a wireless connection? Write a short report giving your
findings.
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1.1.3 Data representation

Learners should be able to identify Introduction
and describe methods of error
detection and correction, such as
automatic repeat request (ARQ).

Data transmission means sending bits and bytes from one location

to another. It is important that the data is transmitted in full and
without errors. In the rest of this chapter you will learn about ways to
detect errors.

Transmission errors

Data is transmitted through a medium, which may use a cabled or a wireless
connection. The transmission media carries bits in the form of electrical,
radio or optical (light) pulses. All types of transmission media can be affected
by errors.

Errors can be caused by flaws in the transmission medium, such as
imperfections in a copper wire. Errors can be caused by external factors, such
as electrical fields. We can design systems to reduce errors. For example, wires
can be shielded by an outer conductive layer, to prevent electrical interference.
Despilte this, errors can still occur.

Transmission errors can have serious effects. Every bit in a signal is
important. Changing one bit alters the value of the binary number. The whole
signal will be wrong. For this reason it is important to check for errors in
transmitted data. If the data has an error, it can be sent again.

Types of error

Errors in transmission can mean that:

e some of the bits are lost from the data stream
® extra bits are added to the data stream

@ 1 bits change to 0, or 0 bits change to 1.

If a human operator is involved, for example someone typing the data, the
person can also make errors. An error made in copying data, for example
when typing it, is called a transcription error. An error where two letters or
numbers are in the wrong order is called a transposition error.

Transmitter and receiver

Data transmission involves a transmitter and a receiver.

® The transmitter is the device that has the data to start with, and sends it.
® The receiver is the device that gets the data, alter transmission.

Typically these devices are computers, but they could be a computer and

its peripherals. The receiver will check the accuracy of the data sent by the
transmitter. Il an error is found, the receiver will ask the transmitter to send
the data again.
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Ways to detect errors

On the next few pages you will learn about ways the computer can check a
transmission for errors. Parity checks are discussed on pages 40-41. Check
digits are discussed on pages 42-43.

Automatic Repeat reQuest (ARQ)

The error checks methods are used in a process called automatic repeat
request (ARQ). This is a method to ensure correct transmission of data. Tt
works like this:

® The transmitter sends some data (called a packet).
® When the receiver gets the data packet, it checks it for errors.
® 1If the receiver finds no errors, it will send an acknowledgement.

® 1If the transmitter doesn'’t receive an acknowledgement, it sends the data
again.

The transmitter will keep on sending the data packet until it receives an

acknowledgement. There is usually a time limit. Once the time is up, the

transmitter will stop trying to send the package. The signal has timed out.

Q)

Test yourself

1. Give the meanings of transmission errors, transposition errors and transcription errors.

Types of error

If two digits or letters are

2. What changes can occur to data bits as the result of transmission errors? accidentally swapped around, this
3. How does shielding help to prevent transmission errors? is called a transposition error. It
is one of the most common types

4. Explain the roles of the transmitter and receiver devices in the ARQ process. .
of transmission error.
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1.2.1 Data transmission

Learners should be able to explain
how parity bits are used for error
detection.

1.1.3 Data representation

Learners should be able to identify
and describe methods of error
detection and correction, such as
parity checks.

Even parity bit

In the example on this page, the
even parity bit is shown at the
right of the transmitted number.
In practice it may not be stored in
this location.

Parity check

Introduction

You have learned that it is important Lo detect errors in data transmission.
In this section you will learn about parity checks. A parity check is one
way to check data for errors. Make sure you know the difference between
the role of receiver and transmitter.

Parity

“Parity” is a term [rom mathematics. It means whether a number is odd or
even. Parity is used to check whether data has errors in it. The most common
type of parity check is known as an even parity bit.

Before the data is sent, the transmitter counts how many 1s there are in each
byte. The transmitter then adds an extra bit to the end of each byte:

® 1If there is an even number of 1s in the byte, the parity bit is set to 0.

e 1If there is an odd number of 1s in the byte, the parity bit is set to 1.

This extra bit makes sure the number of 1s transmitted is an even number.
After the data is received:

@ The receiver counts how many 1s there are in each byte plus its parity bit.
® Each byte plus parity bit should have an even number of 1s.

If any of the bytes with its parity bit has an odd number of bits, the receiver
will know there was an error during transmission. The data must be sent
again.

Worked example

The transmitter got ready to send this signal.
0 1 1 0 0 0 1

There are three 1s in the data. That is an odd number, so the parity bit was
set to 1. Now there are four 1s in the byte — an even number. The parity bit is
highlighted.

0 1 1 0 0 0 1 1

Next the signal was transmitted. There was an error during transmission. One
of the bits was altered by an error in transmission. The error is highlighted.
The signal has gone wrong.

0 1 0 0 0 0 1 1

The computer that received the data added up the number of 1s in the signal.
There were three 1s in the signal. That is an odd number, so there must have
been a transmission error.

In conclusion: the error has been spotted. The data has to be sent again.
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Odd parity

Some communication systems use “odd parity”. In this system the number
of 1s in each byte is an odd number. Otherwise it works just the same as even
parity. Of course, the transmitter and receiver must both use the same system.

Which bit?

Data is normally stored and sent in groups of eight bits:

® TIn some cases, seven of the bits are used to send the data. The eighth bit is
a parity bit. The parity bit is part of the byte.

@ In other cases all eight bits are used to send the data. The parity bit is sent
as an extra signal following the byte.

Limitations
The parity method is not perfect:

® 1If there are two errors in a byte (or any even number of errors) then the
parity check will fail.

® 1If two bits get swapped round (transposition error) then the parity check
will not spot the error.

For this reason other data checks are used as well as a parity bit.

Test yourself
Here is a block of data to be transmitted.
0001100
1110110
1010100
1111000
1000110
1001110
0001001

Assume that you are using even parity and add a parity bit to each row.

Q)

Learning activity

This is an extension activity. You will work with the block of data from the last question.
You have added an even parity bit in each row. Now look at each column of data.
Assume that you are using even parity and add a parity bit to the bottom of each
column.

Now the data has a parity bit at the end of each row and the bottom of each column.
This gives an additional check. It overcomes the two limitations mentioned on this page.
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1.2.1 Data transmission

Learners should be able to identify
and describe methods of error
detection and correction, such as
check digits and checksums.

Sum

In mathematics the sum is the
result of adding together a group
of numbers.

Modulo (mod)

In mathematics the modulo is
the remainder that is left after a
division has been carried out. It is
shortened to "mod”.

Check digit and checksum

Introduction

Parity checks are error checks for binary data. In this section you will
learn about error checks that can be used for denary numbers. These
checks can detect transmission errors, and human errors such as typing
(transcription) errors.

Check digit

A check digit is similar to a parity bit. It is added to the end of a denary
number. The check digit is worked out from the digits in the number.

A check digit is used in the same way as a parity bit:

e A computer works out the check digit before transmission, and sends it
with the number.

® The receiving computer works out the check digit after transmission, and
compares it to the original.

® The two check digits should match.

e 1If they do not match there has been an error in transmitting the number.

Calculate the check digit

There is more than one way to work out the check digit [rom a denary number.

Simple method

This is the simplest way to work out the check digit:

® Add up all the digits in the number to give the sum of the digits.

® Divide the sum by 10.

@ The remainder from this division is used as the check digit.

The remainder when dividing a value by 10 is called the value modulo 10, or

the value mod 10. Sometimes a check digit uses modulo 11, where the sum is
divided by 11. If the remainder is 10, the letter X is used as the check digit.

A simple check digit cannot identify a transposition error. That is when two
digits get swapped around. That is because a transposition of two digits will
not change the overall sum of the digits.

Other methods

For this reason, other ways to calculate a check digit have been invented. The
digits in different positions in the number are multiplied by different values.
Then the numbers are added together and the check digit is calculated in one
of the following ways:

@ using the Luhn method, every second digit is multiplied by 2 and the total
must be an exact multiple of 10.

e using the ISBN-10 method, every digit is multiplied by its position in the
number: the first digit by 1, the next by 2 and so on. The check digit is the
total mod11.
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These methods are more complex, but they have a big advantage. If a digit is
accidentally transmitted in the wrong position, the sum will change. The check
| digit will change. That means these methods will detect transposition errors.

# Every credit card has a number on it which includes a check digit

Checksum

Using a checksum is a way of checking a group of numbers:

® The transmitter adds up the total of a group of numbers before
transmission.

® The transmitter sends the total along with the numbers.

® The receiver works out the total and compares it to the transmitted total.

® The two totals should match. If the two totals do not match then there has
been an error. The data must be sent again.

You can use a checksum even if the sum value does not represent a real total. For
example, you can use a checksum when sending a group of phone numbers. A
number of this kind - which is not a real total - is called a hash total.

Q)

Test yourself

1. A check digit is calculated twice, once each by two different computers. Explain why.
2. What is 32 mod 10?

3. Why is any value mod 10 always a single-digit number?

4. \What is the limitation with using a simple sum and mod 10 check digit?

Use of check digits

? : -
5. When do we call a control sum a hash total? s e

check digit. Since 1960, the Luhn

method has been used to calculate
o check digits on credit cards.
Learnlng actwﬂ:y Every book published is given
1. Write down your phone number. Calculate a simple check digit for your phone a code number called the
number, using mod 10. International Standard Book

Number (ISBN). These numbers
can be either 10 or 13 digits long
(ISBN-10 or ISBN-13). Both formats
include check digits.

2. Collect the phone numbers of five friends. Calculate a checksum for this list of numbers.

3. Find a book with a 10-digit ISBN code. Using the first 9 digits, work out the check
digit. Check this against the example you see on the real book. It should match.
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1.2.3 Internet principles of
operation

Learners should be able to show
understanding of the role of an
Internet service provider (ISP).

See also:

2.3 Safety online

E The Internet

What is the Internet?

Introduction

You have learned about data transmission. Data transmission allows
computers Lo send and share data. A group of computers linked together
in this way is called a network. The Internet is the biggest network in the
world. In this section you will learn about the Internet.

The Internet

Connected computers can share data through data transmission links. The
Internet is a system ol computer connections that covers the whole world. To be
connected to the Internet a computer must have:

® a data transmission connection (wired or wireless)
® Internet software
® shared protocols.

Any computer can be connected to the Internet if it has these. There were very
few computers with an Internet connection 20 or 30 years ago. Now there are

literally billions of computers and other devices connected to the Internet. The
Internet grows bigger every day. About half the people on Earth have used the

Internet.

Nobody is in charge of the Internet. The Internet is the system of links that
people can use to share data. Nobody checks that the data is correct. Nobody
can control what is on the Internet.

The Internet can be very useful and helpful, but it can also have risks and
problems. Learn more about risks and how to keep safe in 2.3 Safety online.

# An illustration of the connections that make the Internet
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Internet service provider (ISP)

You can buy a computer that can connect to the Internet. What does it
connecl to, though?

Most people are connected to the Internet by an Internet Service Provider
(ISP). An ISP is an organisation that enables people to use the Internet.
Many ISPs are commercial companies that offer Internet services for a
connection fee.

The services that might be offered by an ISP include:

® sending signals between the Internet and your computer

® providing email services

® hosting a web page for you.

Different ISPs use different ways of connecting computers to the Internet.
Some use the public phone lines; some use wireless, or cables.

Internet software

“Software” means the instructions that let your computer carry out actions.
Several different types of software can be used to connect to the Internet. This
software reads the signals that come via the Internet connection. It turns these
signals into a form that you can see and use on your computer. It also converts
the signals from your computer into a suitable form. For example, if you type
a message, the software converts your text into a form that can be sent over
the Internet and be understood by other computers.

The most common Internet software is a web browser. You will find out more
about web browsers on page 47.

Shared protocols

Protocols are communication standards. They are standard rules about how
data is turned into signals. If two computers share data, they must use the same
protocols. All computers that connect to the Internet use the same protocols.

Key protocols of the Internet are TCP and IP (see pages 52-53).

Q)

Test yourself
1. Many ISPs are commercial companies. How do these companies make money?

2. As well as giving you an Internet connection, what other services might an ISP
provide?
2. Who makes sure that there are no mistakes on the Internet?

4. As well as a wired or wireless connection, what else do you need to use the Internet?

Learning activity

Use online research to find out how many computers are connected to the Internet. If
you find the answer on a website, or in a book, check the date that it was published.
The answer is changing all the time.

Not the World Wide Web

The Internet is not the same as
the World Wide Web. Find out the
difference on page 46.
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1.2.3 Internet principles of
operation

Learners should be able to show

understanding of the role of the

browser.
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hundreds of millions of users

What is the World Wide Web?

Introduction

You have learned that the Internet is a series of connections and
standards. Many different services and features are available through
Internet connections. The most popular is the World Wide Web. In this
section you will learn what the World Wide Web is.

Website

The World Wide Web (also called the Web) is the collection of all the web
pages in the world. The World Wide Web is the most popular service available
through an Internet connection.

A web page is a multimedia document that you can read over the Internet.
“Multimedia” means a document that can include many different types of
data: text, images, sound and video. Web pages are created in a format called
HTML. Find out more about HTML on pages 48-49. Web pages can be viewed
by software called a web browser.

A website is a collection of web pages, stored on a web server. Anybody with
an Internet connection can connect to the website and look at the web pages.

Some popular sites include:
® Google

® Amazon

® Twitter

® Facebook

® Wikipedia

® Youtube

Web server

A web server is a compulter that is permanently connected to the Internet.

A web server hosts web pages, which means that the web server holds the
content of the web page in its storage. A web server will send the contents

of the web page along an Internet connection to another computer. The web
page can be viewed by Internet users. Many ISPs offer web hosting as one of
their services.

Web addresses

Every web server has its own numeric address, called an TP address, and a
number of text-based names. Every website and web page hosted by the server
has its own name, called a URL. The URL contains one of the web server’s
names. You will learn more about IP addresses and URLs on pages 52-53.
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Web browser

A web browser is software that lets you look at web pages. To connect to a web
page you type its URL into your web browser. The web browser will:

@ get the web server’s name from the URL, and use that to connect to the web
server

e (ransfer a copy of the web page onto your computer
e display the web page so that you can interact with the content.

Web pages are written in a format called HTML. A web browser can read
HTML. It will interpret the content and show it on your screen.

There are several popular web browsers, including:

® Internet Explorer

® Firefox

® Chrome. h

Different browsers may display web pages slightly differently. @ CNrom e
web protocols # Google Chrome is one of the

most widely used web browsers
The use of web pages depends on shared protocols:
® HTTP is the protocol that allows web pages to be shared. Find out more
about HTTP on pages 50-51.

® [P is the protocol that gives every web server an address. Find out more
about IP on pages 52-53.

0 Download

Test yourself

1. What is the difference between a website and a web page? Wilien you downidec web contert

you copy it from a web server onto

2. What types of data can you find on a web page? your own computer. That means

2. Many ISPs offer a web hosting service. What does that mean? you can see and use the web
4. Describe the job of a web browser. content on your own computer.
Upload

When you upload web content,
Learning activity you copy it from your computer
onto a web server. That means
other computers can access it. You
have made the content available
to other people.

Choose one of the popular websites listed on the previous page.

Write a short report on the website you have chosen. What features does it have? Why
is it so popular?
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1.2.3 Internet principles of
operation

Learners should be able to: show
understanding of what is meant by
HTML; distinguish between HTML
structure and presentation.

HTML

Introduction

You have learned that the Web is made of all the web pages in the world.
Web pages are made using HTML, which stands for “hypertext markup
language”. In this section you will learn about HTML.

Markup

HTML is a markup language. A markup language is used to add descriptions
to pieces of text in a document. The descriptions are called tags. HTML tags
tell a web browser how to display a document. When you make a web page
you must enter the text, and also the HTML tags that tell the computer how to
display the text.

Tags
Tags generally come in pairs. One tag turns a feature on, another tag turns it

off. For example, the tag <h1> turns on the main heading style. The tag </h1>
turns it off.

A web page may include the text “My Family”. With HTML tags it may look
like this:

<hl>My Family</hl>

When you open the web page in a browser you will not see those tags. The
browser will display the words “My Family” as a large heading.

Example

Here is part of the HTML that defines the main (or home) web page of the OUP website:
the publishers of the book you are reading.

As you can see, there are a lot of HTML tags. This is only a small part of the HTML that
defines the page.

When your browser displays the same page it looks like this.

<title>Onford University Press (OUP) - UK Home Page</title>

order="g"
OXFORD
ftd ™
. " P MiAccound | Mi¥Webiai | SoniwBoosier | View Beskel
class="topNavRowllink™»
i . oup . com,/uk /about/ " >About Us</a> el i Banket 0 dams L €000
lavRowllink™
Juk/cantactus/ " >Contact Us</az Chidiens Baoks Mise
Detomaris 8 B oo ior ]
Rowllink"™» Engih Larguage Teachng e
f="http:/ wuw.oup.com/uk/help Help</a Geneval Readng Lirartans
e Fetabers & ol et
“ " .. " it Higher Educaten Tesibosks
<td nowrap="nowrap” class="topNavhi Link™»
<a href="http://www.oup.com/uk/recruit/currvac/ ™ >Jobs</a> A
</td> s How in Girder
Cubne Products & Fublssing Rghts 5 Permssions

ttp:/ fwww . oup . com/uk/sitedine

" class="tophNavRowllLink"»

Law Teacher of the Yew HE |

—
Seheol Ressurces
Extendes deadine! Homarale | conbne
your Law Teacher of the Year o
besane B Jamsary 2416 GCS

e — e

Sign U For Evnad Alarss
Vist fhe DUP Brokshop in
Dferel

oplaviomiLinstaat 2 # When the HTML is displayed by your browser it looks like this

# This HTML defines the OUP home web page Your web browser software reads the HTML, and displays this web page.




Structure and presentation

HTML tags tell the web browser how to display the web page. There are two
main types of HTML tag. They have different effects:

® Structure: Some HTML tags control the layout of the web page. This
includes adding a page title, headings, sections and paragraphs. For
example, the tags <h1></h1> mark the start and end of a heading.

® Presentation: Some HTML tags change how the web page is displayed.
For example the tags <b></b> mark the start and end of bold text.

You can also change presentation by adding “style” instructions to HTML.
For example this command sets the colours for a whole web page:

<style>

body {background-color:yellow;}

h1 {color:red;}

P {color:green;}

</style>
Can you work out what this page would look like? Do you think these are good
colour choices?

| You can store style commands in an external file called a “Cascading Style

Sheet” (CSS). You can link lots of different web pages to the CSS file. All the
web pages will have the same style. If you make a change to the CSS file, all
the pages will change. This gives a consistent, professional feel to your work.

Hypertext

HTML means “hypertext markup language” — but what is hypertext?

Hypertext is text that makes a link to a new web page. Most web pages include
hypertext. Hypertext links are often shown on the screen as blue, underlined
text. When you click on a hypertext link your web browser will connect to the
linked page. It will be displayed in your browser. In this way you can browse,
moving from one website to another.

You have learned that HTML makes hypertext links. Links can be connected
to images or areas of the screen as well as to text.

How to make a website

A web hosting service will help you to make a website. The pages of your site
will be stored on their web server. That is called publishing your website. The
pages can be seen by anyone with an Internet connection.

A web hosting service will provide software to help you make the web pages.
The software makes it easy to design the web page. You do not need to type
HTML tags. You choose features such as text colour and size from menus. The
software turns your choices into HTML. Tt is similar to using a word processor
to make an ordinary document.

Q)

Learning activities
1. Connect to a website with your browser. Right-click on the web page and pick "View page
source” from the menu. You will see the HTML that made the page you are looking at.

2. Work in a group or as a whole class. Use a free online web hosting service. Create a
web page about what you have learned so far in IGCSE Computer Science.

Communications and the Internet

Test yourself

1. HTML stands for "hypertext
markup language”. Explain
the meaning of "hypertext”
and “markup”.

2. HTML tags often come in
pairs. Why?

3. A student made a website.
She did not know HTIML.
How did she manage to
make the site?

4. \When you look at a website
in your browser you do not
see the HTML tags. Why?
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1.2.3 Internet principles of
operation

Learners should be able to: show

understanding of what is meant by

hypertext transfer protocol (HTTP

and HTTPS), show understanding

of what is meant by cookies.

See also:
6.2 Security protection

HTTP: Hypertext transfer
protocol

Introduction

You have learned that hyperlinks are a key feature of web pages.
Hypertext transfer protocol (shortened to “HTTP”) is the protocol that
makes hyperlinks work. In this section you will learn about HTTP.

Hyperlinks

A key feature of a web page is that it can include links (also called hyperlinks).
A link is a piece of text on the page, or an image such as button. When you
click on the link your browser connects to a new page and displays it in your
browser. The hyperlink could take you to different part of the same website, or
a new site.

__________________________________________________________________________

Example

On the previous page you saw part of the HTML that defines the QUP website. The QUP
website includes the following HTML. This HTML makes the text “News” into a hyperlink.

<td nowrap="nowrap” class="tophavRowllink"> About s | ContactUs | Help s s | Siteindex | OUP Worldwide
<a hrefs"http://wuw.oup.com/uk/news">News</a>

</td»

# This HTML defines the word # The word "News"” on this menu bar is a link
"News" as a hyperlink

The HTML makes a hyperlink to the following web address:
http: /Amww.oup.com/uk/news
The HTML displays the following link on the QUP page.

If you click on the word “News” on the OUP website, your web browser will connect to
the web address shown above.

__________________________________________________________________________

HTTP

HTTP is the protocol that makes hyperlinks work.

A protocol is a shared standard for communication. All web servers use the
HTTP protocol. All web browsers use the HTTP protocol too. That is why links
work on every web page, and with every browser. Without HTTP the World
Wide Web would not work.

The address of every web page begins http:// or https:// That shows you that
the page uses the HTTP protocol. Find out more about web addresses on
pages 52-53.

HTTPS

HTTPS stands for “HTTP secure”. HTTPS is an extended protocol. Tt has extra
features: authentication and encryption. These are not part of the basic HTTP
protocol.
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Authentication

Some websites are fake. They look as il they are run by a well-known
company, such as a bank, but they are not. Learn more about fake websites on
page 55.

“Authentic” means not fake. Authenticating a website means checking that it
is not fake. HTTPS authenticates a website. If a web page’s URL begins with
https, you can be sure it is not fake. Learn more about security protocols in
6.2 Security protection (Security protocols).

Encryption

When you are using a website you often type details such as your name and
address. These details are sent to the website.

Encryption means putting data into a secret code. HTTPS encrypts everything
you send to a website, so that nobody can see what you are sending there. This

makes it safer to send data to the website. Learn more about encryption in
6.2 Security protection (Encryption).

Cookies

Websites often need data that relates specifically to you, for example your
email account or bank account details. HTTP and HTTPS do not transmit user
details, so when you go back to a website using HTTP protocol, it does not
know who you are.

Websites get round this problem by using HTTP “cookies”. When you use a
website, it collects key data about what you do there. This data is packaged
up as a small binary file called a cookie. The binary file is sent back to your
computer. It is stored on your own computer, not on the website.

Next time you use the website, the cookie goes from your web browser to the
site. The cookie tells the website key facts about you, for example what you
bought last time.

Some people do not like cookies, because of privacy concerns. However,
cookies are in very common use.

Q)

Test yourself
1. What key feature of every web page is supported by HTTP?

2. What is authentication? Explain how authentication makes it safer for you to use the
Internet.

2. What is encryption? Explain how encryption makes it safer for you to use the Internet.

4. Explain what a cookie is. What are the advantages and disadvantages of cookies?

Q)

Learning activity

In the previous section your class created a web page. Expand the content by including a
selection of links to useful websites.
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1.2.3 Internet principles of
operation

Learners should be able to: show
understanding of the concepts of
MAC address, Internet protocol
(IP) address, uniform resource
locator (URL).

See also:

6.2 Security protection (Security
protocols)

TCP/IP

Introduction

You have learned that a protocol is a standard for communication. In

this section you will learn about the main protocol system that allows the
Internet to work.

Internet protocols

The main protocol system of the Internet is called TCP/IP:

e TCP stands for “Transmission Control Protocol”. This protocol controls the
way data packets are transmitted along Internet connections.

® 1P stands for “Internet Protocol”. This protocol makes sure the data packets
go to the right place. Every location on the Internet has an IP address. IP
sends the data to the right address.

IP address

An TP address is a number given to every device that is connected to the
Internet. Every device has a different number. The IP address identifies the
device. The IP address is used to find a route across the Internet to the device'’s
local area network. This means data can be sent to the device down the route.

You have learned that numbers can be stored as binary digits (bits). The larger
the number the more bits are needed. IP addresses are very large numbers:
128 bits are needed to store a modern IP address.

These numbers are stored by a service called the Domain Name System
(DNS). DNS is an automated directory of all of the Internet servers in the
world. You can use DNS to look up any server’s name and find its TP address.

URL

URL stands for “uniform resource locator”.

Every web browser has an address bar at the top of the screen. You enter the
URL of a web page into this space. Then the browser will connect to the web
server that hosts that page.

The URL is made up of these components, always in this order.

1. The name of the protocol that the page uses. It usually starts with http or
https.

2. The domain name. This identifies the server (Internet computer) and
website. You could use the web server’s IP address here, but that would be
more difficult to remember than a name. Also, when a web server hosts
more than one website, it would not be able to tell which site you want.

3. The “path name”. This identifies a web page on that server.

4. Sometimes extra details are added at the end.
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Domain name

The domain name identifies the server that hosts the website. It also identifies the
website itself, in case the server hosts more than one. A domain name typically
begins with www. Tt ends with a short text code. This is the “top-level domain”. Tt
tells you the general category of the website.

The top-level domain code might tell you the type of business as follows:
® .com- a commercial organisation

® _cov-a US government organisation

® _edu-a US academic organisation such as a university.

Or it might tell you the country where the server is based. Here are some
examples:

® .uk - United Kingdom
® .nz - New Zealand
® ke - Kenya.

The official list of all top-level domains is maintained by the Internet Assigned
Numbers Authority (IANA). There are over a thousand top-level domains.

Example

Here is a typical URL. It is for the website of the UK newspaper, The Guardian:
http:/Aww.theguardian.com/world. The URL consists of these parts:

® The protocol is "http".

organisation.
® The domain is "www.theguardian.com”. This identifies the web server of The
Guardian newspaper.

® The path name is “/world”. This identifies the particular web page of The Guardian
that summarises world news.

__________________________________________________________________________

1
1
I
1
1
1
1
1
I
1
:
i ® The top-level domain is “.com”. This tells you it is the domain name of a commercial
I
1
1
I
1
1
I
1
1
1
1
1

MAC address

MAC stands for “media access control”. A MAC address is an identifying
number, like an TP address. Tt identifies a single device such as a computer
or printer. A device’s IP address is used to route data across the Internet to
its local area network, then its MAC address is used to switch the data across
the local area network to the device itself. MAC addresses are often shown in
hexadecimal form.

o

Test yourself
1. Why do people prefer to use a URL rather than an IP address?
2. An IP address is 128 bits. How many bytes is that?

3. An IP address identifies every domain on the Internet. What extra information is
provided by the MAC address?

4. Here is a URL. Identify the protocol, the domain name and the page:

https:/Avww.amazon.com/gift-cards
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1.2.2 Security aspects
Learners should be able to show
understanding of the security

aspects of using the Internet and
understand what methods are

available to help minimise the risks.

See also:

Chapter 6 Security

m Safety online

Staying safe

Introduction

The Internet is a wonderful resource. We use it for work, for learning, and
to make [riendships. However, using the Internet has risks. In this section
you will learn how to protect yoursell online.

Passwords

Many websites store content that is personal to you, [or example payment
details or a personal profile. Nobody else should be able to access that content.
Websites will protect your personal details with a password. By typing the
password you confirm who you are. Unless you type the right password you
cannot access the content that is personal to you.

You often have to choose a password when you are working online. Here are
some rules about choosing a good password:

® Do not use obvious passwords such as “1234” or “password”. Think of a
password that is hard to guess.

® Make sure you can remember the password.
® Do not use the same password on every website.

® Never tell anyone else your password.

Real-life details

Most people using the Internet are friendly. However, there are people using
the Internet with bad intentions. Young people are particularly at risk. Never
give out your real-life details online. Do not give your full name, address,
telephone number, etc. Do not arrange to meet a stranger.

Being careful online

The things you type when you are using the Internet could be stored forever.
Your family and [riends might see what you wrote. When have a job, your
employer might see it. The police and other authorities can see it. It is
important not to say cruel, offensive or criminal things. Never type words
online that you would not want family, police and employers to see. Never
share pictures that you might regret sharing.

Dealing with bullies

Some people make cruel and bullying comments for fun. Perhaps they don't
stop and think. Perhaps they just don't care. They can make you feel very
upset. It is normal to be upset. Bullying is not caused by anything you did.
The bullies are the ones who are wrong.
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The best way to deal with online bullying is to block the bully from contacting
you. Do not read what the bully writes. You can tell a teacher or other
responsible person.

Watch out for tricks

People try to steal money and personal details using online tricks. They set up
fake websites. They send emails that pretend, for example, you have won the
lottery. Someone might pretend to be a young woman online when he is really
an old man. A good rule is to think twice. Only use websites you know. Do not
believe every email you receive. Do not open files that a stranger sends you. If
you are not sure, ask your teacher for advice.

Advice about staying safe online

There are many good websites offering detailed advice to young people about
how to stay safe online. These are available in English and in other languages.
Many are operated by charities or governments.

To find websites of this kind, type “staying safe online” into a search engine
such as Google. Follow the links to read helpful advice.

ol Teackers and Professionals  Paents and Carers  Press and

-I cé»

What we do

Child n Is te work In partnership with cthers around the world o help

# www.childnet.com is an international website that gives advice about how to stay
safe online

Protective software

You can install software on your computer that protects it against online risks.
Learn more about protective software on pages 58-59.

o

Test yourself
1. Why are you advised not to use the same password on every website?
2. Why is “1234" a poor choice for a password?

3. A schoolboy said “l am going to rob a bank” in an online comment. Why was this a
bad idea?

4. A stranger sends you an email asking to meet you. What should you do?

Q)

Learning activity

Create a poster for your computer room to remind students how to keep safe online.
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1.2.2 Security aspects

1.2.3 Internet principles of
operation

Learners should be able to show

understanding of the Internet risks

associated with malware, including

viruses, spyware and hacking.

1.5 Ethical issues

Learners should be able to show
understanding of ethical issues
including hacking.

See also:

6.1 Security threats

Malware and hacking

Introduction

You have learned that there are risks when you use the Internet. Some
risks are caused by software that can harm your computer. The general
word for this is “malware”. Malware is short for “malicious software”. It is
software made on purpose to harm your computer. In this section you will
learn about malware.

Computer viruses

The most common type of malware is a computer virus. A virus is not a
complete computer file, it is a set of computer commands. Tt attaches to a file
that is already on your computer. Now the file has extra computer commands,
which you didn't intend to be there. The virus copies itself into other files. If
any of these is passed to another computer, that computer’s files can end up
with the virus too. The virus commands are attached to an existing file, so the
virus is hidden and you may not know it is there.

Most computer viruses cause significant problems. A virus can:

® delete files or wipe the entire storage

® alter your computer settings

® make your computer carry out actions (such as sending emails).

How does a virus get onto your computer? It might be hidden in a file you
download from the Internet. It might be hidden in a file attached to an email.
It might be on a storage drive. You should always be careful when you open a
file from an unknown source.

Why do people make viruses?

Some people make a virus as a joke or prank. Some people make a virus to
make a political protest, to cause trouble, or to harm their enemies. Others
make a virus to steal money. Once a virus is made it can spread right around
the world. Copies can be passed along Internet connections.

Spyware

Spyware is a special kind of malware. Like a virus, spyware cannot be seen on
your computer. Spyware records everything you do with your computer. The
person who made the spyware can look at the record of your computer use.
That might tell them every website you looked at, and what you typed on your
computer.

Spyware can be used by companies and governments to monitor people’s
behaviour. Spyware is used by criminals to find out your password and
personal details.
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Types of malware

Often people use the word “virus” to mean any type of malware. In fact, there
are many types of malware that are not viruses.

All malware needs to stay hidden from view. Otherwise people would just take
it off their computers. The different types of malware use different ways to
stay hidden, as follows:

® Virus: this is malware that hides itself inside another file.
® Worm: this is malware in its own file, which copies itself to other

compulers across the network.

® Trojan: this is malware disguised as a good file, such as a computer game
or an image.

® Rootkit: this is malware that changes your operating system (see

5.1 Systemis software) so you cannot spot it.

® Backdoor: this is malware that switches off security software to let other
malware onto your compuler.

Hacking

You have seen that there are data links between computers. Some people use
these data links without permission. They might look at the data on another
computer. They might make changes to the data on a computer. This is called
hacking.

For example, a hacker might change the data on a bank computer. The hacker
might increase the money in his or her account. This is a form of stealing. A
hacker might look at government secrets.

Hacking is against the law in most countries. You can go to jail for hacking.

Q)

Test yourself
1. What makes a virus different from other types of malware?

2. A student got an email from a person the student did not know. It had a file
attachment. Explain why the student should not open the file.

2. A hacker used spyware to find out someone’s secret password. Explain what that
means.

4. |dentify three possible effects of malware.

Q)

Learning activity

Write an article for a school magazine, explaining what malware is. Describe the
different types of malware.
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1.2.2 Security aspects

Learners should be able to Introduction
explain how anti-virus and other
protection software helps to
protect the user from security risks.
See also:

6.2 Security protection

You have learned about malware and other Internet risks. Sensible actions
can help prevent those risks. There is software that will help protect you.
In this section you will learn about protective software.

Anti-virus software

Remember that malware is hidden. It cannot be seen and removed with
ordinary computer usage. Anti-virus software is made specially to stop
malware. Anti-virus software will;

® check all new files and emails for malware

® scan your computer to find hidden malware

® delete malware from your computer

® warn you about possible dangers, such as risky websites.

New viruses are being made all the time. Each new virus has special tricks to
avoid anti-virus software. Anti-virus software must be updated regularly to
keep up with these changes. The update will tell the software about the new
viruses that have been invented. Then it can find and delete them all.

95% Completed 95% Completed 95% Completed o

gEﬂ
1B

Scanning
g
@ High Risk i
Norton AntiVirus has detected a virus on your computer.
_ |IIIII!
Hide Detsis i a
Object Name CAWINDOWS\systermaz\taskdir i A =
Virus Name Troian Horse = 7
Action Taken Unable to repair this file. s [ Scanning
o) — F‘—_
- [TITTITIIT c | L - fesans) m&
m— | Pommec B T T Yo [ e
Jmessage 1 of 1 Scanning message 1 of 1 Scanning message 1 of 1 Scanning message 1 of 1 Scahning

# Symantec is a company that sells anti-virus and other protective software

Spam
Anti-virus software will detect and remove malware. Tt also has helpful

features to protect your computer system from problems other than malware.
For example, anti-virus filters will block spam emails.

Spam is a general term for bulk unwanted email. Tt is sent using automated
email systems. A company might send a million spam emails in one go. Spam
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may contain adverts or fake offers. Often spam emails try to trick you into
giving out personal details.

Internet filtering

An Internet filter blocks unsuitable content. An Internet filter is sometimes
called a net nanny or parental control software. A filter like this is often set up
by parents in a home computer system. The person in charge of the computer
system can decide what to block, perhaps based on family rules. An Internet
filter could block sites that are unsuitable for children. Tt could stop users
from spending money on the Internet.

Schools and colleges often limit the sites that students can access. Businesses
may have similar rules for their employees. This is generally to make sure
people use the computer for work purposes, not for social networking or
playing games.

Firewall

A firewall is software designed to screen all data that comes from the Internet.
The firewall traps every packet of data. It checks the data using programmed
rules. It will only pass on data that keeps to the rules. A firewall can prevent
many Internet dangers:

e It will stop malware.
@ It can prevent hackers getting onto the compulter system.
® It can block unsuitable content.

Almost every Internet connection uses some kind of firewall. Business
connections may concentrate on preventing access by hackers. Home
connections may concentrate on filtering unsuitable content.

Q)

Test yourself

1. Why would you use anti-virus software instead of just deleting a virus yourself?
2. My anti-virus software scanned my computer. Why did it do that?

3. | bought anti-virus software two years ago. Why do | need to update it?

4. \Why is a firewall a useful feature of a business network?

Learning activities

1. Write a letter to a business owner explaining why he or she should buy firewall
software.

2. As a group or a class, find time to talk with the person in charge of the computer
system in your school or college. Ask the person about virus protection and any other
software that is installed to protect you against risks.

3. What rules should there be about use of the Internet in your school or college? Write
a class list titled "Internet policy”.
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Key terms
Download

Duplex

Encryption

Internet

Malware

Parallel
transmission

Peripherals
Protocol

Serial
transmission

Simplex

Transcription
error
Transposition
error

Upload

World Wide
Web

When you download web content, you copy it from a web
server onto your own computer.

A two-way communication link. The signal can go both ways.
Both participants act as sender and receiver.

A method of protecting data by using a secret coding system.
The huge network of computer connections that covers the

whole world. It uses a set of common protocols so all the
connected compulers can share data with each other.

Software designed to harm any computer on which it is held.
Malware is usually disguised so you cannot see it on your
system or easily remove it.

The eight bits which make up a byte of data are sent at the
same time along eight different wires.

Hardware devices such as screen, keyboard and mouse that
are attached to the processor of a computer.

Protocols are communication standards. If two computers
share data, they must use the same protocols.

The eight bits which make up a byte travel along the same
transmission medium, one after the other, in a series.

A one-way communication link. The signal can only go in one
direction from the sender to the receiver.

An error made in copying data, for example when typing it in.

An error where two letters or numbers are in the wrong order.

When you upload web content, you copy it from your
compuler onto a web server. That means other computers can
access it.

The collection of all the web pages in the world. Also called
“The Web”. Tt is not the same as the Internet.

Project work

One of the extension activities in this chapter was to create a simple web site.
If you have not yet done so, find out about a web service which offers free web
hosting. As an alternative find out how to create web pages which are hosted
by your school’s computer system.

As a class, select and upload a range of materials reflecting the work you have

done on this course. This can include digital, audio and video materials, as
well as items you have found online.

To conclude the project, write a short report on the experience of making a

web site or web page. Discuss the software you used and how you decided

what items to put on the site.



=
&
W2
&
&
()
=
iy
==
QL
=
E=




Syllabus reference
1.3.1 Logic gates

Learners should be able to use
logic gates to create electronic
circuits.

See also:

Chapter 1 Data representation
3.2 Logical processing (Solve a
problem)

m Logic gates

Electronic processing

Introduction

You have learned that data is stored in electrical form inside the computer.
The computer does not only store the data. It also changes the data. This
is called processing. In the next few sections you will learn about how the
computer processes data.

Data processing

You have learned that a computer processes data to make information. The
data is held inside the computer in the form of electronic signals. The data is
processed by changing the electronic signals.

This happens inside a part of the computer called the processor. The processor
is at the centre of the computer system. It is an electronic device. It transforms
data into information by changing the electronic signals in regular and organised
ways. In this chapter you will learn how the processor works.

Electronic devices

Many devices are electrical (they put electrical energy to work), for example
an electric heater or a washing machine. Some devices are electronic. This
means electrical energy in one circuit directly controls the flow of electricity
in another circuit.

A digital electronic device has on/off switches inside it. When on, electricity

can flow through a switch; when off, it cannot. An electronic switch is itself
controlled by electricity. Electricity flowing in a switch’s control (input) circuit
may switch off its controlled (output) circuit, or the other way round. The output
of one switch can control the input of any number of other switches. This means
switches can be interconnected to vary the electrical flow in a complex way. That
is how digital devices such as computers carry out their work.

On/off switches

When we describe the operations of the processor, we need to talk about on/
off switches, and their effect on an electric circuit. We can use the terms:

® on and off, meaning the switch allows or does not allow current to flow in
an electric circuit

® high and low, meaning the switch connects a point in an electric circuit to
a relatively high potential (e.g. 3 volts) and low potential (e.g. 0 volts)

® land0

® True and False.
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These are all ways of describing the state of the on/off switches inside a
computer. When a switch is on, a current can flow through it; when off, no
current can flow. A circuit can detect the difference, and use it to denote

1 versus 0, or True versus False.

Logic gates
On/off switches are combined to make electrical circuits. These circuits are

called logic gates. Electrical signals pass into logic gates, and electrical signals
pass out. Every logic gate has input and output:

® The input to a logic gate is the electrical signal that goes into the gate. For
example, a potential of 3 volts might mean 1 or True, while 0 volts means 0
or False. Some logic gates have one input, some have two inputs.

® The output from a logic gate is the electrical signal that comes out of the gate.

Each input to a logic gate can be 1 or 0 (True or False). Each output is also

1 or 0 (or True or False). There are no other states for input or output. This
means that a logic gate’s inputs and output are binary digital values: each has
only two possible states.

A logic gate uses the electrical signals at its inputs to decide whether its switch
should be on or off. The switch setting determines what the output signal will
be, 1 or 0 (or True or False). There are different types of logic gate. Each type
decides its switch setting in a different way.

Logic circuits

Input 1 —
Logic gates can be connected together into a logic circuit. The output of a & }
gate can be connected to the input of other gates. Each gate transforms the
signal in some useful way. Logic gates can be joined together in different ways :D_ a—
to create many different circuits. Each circuit will transform its binary input
signals in a different way.
Input 2
You will learn more about logic circuits in 3.2 Logical processing (Solve a Input 3 —
problem). # This logic circuit has three inputs

A logic circuit can have more than two inputs. and one output

Q)

Test yourself
1. What determines the output of a logic gate?
2. What does a logic gate do to an electrical signal?

2. The output from a logic gate can be in two different states. What are these two
states?

4. Explain the differences between a logic gate and a logic circuit.

Learning activity

Do an online image search for diagrams of logic circuits. Copy one of the diagrams into
a document and save it. Don't worry if you don't understand it yet. You will do more
work with this image later.
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1.3.1 Logic gates

Learners should be able to:
understand and define the
function of the NOT gate; draw
truth tables and recognise a logic
gate from its truth table; recognise
and use standard symbols used to
represent logic gates.

The NOT gate

Introduction

You have learned that logic gates are circuits that change a binary signal.

In this section you will learn about a logic gate called the NOT gate.

The NOT gate

The NOT gate is a simple logic gate. It changes every binary signal into its
opposite. If the signal is 1, it makes it 0. If the signal is 0, it makes it 1. In
logical terms, it changes True into False.

This gate works like the word “not” in everyday speech. If we put “not” into a
sentence it changes the meaning to the opposite. For example, “I am not tired”
means the opposite of “T am tired”.

The word “not” reverses the meaning of a sentence. The NOT gate inverts a
binary signal.

Symbol

Each type of logic gate has a different symbol. This is the symbol for a NOT
gate.

Input Output

# The symbol for a NOT gate

The line coming into the gate from the left is the input. The line coming out
on the right is the output. A NOT gate has one input and one output.

Input and output

Logic gates are predictable and logical. If we know the input to a gate, we
know what the output will be.

Only one signal goes into a NOT gate. This signal can be 1 or 0:
® 1If the signal going in is 1, then the signal coming out is 0.

® 1If the signal going in is 0, then the signal coming out is 1.

Possible states

The NOT gate can be in two possible states. They are shown in these
diagrams.

Inputis 1 —|>O— Output is 0 Inputis 0 ‘D07 Output is 1

# State 1: Input signal is 1, output # State 2: Input signal is 0, output
signal is O signal is 1

There are no other possible states for the NOT gate.
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Truth table

A truth table is a way of showing all the possible states of a logic gate. Each
state is shown on a different row of the table. The truth table for the NOT
gate is very simple. Tt only has two rows.

Input  Output
0 1
1 0

The first row shows input 0, output 1. The second row shows input 1,
output 0. Those are the only possibilities.

Q)

Test yourself

1. If the input to a NOT gate is 1, what is the output?

2. The NOT gate can be in two states. Describe the two states in words. Include a
description of both input and output.

3. Discuss how the NOT gate has a similar effect to the word “not” in common everyday
speech.

4. Why is it correct to say that the output of a NOT gate is “predicable and logical”?

Q)

Learning activity

1. Create a page on the computer or in your notebook where you will record
information about the NOT gate. Include a description of the gate and draw its
symbol and truth table.

2. Copy the diagram of a logic circuit on page 63. Identify any NOT gates in this logic
circuit. Mark them on your copy with the word "NOT" . Keep this copy of the
diagram — you will need it for several activities you will be doing later.
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1.3.1 Logic gates

Learners should be able to:
understand and define the
function of the AND gate; draw
truth tables and recognise a logic
gate from its truth table; recognise
and use standard symbols used to
represent logic gates.

The AND gate

Introduction

You have learned that logic gates transform binary signals. In this section
you will learn about the AND gate. This gate transforms two inputs into a
single output.

The AND gate

The AND galte is a circuit that takes two binary signals and turns them into
one signal. The inputs can be 1 or 0:

e 1If both inputs are 1, the output is 1.

® In all other cases, the output is 0.

We can express this using True and False:

e If both inputs are True, the output is True.
® In all other cases, the output is False.

The AND gate is like the word “and” in a sentence. We use “and” to say that
two things are both true. For example, “T like sport AND books”, or “T am tired
AND hungry”. The sentence is only true if both parts are true. The AND gate
works like this. The output is only True if both inputs are True.

Symbol
The symbol for the AND gate looks like this.

A —_—
Qutput
B ]

# The symbol for the AND gate

There are two inputs to the AND gate. We can label the two inputs as A and B.
A and B are independent of each other: they don't affect each other.

Possible states

You learned that the NOT gate can be in two possible states (input 1 or 0,
independent of the other). The AND gate is more complicated because it
has two inputs, and each input can be 1 or 0. That gives four possible
states altogether:

® Ais(0,Bis0
® Ais0,Bis1
® Ais1,Bis0
® Aisl,Bis 1.
The AND gate will only output 1 if both the inputs are 1.
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Truth table

We use truth tables to set out all possible states for a logic gate. The four
possible states are shown like this.

- = O O

— e | = |

Did you spot that this is the same as the first four binary numbers? If you need

a reminder, go back to Chapter 1 Data representation.

We can put those four inputs into a truth table. Each input is shown on a
different row of the table.

A

= = Pl e

B Output
0
1
0
1

Now the output is filled in for each case.

B Output
0 0
1 0
0 0
1 1

The output is always 0, except on the bottom row of the table. When both A
and B are 1, the output is 1.

Q)

Test yourself
1. What are the four possible states of an AND gate? Describe themn in words.

2. A and B are independent of each other. What does that mean?

3. Draw the symbol of the AND gate. Label the inputs A and B, and label the output.

4. If A and B both have value 1, this makes the binary number 11. What denary number
does this represent?

Q)

Learning activity
1. Create a page about the AND gate on the computer or in your notebook. Include a
description of the gate, its symbol and its truth table.

2. Look at your copy of diagram of a logic circuit from page 63. Identify any AND gates
in this logic circuit. Mark them on your copy with the word “ AND".
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1.3.1 Logic gates

Learners should be able to:
understand and define the function
of the OR and XOR gates; draw
truth tables and recognise a logic
gate from its truth table; recognise
and use standard symbols used to
represent logic gates.

See also:

Chapter 1 Data representation

The OR and XOR gates

Introduction

You have learned about the AND gate and the NOT gate. In this section
you will learn about two more logic gates: the OR gate and the XOR gate.

The OR gate

The OR gate takes two binary input signals and turns them into one output
signal. Each input can be 1 or 0, True or False. The OR gate will output 1 if
at least one of the inputs is 1. It works like this:

e 1If both inputs are 1, the output is 1.
® Ifone inputis 1, and one is 0, the output is 1.
e 1If both inputs are 0, the output is 0.

The OR gate works like the word “or” in a sentence. We use “or” to say that
at least one thing is true, for example “T will eat some cake or bread”. The
sentence is true if either part is true, or if both parts are true.

The OR gate works in the same way. The output is on il at least one of the
inputs is on.

Symbol
The symbol for the OR gate looks like this.

A O
utput
B P

# The symbol for the OR gate

There are two inputs to the OR gate. In this diagram we have labelled the
inputs A and B. Like the AND gates, these inputs are independent of each
other.

Truth table

The truth table for the OR gate shows the four possible states of the OR gate.
It shows the output in each state.

Columns A and B are the same as the truth table for the AND gate. The final
column, which shows the output, is different. This is because the OR gate
has a different effect.

A B Output
0 0 0
0 1 1
1 0 1
1 1 1

The output of the OR gate is 1 in every row except the first row.
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The XOR gate

XOR stands for “Exclusive OR”. Tt can be pronounced “ex-or” or “zor”. This
gale is sometimes called EOR. That is pronounced “ee-or”. XOR and EOR
mean the same thing.

The XOR gate only outputs 1 if one of the inputs is 1 and the other is 0. These
rules apply:

e 1If both inputs are 1, the output is 0.

® If only one input is 1, the output is 1.

e If both inputs are 0, the output is 0.

In a sentence, the word “or” is sometimes used with this meaning. For example,
the sentence “I can go to a party or go to sleep” means that I can do just one of
those things, not both.

Symbol g :[>— Output

The symbol for the XOR gate is like an OR gate, with a curved line in front of it.
# The symbol for the XOR gate

Truth table

The truth table for the XOR gate is given below. The A and B columns are the
same as the other truth tables we have looked at. Any logic gate with two inputs
has the same logic table. The only difference is the final (“Output”) column.

A B Output
0 0 0
0 1 1
1 0 1
1 1 0

The XOR gate has a different effect from the other gates you have learned
about, so the content of the “Output” column is different.

Q)

Test yourself

1. Explain why the word "or” in everyday speech works in a similar way to the OR gate.
2. When is the output of the OR gate 0?

2. When is the output of the XOR gate 0?

4. Explain in your own words the difference between OR and XOR.

Learning activity

1. Create two pages on the computer or in your notebook where you will record
information about the OR gate and the XOR gate. Use one page for each gate and
draw the symbol for the gate, describe the gate, and draw the truth table.

2. Look at your copy of the diagram of a logic circuit from page 63. Identify any OR or
XOR gates in this logic circuit. Mark them on your copy with the appropriate word.
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1.3.1 Logic gates

Learners should be able to:
understand and define the function
of the NAND and NOR gates; draw
truth tables and recognise a logic
gate from its truth table; recognise
and use standard symbols used to
represent logic gates.

The NAND and NOR gates

Introduction

In this section you will learn about two final logic gates. They are called
the NAND and NOR gates.

The NAND gate

The NAND gate is a logic gate. NAND stands for “NOT” plus “AND”. The
NAND gate works the same as a NOT and an AND gate joined together. The
symbol is an AND gate with a small circle attached to it.

A —
Output
B ]

# The symbol for the NAND gate

The NAND gate always outputs 1, unless both inputs are 1. It works like this:
e If both inputs are 0, the output is 1.

® If one input is 0, and one input is 1, the output is 1.

e If both inputs are 1, the output is 0.

The NAND gate is the opposite of an AND gate. Here is the truth table for the
NAND gate.

A B Output
0 0 1
0 1 1
1 0 1
1 1 0

NOR gate

The NOR gate is a logic gate. NOR stands for “NOT” plus “OR”. The NOR gate
works the same as a NOT and an OR gate joined together. The symbol is an
OR gate with a small circle attached to it.

A
Output
B

# The symbol for the NOR gate

The NOR gate outputs 0 unless both inputs are 0. This is how it works:
e If both inputs are 0, the output is 1.

e 1If one or both inputs are 1, the output
is 0.
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The NOR gate is the opposite of the OR gate. Here is the truth table for

this gate.
A B Output
0 0 1
0 1 0
1 0 0
1 1 0

Test yourself Input 1

Here is the logic circuit from page 63, but
with the gates labelled.

Output

1. Produce a drawing of this circuit, but

replace the AND gates with NAND gates.
Input 2
Input 3

2. Replace the OR gate with a NOR gate.

4 An example logic circuit with the
gates labelled

Q)

Learning activity
1. Create notes for the NAND and NOR logic gates. For each one give:
® jts name
® 3 description
® the symbol
@ the truth table.

2. Mark up the logic circuit image you have been working on, identifying additional
gates (if any) that are not yet labelled.

Class activities
Try to do these activities without looking at the answers in this book.

1. Choose any of the six logic gates you have learned about. Draw the symbol on a
piece of paper. Do not label it. Pass the paper to another student.

2. You should receive a picture of a logic gate from another student. Write the name of
the logic gate on the sheet. Pass it back for checking.

3. Choose any of the six logic gates you have learned about. Draw the truth table for
this logic gate. Do not label it. Pass the truth table to another student.

4. You should receive a truth table from another student. Write the name of the
matching logic gate on the sheet. Pass it back for checking.

You can repeat these activities with other logic gates to extend the test.
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1.3.1 Logic circuits

Learners should be able to produce
a logic circuit to implement a given
written logic statement.

See also:

3.1 Logic gates (The AND gate)
3.3 Inside the CPU

m Logical processing

Logic statements

Introduction

You have learned about logic gates. Logic gates transform binary signals.
Inside the computer, logic gates are used to work out the answer to real
problems. In this section you will learn how logic is applied to problems.

Solving problems

You have learned about the main logic gates inside the processor. They are
called NOT, AND, OR, NAND, NOR and XOR. Each gate changes binary
signals. A computer uses logic gates to solve real-world problems. This
involves matching up the logic gates with real-world statements.

Logical statements

A logical statement is a sentence. It states a fact. It has the value True or False.
Here are some sentences that are statements:

® It is your birthday today.
® London is the capital of Sweden.
® A triangle has three sides.

Which of these statements have the value True, and which False?

Composite statements

We can use logical terms to join statements together. Joining two statements
together makes a new statement. It is called a composite statement.

Examples of logical terms we have learned are:

® AND

e OR

e NOT

By adding these logical terms to statements we make composite statements.

“And” is used to join two statements together. A sentence with “and” in it is
true if both parts of the sentence are true. For example here are two logical
statements:

A:T have a car.
B: T am old enough to drive.

We can join the two statements with “and” to make this composite statement:
A and B: T have a car AND T am old enough to drive.

The whole statement is true if the two parts are true.



Logical deduction

Logic is a method of working out whether conclusions are true. You start

out with some known facts, and you work out the logical conclusions. If you

follow the rules of logic you can be certain that your conclusions are true. The

process is as follows:

® The statements you begin with are called premises. You know at the start
whether the premises are true.

® The statements you end up with are called conclusions. Logic helps you
work out whether the conclusions are true.

Here is an example. We might be given the rule:

C: IF you have a car AND you are old enough THEN you can drive
a car.

We know what AND means. It means the composite statement is true if both
parts are true. Logic tells us whether someone can drive a car.

The process of working out conclusions is called deduction. In this book, we
will look at some simple logical deductions. Computers can do very complicated
logical deductions. Logical deduction is one of the main jobs of the computer
processor. Learn more about the processor in 3.3 Inside the CPU.

Truth table

As you saw on page 67, the truth table for the AND gate looks like this.

A B Output
0 0 0
0 1 0
1 0 0
1 1 1

The truth table for the “and” statement looks just the same.

I have a car I am old enough | can drive a car
No No No
No Yes No
Yes No No
Yes Yes Yes

The logic is the same in both cases.

Test yourself
This statement uses the word “or”:
IF it is sunny OR | have an umbrella THEN | will stay dry.
1. What are the premises? What is the conclusion?
2. Make a logic table that shows all the different possibilities for this statement.
3. Using the truth table work out what premises make the conclusion false.

4. Explain in words why a logic statement using “or” is like the OR gate.

The processor
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1.3.1 Logic circuits

Learners should be able to produce Introduction
a logic circuit to implement a given

: ; You have looked at logical statements written as English sentences.
written logic statement.

In this section you will learn a simpler way of writing logical statements.
See also:

3.1 Logic gates (The NOT, AND,

This uses letters to stand for the factual statements.

OR, XOR, NAND and OR gates) . . .
Simplifying logical statements
In the previous section we looked at logical statements. Logical statements are

sentences that can be true or false. We used examples that made sense in the
real world, for example “It is not raining.” and “I have a car.”.

The laws of logic are the same whether you are talking about cars, or

the weather, or any other subject. Logic is universal. For this reason, we
sometimes simplifly logical statements. Instead of writing out statements in
full we can use letters. We often use A and B. The letters can stand for any
statement. This lets us concentrate on logic, and not worry too much about
what the statements say.

For example, instead of writing out statements in full, we can say:
NOT A
A AND B
A ORB.

The connectors

We have learned about six different logic gates. These gates match the six
different connectors that we can use to create logical statements.

Logical connector Explanation Matching logic gate
NOT A Reverses the truth value of A

Y

NOT gate
A AND B True only if A and B are :D_
both True
AND gate
AORB True unless both A and B :D_
are False
OR gate
A NAND B True unless both A and B :D_
are True
NAND gate
ANOR B True if both A and B are False :Do_
NOR gate
A XOR B True if A and B have different

truth values (Short for
“aXclusive OR")

=
@)
=
lle}
]
—
(5]
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Truth tables

You have learned the truth tables that go with the logic gates. These truth
tables match the truth tables for the logical statements.

The truth table for A AND B looks like this.

A B A AND B
False False False
False True False
True False False
True True True

The truth table for the AND gate looks like this.

A B Output
0 0 0
0 1 0
1 0 0
1 1 1

The tables are exactly the same. This match means we can use logic gates to
stand for logical statements. This is how a computer works. It uses a binary
electrical signal, such as a high or low voltage, to stand for True and False.

Match to real-world statements

Remember that the logical structures can be matched up to real world
statements. For example, here is a statement:
To log in you must type your username AND password.

This has the logical structure A AND B. Here is the truth table for this
statement.

Typethe Typethe Login
username password

False False False
False True False
True False False
True True True

The table for this statement is the same as for the AND gate. It is not a
coincidence that logic gates and logic statements match up like this. This is
how computers work. This is why we can use computers to solve real-world
problems.

Test yourself
On this page there is a truth table for A AND B. It matches the truth table for the AND gate.

Create similar truth tables for the other logical connectors.
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1.3.1 Logic gates; logic circuits

Learners should be able to: use logic
gates to create electronic circuits;
produce a logic circuit to implement
a given written logic statement.

Logic circuits

Introduction

You have learned about logic gates. Logic gates can be wired together
to make a logic circuit. In this section you will learn about simple
logic circuits.

What is a logic circuit?

Logic gates take in binary signals and transform them. You can fit logic gates
together. In real life that can mean literally wiring together electronic logic
gates. Each gate’s output flows as an electrical signal to the input of any gates
wired to it.

A set of logic gates, wired together so that a logical signal can flow through, is
called a logic circuit.

Drawing logic circuits
In real life you can make a logic circuit by wiring gates together. But you can

also make a drawing of a logic circuit.

You have learned the symbols for six different logic gates. You can draw a
logic circuit using the symbols for the logic gates. You draw the symbols next
to each other. Then draw a line to show the wire that takes the signal from one
gate to another. Here is an example.

>0

B

# A simple logic circuit made from the NOT and AND gates

You can use special software to make neat diagrams of logic circuits. However,
you should practise drawing them by hand, so that you can always draw a
logic circuit if you are asked to.

Making circuits to match logic statements

You have learned to match up logic statements and logic gates. A short logic
statement will match a single logic gate. A longer statement might need
several logic gates joined together. In other words it will form a logic circuit.

Here is an example in words:
You must enter your user identity AND password
OR
Press your thumb against the keypad.
Here is the same logical structure, shown in a simplified form:
(AANDB)ORC
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This statement consists of two parts. In the first example the two parts are
shown on separate lines. In the simplified version the two parts are separated
by brackets.

If you are making or drawing a logic circuit to match a statement, a good rule
is to begin with the section in brackets. The section in brackets says “A AND
B”. Therelore, we begin the logic circuit by drawing the AND gate. A and B are

-

C is just a simple input. It does not have a logic gate. It is just shown as a line.

=D

c

the two inputs.

Now we can complete the logic circuit. These two parts are joined together by
OR. We take the two outputs and join them with an OR gate. It looks like this.

A
B

Cc

The circuit is completed.

Test yourself
1. Draw a logic circuit to match this statement:
Take the temperature OR take the blood pressure AND
write up the case notes.
2. Draw logic circuits that match these three statements:
(A NOR B) AND C
(A AND B) XOR (C OR D)
(A NOR B) AND (NOT C).
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1.3.1 Logic circuits

Learners should be able to produce Introduction

truth tables for given logic circuits. . . C e
g g In the previous section you learned to make logic circuits to match

written logic statements. In this section you will learn to draw truth tables
to match the circuits.

Example with two inputs

To make a truth table from a logic circuit you follow these steps.

1. Label all inputs and outputs.

2. Draw a truth table with a column for every input and output.

3. Fill in the inputs.

4. Fill in the outputs.

Below is a picture of a simple logic circuit. It has two logic gates that are wired

together. Tn this section you will make a truth table to match the logic circuit.

C
A

B

# A simple logic circuit with outputs

Label all inputs and outputs

The truth table shown in this image has two logic gates. The first step is to
label the input and output of each gate.

Here is how the circuit is labelled:

@ The two inputs to the circuit are labelled A and B.
® The output of the NOT gate is labelled C.

@ The output of the AND gate is labelled D.

D is the final output of the whole circuit.

Draw a truth table

Now we can make the truth table. There should be a column for every input
and output in the circuit.

Show the inputs

First we fill in the initial outputs. You know how to count up in binary.
Columns A and B are filled in using the first four binary numbers.
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Work out the outputs

Now we fill in the value of C. C is the output of a NOT gate. A is the input to
the NOT gate. This means C is the inverse of A.

D’.

= O = O
o o — —

Next we fill in the value of D. D is the output of the AND gate. B and C are the
inputs to the AND gate. The output of an AND gate is 0 unless both inputs
have the value 1. Now we can fill in the final column.

= = oo
- O = O m
o o = = N
o o = o =

The truth table is now complete. We can use the truth table to find out what
values of A and B produce a TRUE output.

A B e D
0 0 1

0 1 1 1
1 0 0 0
1 1 0 0

If Ais 0 and B is 1, the output of the circuit is 1. In all other cases the
output is 0.

Test yourself
Here is a simple logic circuit.

1. Draw your own copy of this logic circuit. One of the outputs is not labelled. Add a
label in the right place.

2. Describe this logic circuit in words. Ai>c_[>o_

3. Make a truth table for this logic circuit. i

4. There is a single logic gate that has the * An example logic circuit with OR
same output as this logic circuit. What is it? and NOT
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1.3.1 Logic circuits

Learners should be able to produce
truth tables for given logic circuits.

B — E

Truth tables (continued)

Introduction

In the previous section you learned to draw a truth table to match a logic
circuit. In this section you will look at a more complex example.

Example with three inputs

This example circuit has three inputs.

A —
B —

C

We can use the methods we learned in the previous section to create a truth
table.

1. Label inputs and outputs and draw the truth table.

2. Show the inputs.

3. Calculate the outputs.

1. Label inputs and outputs and draw the truth table
The first step is to label all inputs and outputs.

Then draw a truth table with a column for every input and output.

A B [Tk D E

2. Show the inputs

Then we fill in all the initial outputs. There are three inputs. To fill in all the
possible inputs, use the first eight binary numbers.

D E

— == 0O O = = O O §s
= Peyl| Il el Bl e s e
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3. Calculate the outputs
D is the output of the AND gate. A and B are the inputs to this gate. D is 1 if

A and B are 1.
A B C D E
0 0 0 0
0 0 1 0]
0 1 0 0
0 1 1 0
1 0 0 0
1 0 1 0]
1 1 0 1
1 1 1 1

E is the final output of the circuit. Tt is the output of the OR gate. C and D
are the inputs to the OR gate. E is 1 if either Cor D is 1.

=

ol R e R e F

= = O 0 = = O O I
= I 75 Fent Pl | P55 e
= == e B == R =
- e Y e e )|

Using this truth table we can see what inputs produce an output of 1.

A B c D E
0 0 0 0] 0
0 0 1 0] il
0 1 0 0] 0
0 1 1 0] 1
1 0 0 0] 0
1 0 1 0 il
1 1 0 1 1
1 1 1 1 1

There are five combinations of input that produce the output 1.

Test yourself

1. On this page you used a truth table to analyse a logic circuit. List all the values of A, B
and C that produce an output of 1.

2. How would the table change if the final gate was an XOR gate instead of an OR
gate? Drawv this circuit and the truth table that goes with it.

3. Look at the four logic circuits you made in answer to questions 1 and 2 on page 77.
Draw a truth table to match each of these logic circuits.
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1.3.1 Logic circuits

Learners should be able to produce Introduction
a logic circuit to solve a given
problem.

You have learned how to make a logic circuit to match a complex logical
statement. You have learned how to make a truth table from the logic
circuit. In this section you will put these skills together to solve logical
problems.

Logical deduction

A logical deduction starts with premises. Premises are statements that can be
true or false. From the premises we can work out conclusions. The laws of
logic will tell us whether the conclusions are true or false.

A truth table will help us to work out whether conclusions are true or false.
Remember that 0 means False and 1 means True. The truth table will show us
what inputs lead to True outputs. This will help us to work out the solution to
logical problems and puzzles.

Example 1
This is the logic circuit from page 78.

The inputs are A and B. The output is D. Here is the truth table that goes with the logic

circuit.
C
A B € D A D
0 0 1 0
0 1 1 1 B
1 0 0 0
1 1 0 0

Using this table we can see that D is only True if A is False and B is True. That is the
solution to the logic circuit.

§ Example 2

i On page 80 you looked at this logic circuit. g% E
E The inputs are A, B and C. We made a logic table from o

E the circuit.

Using this logic table we can answer the question: If A is True, and B and C are False,
what is the value of E? The row that answers the question is highlighted.
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By looking at the truth table we can see that when A is True and B and C
are False, the final output is False (0).

Now use the table to answer these questions.
1. Is the value of E always the same as the value of C?

2. There are eight possible inputs to this logic circuit. How many result in
a False output?

3. If A and B are False, and C is True, what is the value of the output?

Summary

To use a logic circuit to solve a problem, you must follow these steps.
1. Turn the logic statement into a logic circuit.

2. Make a truth table that matches the logic circuit.

3. Look at the truth table to see what inputs will produce the output you want.

Test yourself

Use this logic statement to answer the guestions that follow:
(A XOR B) AND (NOT C)

1. Draw a logic circuit to match this statement.

2. Create a truth table that matches this logic circuit.

3. By looking at the truth table, say what inputs will produce a True output from the
logic circuit.

Q)

Learning activity
Write a logic statement. Challenge another student in your class to draw a logic circuit
and a truth table to match the statement you have written.
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1.3.1 Logic circuits

Learners should be able to produce
a logic circuit to solve a given
problem.

:

+ Image 1

o

+ Image2

A
B

%

*+ Image 3

A C
B

+ Image4

Repeat inputs

Introduction

You have used logic circuits and truth tables to solve logical problems.
In this section you will look at a final example. You will see how all the
methods you have learned come together to solve a problem.

Input used twice

In some logic problems the same input is used in more than one logic gate.
We will look at an example on this page.

Method

We will use the following method.

Draw a logic circuit to match the statement.

Label all inputs and outputs.

Create a truth table showing all inputs and outputs.
Fill in the inputs.

Fill in the outputs.

P oMo E-

Use the truth table to answer a question.

Logic problem
We will start with this logic statement:
(A OR B} AND (NOT B)

The question we have to answer is: What inputs produce a true output?

1. Draw a logic circuit

Look at the statements in brackets first. The first statement is (A OR B), so we
show A and B as the inputs to an OR gate (see image 1).

The second statement is (NOT B), so we take the input B and send it to a NOT
gate. It is like pultling an extra wire into the circuit (see image 2).

Finally, the two statements are joined by AND, so we send the inputs to an
AND gate (see image 3). This is the complete circuit to match the statement
we started with.

2. Label all inputs and outputs

Now we need to add labels so that every input and output has a letter. The
finished circuit, with all labels, is shown in image 4.

3. Create a truth table

We create a truth table with a column for every input and output.
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4. Fill in the inputs

A B C D E
A and B are the inputs. As there are just two 0 0
inputs we fill in the table with the first four 0 1
binary numbers. 1 0

1 1
5. Fill in the outputs A B C D E
First we fill in the C column. C is the output 0 0 0
of an OR gate. The inputs to the OR gate 0 1 1
are A and B. That means C is True in every 1 0 1
case, unless A and B are both False. 1 1 1

A B c ok
Next we fill in the D column. D is the output 0 0 0 1
of a NOT gate. B is the input to the NOT 0 1 1 0
gate, so we reverse the truth value of B. 1 0 1 1

1 1 1 0
Finally we fill in the E column. E is the A B C D E
output of the AND gate. The inputs to the 0 0 0 1 0
AND gate are C and D. That means E is 0 1 1 0 0
True if both C and D are True. In all other 1 0 1 1 1
cases it is False. 1 1 1 0 0

The truth table is now complete.

6. Use the truth table to answer a question
The question was: What inputs produce a True output?

If we look at the truth table, we can see there is only one line where E is True.
In this line:

® A is True
® B is False.

That is the answer to the question.

Test yourself

Using the method shown on this page, find out what inputs produce a true output from
this logic statement:

(A XOR B) NOR A

Learning activity

Create a logic statement that uses the same input twice. Challenge another student to
solve the logic statement using the methods shown on this page.
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1.3.2 Computer architecture

Learners should be able to show
understanding of the basic von
Neurann model for a computer
system.

See also:

Chapter 1 Data representation
3.2 Logical processing (Logic drcuits)

m Inside the CPU

The central processing unit (CPU)

Introduction

You have learned that the computer is an electronic device. Electronic logic
circuits process data inside the computer. The part of the computer that
carries out the processing is known as the central processing unit (CPU). In
this section you will learn about the work and structure of the CPU.

The computer system

The processor is at the centre of the computer system.

Input Processor

Y

Y

Output

Y

Storage

# The structure of a computer system

The arrows in this diagram show the flow of data. Input devices send data into
the processor. Storage devices hold data that the processor can use. Qutput
devices display data from the processor.

You will learn about input, output and storage devices in Chapter 4 Hardware.
Together, these devices are known as “peripherals”.

The processor

The processor has two main components:
@ the central processing unit (CPU)
® main memory.

These components share data through fast connections called buses.

The CPU

The CPU has two main components:
® the arithmetic and logic unit (ALU)

® the control unit.



The processor

Main memory

Main memory is also sometimes called main store, primary memory, primary
store, random access memory (RAM) or immediate access store (IAS).

Main memory consists of a large number of memory locations. Each has an
address: a number that identifies exactly that location. Each memory location
can hold the value of one item of data, in the form of a binary number.

The instructions that tell the processor how to process the data are themselves
numbers. Like any other numbers, they can be stored in main memory.

The CPU can only work on data that is stored in the main memory. Similarly,
it can only follow instructions that are stored in the main memory.

The ALU

All processing happens in the ALU. In the ALU the binary electrical signals
that represent data are passed through logic circuits. The logic circuits
transform the data. The ALU does arithmetic processing and logical
processing:

® Arithmetic processing means finding the numerical answer to
mathematical problems.

® Logical processing means finding the true/false answer to logical
deductions.

You will learn more about both types of processing in Chapter 8 Programming.

The control unit

The control unit controls the other parts of the processor. Its signals tell the ALU
to read data from main memory, process it, and write the results back to main
memory. It also tells peripherals to transfer data to and from the main memory.

The control unit has a timer to send control signals in the right order, giving
each action time to finish before it sends the next signal.

0 John von Neumann

Test yourself
1. What are the main components of the CPU?

The basic structure of the
computer shown in this section is
2. What are the three types of peripheral? called the von Neumann model

3. What two types of work does the ALU carry out? or von Neumann architecture. It is
named after the US scientist John
von Neumann who first proposed
this model. Von Neumann based
his work on the ideas of the
computer pioneer Alan Turing. For
Learning activity more information see:

Use a graphics application to create a diagram of the components of a computer system http://Aww.turing. org. uk/sources/
including the parts of the CPU. vonneumann.html

4. What happens to the new data that the ALU makes?
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1.3.2 Computer architecture
and the fetch-execute
cycle

Learners should be able to describe

the stages of the fetch-execute

cycle and the stored program

concept.

See also:

Chapter 1 Data representation

The fetch-execute cycle

Introduction

You have learned that the processor is at the centre of the computer
system. Processing is carried out in the CPU. Processing is done in a
regular order called the fetch-execute cycle. In this section you will learn
about this cycle.

The operation of the CPU

All the time that the computer is switched on, the CPU repeats a set of actions
called the fetch-execute cycle.

1. The control unit fetches an instruction from main memory. The
instructions are coded as binary numbers.

2. The control unit decodes the instruction so it knows what action to carry out.
3. The ALU carries out the action. That is called executing the instruction.

This three-part cycle of fetch-decode—execute is carried out over and over
again while the computer is working. The computer carries out millions of
cycles every second.

FETCH
Instruction

EXECUTE DECODE
Instruction Instruction

“‘--._______.--/

# The fetch-execute cycle is repeated millions of times a second

Fetch

Before a piece of software is run, all its instructions will be loaded into main
memory. This is because it is much slower to read individual instructions from
external storage than from main memory.

The first step of the fetch-execute cycle is fetching the instruction from main
memory.
The instruction, a binary number, is copied into a small storage space inside

the CPU called the instruction register. The register holds only one instruction
at a time.

Decode

Every CPU has a specific set of instructions it is able to follow. This is called
the CPU’s instruction set. CPUs from different companies may have different
instruction sets.
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Each instruction in the set is represented by a different range of binary
numbers. A logic circuit in the control unit, the instruction decoder, analyses
the number in the instruction register to work out which instruction it
represents.

The control unit then selects the appropriate list of actions needed to make
that instruction happen.

Execute

“Execute” in this context means to carry out an instruction.

After decoding the instruction, the control unit sends a series of signals to the
ALU to tell it what to do. The ALU carries out each action. It will either solve

an arithmetic problem (a numerical calculation) or make a logical deduction

(a True/False comparison).

Some instructions send signals to a peripheral device instead of the ALU.
These control the peripheral, for example telling it to transfer data to or from
the main memory.

Stored program model

The early developers of the computer realised that both data and instructions
could be stored as binary numbers in the computer’s main memory. The
control unit fetches instructions from memory and sends data to the ALU
for processing. All computers follow this basic model. Tt is called the stored
program model.

| A slightly more complex computer model, called the Harvard model, sets aside

| - rr P p 5 i
- different sections of memory for instructions and data. Instructions and data

| are accessed separately by the control unit. This is a more realistic model

of the working of a modern computer. However, the basic idea of the fetch-
execule cycle remains the same.

Q)

Test yourself
1. Draw a diagram of the fetch-execute cycle.
2. Explain how the instruction register is used in the fetch stage of the fetch-execute cycle.

2. How does the control unit decode the instruction in the decode stage of the fetch-
execute cycle?

4. Where is the execute stage of the fetch-execute cycle carried out?

Learning activity
Carry out Internet research to find diagrams of the fetch-execute cycle. Find several
examples. Some are more complex than others.




Syllabus reference

1.3.2 Computer architecture
and the fetch-execute

cycle

Learners should be able to describe
the stages of the fetch-execute
cycle, including the use of registers
and buses.

1.1.2 Reasons for choosing
hexadecimal notation to
represent numbers

Learners should be able to represent
numbers stored in registers and
main memory as hexadecimal.

See also:

Chapter 1 Data representation
Chapter 2 Communications and
the Internet

Registers and buses

Introduction

You have learned that a small area of storage called the instruction
register is used in the fetch-execute cycle. In this section you will learn
about how a range of registers are used in the complete cycle.

Registers
Registers are small areas of fast memory inside the CPU:

® Some registers hold addresses for locations in the main memory. Addresses
are binary numbers.

® Some registers hold instructions telling the CPU to carry oul an action
such as adding or subtracting. Instructions are binary numbers too.

® Some registers hold data. Again, this is held in the form of a binary number.

A register holds only one binary number at a time. As the computer runs, the
numbers in its registers constantly change.

Different registers

Some registers are just used as fast memory, to hold partial results during a
calculation. These are called general registers, or accumulators. Others have
a special role in the fetch-execute cycle:

® The program counter (PC) holds the address of the next instruction to fetch.
® The memory address register (MAR) holds an address to read from or write to.
® The instruction register (IR) holds the instruction currently being executed.

® The memory dala register (MDR) holds data just read from memory, or
about to be written to memory.

The program counter (PC)
The PC holds the address of the next instruction to fetch:

e After each fetch, 1 is added to the PC, so the next fetch reads the next
location in memory.

® Some instructions change the PC, to make the next fetch jump to a new
location in memory.

® Peripherals can send signals which change the PC to interrupt the CPU.
Learn about interrupts in 5.1 Systems software (Functions of an operating
system).

® When the computer halts, the PC stops counting up through memory.

The memory address register (MAR)
The MAR holds an address in main memory to be read [rom or written to:

® During fetch, the control unit copies the address from the PC into the
MAR. If the contents of that location is an instruction, it ends up in a
register called the IR (see the next page).



The processor
® Sometimes the location holds data. Main memory reads the data into a
register called the MDR (see below).

® When the processor has finished a task, and has a result to send back to
memory, the MAR holds the address to use.

The instruction register (IR)

The IR holds the instruction currently being executed. The control unit
decodes the instruction in the TR to work out which sequence of signals to
send to the ALU. This controls the execute part of the fetch-execute cycle.

The memory data register (MDR)

The MDR holds one item of data being copied between the CPU and main
memory. The MDR is used for reading and writing. For example:

® the MDR receives the data arriving from memory.

e the MDR holds the data to be sent to memory, for example the results of a
calculation the ALU has just performed.

Buses

The different registers and components in the processor are connected by
short wire connections called buses. There are three types:

® An address bus transmits addresses
® A data bus transmits data
® A control bus transmits control signals, telling the receiver to do something.

The MAR and MDR are the CPU’s link to the main memory'’s address bus and
data bus. The bits in each register correspond to wires on the bus.

Use of hexadecimal

Data is held in registers and in main memory in the form of binary numbers.
Sometimes computer professionals need to refer to the contents of an individual
register, or a memory location. In this case they would typically use hexadecimal
numbers, rather than writing a binary number using only 1s and 0s.

Q)

Test yourself
1. How does the program counter set the next memory address?
2. What does the MAR do during the fetch-execute cycle?

3. The control unit decodes the instruction in the instruction register. What does it do
with that information?

4. Describe two functions of the MDR.
5. What is a bus, and how are buses used in the fetch-execute cycle?

Learning activity

Describe the three stages of the fetch-execute cycle. At each stage describe what
registers are in use, and what each register does.
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Key terms
ALU

Bus

Control Unit

CPU

Fetch-execute
cycle

Logical
deduction

Logic gate

Logical
statement
Main Memory

Processor

Register

Arithmetic and Logic Unit. Tt is part of the CPU. It passes data
through logic circuits. The circuits change the data using the
rules of logic and arithmetic.

A short communication link which joins up two parts of the
processor.

The Control Unit controls the flow of data through the
processor, and from the processor to peripherals.

The Central Processing Unit of the computer. This is where
data from main memory is processed. It is made of two parts:
the ALU and the Control Unit.

The cycle that goes on inside the processor. First the

CPU takes data and instructions from memory (this is
called “Fetch”). Then the data is changed according to the
instructions (this is called “Execute”).

Logic is a method of working out whether conclusions are
true. You start out with some known facts, and you work out
the logical conclusions.

The on/olf switches inside the processor are combined to
make electrical circuits. These circuits are called logic gates.
Electrical signals pass into logic gates, and electrical signals
pass out. Every logic gate has input and output

Alogical statement is a sentence. It states a fact. It has the
value True or False.
The Main Memory is where data and instructions are stored

inside the Processor. They are stored in electronic digital
form.

The centre of the computer system. It processes data. The
processor is made of the CPU plus Main Memory.

A small area of memory that typically stores one address, one
item of data, or one instruction.

Project work

In this chapter you have created a range of diagrams and images. This

includes the structure of the processor, the fetch-execute cycle. You have
hand-drawn many different logic gates and logic circuits.

Now use suitable computer software to produce high-quality images of at least

some of these items.

You may have access to specialist software which is designed to help you draw

logic circuits. You may use free digital graphics software such as Microsoft

Paint or Open Office Draw. Or you may use specialist graphics software such

as Visio.

You may wish to upload examples of well-produced graphics to the class web

site (see Chapter 2) or print them out and display them in your classroom.
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1.3.3 Input devices

Learners should be able to:
describe the principles of operation
(how each device works) of these
input devices: keyboards, mice;
describe how these principles are
applied to real-life scenarios.

See also:

1.3 Data storage

m Input devices

Keyboard and mouse

Introduction

This chapter is about hardware. Hardware means the physical devices
that make up a computer system. The first topic is input devices. They
are used to input data to the computer. Two of the most common input
devices are the keyboard and the mouse. In this section you will learn how

they work, and how they are used.

What is an input device?

An input device converts data into digital signals that can be processed by
the computer. There are many different types of data that can be input to the
computer. In this section you will learn about:

® input of text data using the keyboard

® input of positional data using the mouse.

The keyboard

Keyboards are used to input text characters (such as letters and punctuation).
The computer uses a different binary number code to represent each text
character. A keyboard has a range of buttons or keys. Keys for text characters
are labelled with their character. Each key has an electrical connection
underneath it. When you press the key, that closes the connection so that
electricity can pass. A binary code is sent down the wire, or by a wireless
connection, to the processor. Inside the processor, ASCII code or Unicode is
used to represent every text character as a binary number.

The layout of a computer keyboard is based on the old typewriter keyboard.
People are used to that keyboard layout. It may not be the most efficient
design, but it is unlikely to change.

# A keyboard

Keyboards do not only send text. They have additional keys that let you
control what the computer does. Keys can be pressed alone or in combination.
An example is Control and Alt and Delete: pressing these together restarts the
computer. Control keys work by sending control signals to the processor.
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The mouse

A mouse is used to input positional data. A mouse controls the position of
the pointer on the computer screen. You roll the mouse on a flat surface. The
pointer on the screen makes the same movements. The mouse also has one or
more buttons that you can click when the pointer is in the right position.

Early mouse designs had a rolling ball underneath. As you moved the mouse
on a flat surface, electrical sensors inside the mouse detected the movement of )
. . + An optical mouse
the ball. A modern optical mouse uses a light sensor to detect movement. A 3D
mouse uses motion detectors to sense movement through the air, not just on a

flat surface.

Other positional devices

Other devices such as a trackball, a laptop touchpad or a game console may
be used to send positional data to the processor:

® A trackball is used by people who find a mouse uncomfortable to use.
The ball is moved by the fingers and the device stays still.

® A touchpad is used when you don’t want to plug any other devices into & Some people find using a trackball

the laptop. more comfortable than using a
® A game console gives you 3D control over a computer game. mouse

Advantages and disadvantages

The mouse and keyboard are manual devices. That means data is entered by
hand. They have many advantages. They are easy and convenient to use for
most people. They are included [ree with a typical computer. They can be used
for a wide range of tasks.

However, there are disadvantages. Manual devices are slow to input data
compared to automatic input devices. A human user can easily make mistakes

using a manual device, such as typing errors. They can be tiring or stressful
Lo use.

Q)

Test yourself

1. What code is used to represent text characters in the computer system?

# A touchpad sends positional data

2. Name three keys on the keyboard that are not used to send text characters, and
explain what they are used for.

2. What type of data is sent to the computer from a mouse?

4. Identify two advantages and two disadvantages of entering data into the computer
with a keyboard.
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1.3.3 Input devices

Learners should be able to: Introduction
describe the principles of operation

(how each device works) of these
input devices: touch screen,
interactive whiteboard; describe
how these principles are applied
to real-life scenarios for example
touch screens on mobile devices.

Most desktop and laptop computers have a keyboard and a mouse. Hand-
held devices such as smartphones and tablets are more likely to have a
touch screen. In this section you will learn how a touch screen works and
how it is used.

See also: Touch screens

4.2 Output devices A touch screen has a double function:
® Ttisan output device that displays information for the user.

e TItisan input device that lets the user make selections from the display,
including selecting characters to enter.

# A touch screen works as an input and an output device

To use a touch screen you literally touch the screen at the spot that shows
your choice. The screen detects the presence of your finger. It sends a
positional signal to the processor.

There are three main types of touch screen:

® A resistive screen has two layers that conduct electricity. When you touch
the screen you push the two layers together, allowing electricity to pass
through them. This is the least expensive option, but this type of screen can
be quite easily damaged.

® A capacitive screen uses conductive strips either side of a transparent
sheet, at right angles so the strips make a grid. An electric charge on the
Touching the screen screen changes when you touch it. The screen checks which strip on either
Resistive and infra-red touch screens side has the changed charge: your finger is at the place where the two strips
detect anything that contacts the cross. A capacitive screen is stronger than a resistive screen, and makes a
screen surface, including a stick, a brighter image.

n or a gloved hand.
= . ® An infra-red screen has two sets of invisible beams projected at right

Capaditive touch screens only work angles across the screen, making a grid. A finger or other item, such as a

with something that will change
the electrical charge on the screen,
such as a bare finger.

pen or pointer, will break the beams. This is how the computer detects the
position. It does not have to be used with something (like a finger) that lifts
electricity.
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Mobile devices

Modern mobile devices use touch screens. This means you don't need to plug
extras, such as a keyboard, into the device. The device is light and portable.
One feature — the screen — allows all input and output.

A mobile device lets you input text as if you are using a keyboard. A keyboard
is shown on the screen. You choose a character by touching the display. Many
people find this more difficult than using a physical keyboard. A touch screen

keyboard is not suitable for entering large amounts of text.

The screen of a mobile device typically includes a lot of small images called # The small images on the screen
icons. The icons stand for different applications (apps). You touch the icon to N -
start the app. Once the app is running, you can touch options on the screen to

control how the app works.

Interactive whiteboards

An interactive whiteboard is a large touch screen. It is used in schools and
meeltings, for example. The screen displays content for everyone in the room
to see. The person leading the discussion can touch the board and change the
display.

You can write directly onto the screen with a special pen. You can also type
text at the computer keyboard and it will appear on the screen. When you # An interactive whiteboard is a
have finished you can save the work you have done. touch screen device

Q)

Test yourself

1. Explain how the three types of touch screen work.

2. Why are touch screens so useful with mobile devices?

2. Why is it harder to use an onscreen keyboard than a physical keyboard?

4. What advantage does an interactive whiteboard have for a teacher, compared to an
ordinary projector display?

Q)

Learning activity
Use a device with a touch screen. It could be a smartphone, tablet or whiteboard. Make

a sketch of the screen, marking the key features. Write a short user guide, explaining
how to use the touchscreen to input content and control the device.
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1.3.3 Input devices

Learners should be able to:
describe the principles of operation
(how each device works) of these
input devices: digital cameras,
microphones; describe how these
principles are applied to real-life
scenarios.

See also:

1.3 Data storage (Digital graphics;
Digital sound and video)

Camera and microphone

Introduction

You have learned that images and sounds can be held inside the computer.
They are held as a set of binary numbers. Representing something as
numbers is called a digital form of that thing. Digital cameras and digital
microphones convert real-life images and sounds into digital form. In this
section you will learn how cameras and microphones work.

Digital camera

A digital camera has an aperture (a hole) at the front. The aperture contains a
lens. A lens is a curved slice of transparent material that focuses light. “Focus”
means the light is concentrated into a small area. Light from the scene in
front of the camera is focused by the lens. The light is focused onto a sensitive
electronic surface. It is made of a grid of tiny sensors. The electronic sensors
on the surface react to light. They turn the pattern of light and darkness into
electrical signals. Turn back to /.3 Data storage for information about how
images are held as electronic signals.
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# The sensors inside the camera turn light into electrical signals

The electrical signals from the camera can be sent directly into a processor.
For example, the camera in a mobile phone is connected to the processor
of the phone. Alternatively, the signals from the camera can be saved on
secondary storage. Learn about digital storage in 4.3 Meniory and storage.

Microphone

Sound is movement of the air. The air moves in a wave pattern called sound
waves. Our ears can detect those sound waves. A microphone does the same thing.

It has a component that vibrates when hit by sound waves. Some microphones
have a diaphragm, a sheet that is stretched tight, with a coil of wire around

a magnet to generate electricity when the diaphragm vibrates. Some have a
metal foil ribbon with a magnet around it.
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Whatever the component is, its electrical output is converted to a digital
signal. The signal can be processed by the computer or stored for later.
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# The microphone converts sound waves into an electrical signal

You learned in Chapter 1 that audio data can be held in the processor in
digital form. There are several audio formats. The microphone converts sound
waves into a digital audio format.

Use in everyday life

Modern smartphones have microphones and digital cameras included in a
single hand-held device. It is common for people to use their phone to make
and share recordings of their day-to-day life. Although this is a very convenient
way of making a recording, the result is often not of very high quality.

Test yourself
1. Explain why a digital camera must have a lens as well as an aperture.

2. The sensors in a black-and-white digital camera detect light and darkness.
What other property of light is detected by a modern digital camera?

3. The signals from a camera or microphone may be sent directly to the processor.
What is the alternative to this?

‘ 4. Research one of the types of electronic microphone. Describe how its components
detect sound waves in the air.

Q

Learning activity
Work with a partner. Using a digital camera or smartphone, take a photograph of an
input device. Record a short talk describing how that device works.
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1.3.3 Input devices

Learners should be able to:
describe the principles of operation
(how each device works) of these
input devices: barcode readers,
quick response (QR) code readers;
describe how these principles

are applied to real-life scenarios,
for example barcode readers at
supermarket checkouts.

4+ Barcode reader in action

Barcode readers

Introduction

In this section you will learn about automated input device. These devices

make it quicker to input data by using codes the computer can read.

Barcode

A barcode is a way of holding a code number. The number is turned into a
pattern of vertical bars. The bars are of different widths. Patterns of wider and
narrower bars represent different digits.

Barcodes are printed on the wrappers and labels of products. Each product
has a different code. When you buy the product the barcode is scanned. The
code number is input to the computer.

Other information about the product, such as its name and price, will be
stored on computer. Using the barcode, the computer can look up the details

of that product. For example, it will find the price of the product and add it to
your bill.

Barcode reader

A barcode reader flashes light at the barcode, or scans light across the code.
The light bounces back to the reader. The reader is like a very simple digital
camera. Sensors in the reader can detect the pattern of light and dark from the
barcode. That means the reader can tell what number the barcode represents.

Advantages
A barcode reader has advantages over other types of input:

e The code could be typed in by hand, but this would take much longer and
there is more chance of an error.

® The code could be input using other methods such as magnetism or
electricity, but preparing these formats needs special equipment.

® A barcode can be printed by an ordinary black and white printer.

Disadvantages
A barcode reader also has some disadvantages:

e Tt can only do one task — read barcodes — unlike a keyboard, which can be
used for many different tasks.

® A barcode reader is not part of an ordinary computer: it must be bought
separately.

QR code

OR code, a trade mark standing for “quick response code”, is like a two-
dimensional barcode. QR codes are printed on wrappers, labels, and posters.
Like barcodes, QR codes can be printed by ordinary printers. They are more
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complex than barcodes and can store more data. QR codes can be used, for
example, by companies to track products in warehouses and factories.

QR codes can be read by special devices, but can also be read using a
smartphone app. The camera in the phone takes a picture of the code. Special
software in the phone examines the image to convert it to a code that the
processor can understand. This code might tell the phone to open a web page,
allowing the QR code to be used for special offers and advertising.

% A QR code can be read by a mobile phone

EPOS terminal

EPOS stands for “electronic point of sale”. An EPOS terminal is used at the
checkout of many shops. An EPOS terminal includes a barcode scanner

to record purchases. It will work out the cost of the shopping. It can take
paymenl using cash or cards. # An EPOS terminal uses many
different input and output devices

Test yourself

1. At the bottom of a barcode the code number is shown as human-readable numbers.
Why is this?

2. A poster advertising a concert has a QR code at the bottom. Explain why the band
might have included this code on their poster.

3. Write an email to a shopkeeper, explaining the reasons for and against installing a
barcode reader in his shop.

4. Describe three input devices used with the EPOS terminal.

Q)

Learning activity

Find examples of QR codes and barcodes. If you have access to a mobile phone that can
read QR codes, see what happens when you scan the code. Write a report on what you
have found.
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1.3.3 Input devices

Learners should be able to: Introduction

'{j:;:i:ctl:] Z:}\:iis:i\ﬂs:kj gfte I:ae;ehf)n You have learned how input devices can be used to put data into the
iHpAIE iekices? 21 Snd. 30 seathiers! computer. In this section you will learn about scanners that take a
describe how these principles are complete image of a document or object.

applied to real-life scenarios, for
example scanning of passports at

airports. 1D, ZD, 3D

“D” stands for “dimension”. Dimension means a direction of measurement;

® A line is one-dimensional (1D).

® A flat surface is two-dimensional (2D).
® A solid object is three-dimensional (3D).

A barcode is 1D. The information is read in only one direction: the width of
each line. A QR code is 2D: the pattern has both width and length.

Document scanner

A document scanner works in two dimensions. It scans a flat surface such as

a piece of paper. It takes a picture of the document. There are many types of
document scanner:

® Flat-bed scanners have a glass surface. You put the document face down on
the surface and close the lid.

® A roller scanner feeds the document through.
@ A hand-held scanner can be moved or rolled across a document.
The simplest scanner will just record the image of the document. This is like

taking a digital photograph of it.

OMR

OMR stands for “optical mark recognition”. An OMR scanner detects the
presence of marks on a sheet of paper or card. Data is passed to the processor
that says whether a mark is present or not at each position. OMR readers are
used to mark multiple choice exams, surveys and votes in elections. A form,
clearly showing the options participants can choose from, must be printed in
advance. People mark their choices, usually with a pencil.

OMR scanning can only be used to read simple choices, not complex data.
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# A sheet must be prepared for people to mark
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OCR

OCR stands for “optical character recognition”. An OCR reader will scan text.
Software linked to the scanner can interpret the shape of letters. A simple
document scanner will make a digital photograph of the document. An OCR
reader will make a text file.

OCR scanning is much quicker than typing, but it can only read text that
already exists. You cannot use it to write a new document.

3D scanner

A 3D scanner records the shape of a solid object. Tt does not just take a
picture, which shows only a flat (2D) image of the object looking from a single
direction. Instead it records the whole 3D shape, no matter which direction
you look at it. All the information about the shape of the object is sent to the
processor. 3D scanners use many different methods to measure an object,
including shining a light and physical contact. They can scan single objects,
buildings, or large areas of ground.

3D scanners have many uses:

® industrial: to scan an object so a copy of it can be made

® medical: to scan a part of the patient’s body to find damage or disease

® research and archaeology: to scan a location to find out more about it

® cultural and entertainment: to record works of art, or to make realistic
video games.

The processor can use the 3D information to create a physical model of the
object, or an image that can be rotated to view all sides.

Test yourself
1. What is the difference between 2D and 3D?

2. Compare the advantages and disadvantages of typing and OCR as ways to input text
into the computer.

3. A teacher wants to use OMR to mark a class test. What preparations must she make?

4. A historian wants to make a record of a famous battlefield. What is the advantage of
using a 3D scanner instead of a digital camera?

Case study

Uganda’s historic Kasubi Tombs are a
UNESCO World Heritage Site. They are the
ancient tombs of kings of this region. In
2009 a 3D scanning project was done. It
produced detailed architectural models of
the tombs. A fire in 2010 burned down
most of the structure. Information from the
3D scan makes it possible to reconstruct
the site.

# The Kasubi Tombs in Kampala, Uganda




Syllabus reference
1.3.3 Input devices

Learners should be able to:
describe how a range of sensors
can be used to input data into a
computer system, including light,
temperature, magnetic field, gas,
pressure, moisture, humidity, pH
and motion.

4 Pressure detectors tell a robotic
vacuum cleaner when it has run
into an object

Sensors

Introduction

You have learned about manual input devices. You have learned about
devices that record images and sounds. In this section you will learn
about devices that measure other features of the world, and input the
measurements as digital signals.

Sensors

Sensors are automaltic input devices. A sensor is designed to measure one
feature of the environment. The environment is defined as any area outside
the computer. The measurement is converted to a digital value and input to
the processor.

Sensors work automatically — without a human user. For example, it is
possible for a human to read a thermometer, and then type the temperature
into a computer. A sensor will detect the temperature and send the data into
the processor, without needing to involve a person.

Types of sensor

Tt is possible to develop an electronic device to sense almost any leature of
the environment. In each case, the measurement is converted to a digital
electronic signal:

® Light — a digital camera or scanner uses light to make an image. A light
sensor is simpler. It simply detects how much light there is. For example, a
light sensor could be used to turn on street lights when it gets dark.

® Temperature — temperature sensors can detect the temperature of a room,
or record the weather. Other sensors are designed to work at very high
or low temperatures. These may have industrial or scientific uses. For
example, some foods must be cooked at a particular temperature to be
safe to eat. Temperature of the food and the oven may be monitored by
computer systems.

® Pressure — a pressure detector measures touch. Any computer-controlled
device that moves around independently must have a way of detecting
collision. A pressure detector can tell the computer if it touches an
obstacle.

® Magnetism - a compass system uses the Earth’s magnetic field to find
where North is. Magnetic sensors are an alternative to pressure sensors
in control technology. They avoid contact or wear and tear, but only work
with metal objects. They can help a moving device avoid collision, without
touch.

® Moisture and humidity — some sensors can detect waler, or water vapour
in the air. They can be used for weather prediction or warning of water
damage. A greenhouse may have an environmental monitoring system
including measurement of temperature and humidity. Keeping heat and
moisture at the right level ensures that plants grow well.
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Acidity (pH) — pH is the measure of acidity. Acidity measurement is
important in science and in medicine. The pH of blood will increase in
some medical conditions, including oxygen starvation. Breweries and
water treatment works require accurate measurement of water acidity.

Motion — a sensor can be used to detect motion in a room. For example a
burglar alarm may use a beam of infra-red light. If the beam is broken a
camera may switch on or an alarm might sound. Some computer games
use a camera or light system to detect the movement of a person playing
the game. Another kind of motion detector will record the movement of a
single object. For example a games controller can be moved around in the
air. Motion detectors inside the controller will measure the its movement in

three dimensions.

# Sensors inside the hand-held
controller detect its movement in

# This computer can detect the motion of the game player all directions

Test yourself

1. What are the advantages of a temperature sensor, compared to a person reading a
thermometer and typing the temperature into a computer?

2. A restaurant needs to store food in strictly controlled conditions. Explain how sensors
can help with this.

3. Explain why an object that moves about on its own needs to include a pressure
Sensor.

4. If you were to set up a weather station what sensors would you include and why?

Learning activity
Pictures on this page show different type of motion and pressure sensors used in
common devices:

® to clean a floor
® to read human body movement
® to play sports.

Investigate one of the devices shown, or a similar device, and write a report on the
technology in use.
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1.3.3 Input devices

Learners should be able to describe
how sensors are used in real-life
scenarios, for example: street
lights, security devices, pollution
control, games, and household
and industrial applications.

See also:

4.2 Output devices (Actuators;
Manufacturing objects)

Control systems

Introduction

You have learned that sensors detect environmental conditions and
convert them into digital data. Sensors operate automatically. Computers
fitted with automated sensors can be used to control physical processes.
You will learn about control systems in this section.

Feedback

You have learned that a computer processes input and produces output. In a
control system, the computer:

® monitors an environmental condition (this is the input)

® controls a physical process that changes the environmental condition (this
is the output).

The computer measures the effect of its output. It takes this measurement as
an input, to decide how to adjust its output. This is called feedback.

System

Input —>»  Process —> Output

Feedback

-~

# The computer output "feeds back” to input

For example, a computer may control a bread oven. The computer measures
the temperature of the oven (input). The computer turns the heat on and off
(output).

If the oven is too warm, the computer turns the heat off. If the oven is too
cool, the computer turns the heat on. This cycle of input and output continues
without any need for a human operator. The computer adjust its output,

and measures the effect. Using this method of input, output and feedback a
computer can control a wide range of physical processes in the real world.

Why control systems are useful

Systems that use sensors to measure and control processes are very common.
They can run continuously without a human user working the controls.
Computer-controlled processes have many advantages:

® A compuler can monitor a process constlantly without getting tired or
bored.
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® With the right sensors, computers can measure a wide range of conditions
very accurately.

® Computers can go to places where it is hard for humans to go, such as
under the sea or inside an industrial process.

® Computers can react very quickly in an emergency situation.

There are some disadvantages. Computer systems can only carry out
predefined responses. In extreme or unforeseen conditions, the computer
response could be wrong. In that case, a human operator will step in to make
repairs or adjustments.

Examples of systems that use sensors

® Manuflacture - computers fitted with sensors can control machines, for
example in factories. Computer-controlled machines can make things
very quickly and accurately. For example, cars are built using computer-
controlled systems. Learn more about computer-aided manufacture on
pages 114-119.

® Warnings — a computer can monitor a process or environment and raise an
alarm if it goes outside safe limits. Examples include fire or flood warning
systems. Security systems can be monitored by computers.

® Research — a computer can take readings and measurements and
record them for research. The computer provides continuous accurate
measurements day and night. Another advantage is that a computer can
take measurements in places a scientist could not go. An example is the
Mars Rover project.

® Household uses — computers can control household processes and devices
such as washing machines or central heating.

® Transport — computers can control aeroplanes and ships. The autopilot £ A computer in the car monitors
takes measurements such as speed and altitude and adjusts the controls. the environment and controls the
In recent times, self-driving cars are being developed. car's motion

Test yourself

1. Why are sensors needed for a control system?

2. What is feedback?

2. What are the advantages of using a computer to control an industrial process?

4. What are the advantages of using a computer to monitor a patient in hospital?

Learning activity
Research the development of the self-driving car. Do you think these cars will be
common one day?
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m Output devices
Learners should be able to:

describe the principles of

operation of the following output MonltOIS and displav

devices: flat-panel display screens,
such as liquid crystal display (LCD)
and light-emitting diode (LED) Introduction
display; LCD projectors and digital
light projectors (DLP).

This chapter is about hardware. This topic is about output devices. Qutput
devices convert the information inside the processor into a useful form

See also: outside the computer. In this section you will learn about monitors or

4.1 Input devices (Touch screens) screens, which display information in a form human users can read and
understand.

Key features of monitors

A monitor is the screen attached to a computer. The monitor is an output
device. Tt displays text, images and video. A monitor display is known as “soft
copy” of data.

A monitor gives instant results. As you work at the computer you see the

screen display respond immediately to your actions (such as typing). A key
disadvantage of a monitor, however, is that as the display changes you lose the
previous information. You have to save or print your work il you want to keep it.

How monitors work

At one time all computer and TV screens used cathode ray tube (CRT) technology.
These screens were not {lat. They were large and heavy. You would not have

been able to use them with portable devices or laptops. Nowadays flat-screen
technology is used. There are two main types of flat screen: LCD and LED.

Front display Front Liquid crystal display (LCD)
Colour display i : i
— Alter \{ Some computer monitors contain a layer of liquid crystal

N, 4]' held between transparent sheets. In an electric field, the
Light source \ N structure of the crystal alters to line up its molecules. This
then affects light passing through. An originally opaque
display will become transparent, letting light through.

Sending different electrical signals to the display makes
a pattern of opaque and transparent spots. A microscopic
colour filter over each position changes the colour of

Viewer

/( J each spot.
Polariser )i ; T . .
Liquuid / /( / The LCD itself does not emit light. A backlight shines

crystal through the display to make coloured patterns as it

Polariser
shines through the surface.

+ LCD cross-section
Light-emitting diode (LED)

A light-emitting diode (LED) is an electronic device that makes coloured light
when an electric current flows through it. An LED is like a small light bulb.




It uses less power and emits less heat than an ordinary light bulb, but it is
much more expensive to buy. Small LEDs can be joined together to make

indicators and warning signs. In large numbers, controlled by a computer,
they can make large display screens for pictures without much detail.

Millions of tiny organic LEDs (OLEDs) arranged in a grid are used to make

bright, clear high-resolution displays for smartphones and tablet computers.

OLED displays for larger TVs are far more expensive than LCDs.
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# LEDs produce light

Projectors

Projectors are used to display computer images [or a large group of people to
look at. There are two common types:

® An LCD projector where a beam of light passes through the LCD and onto

a wall screen, and you look at the screen.

A digital light projector (DLP) works by shining a light onto a grid of
thousands of tiny mirrors that can move. As the mirrors tilt, some shine
light towards the wall screen, and some deflect the light away. This makes

the shapes and colours of the image. DLP is used in many cinemas. This is
called digital cinema.

Q)

Test yourself
1. Contrast the light source of an LCD and an LED display.

2. LED bulbs use less electricity than ordinary light bulbs. Why don’t houses use LEDs for
all their lighting?

3. To see the display from a projector you need another item. What is it?

4. What are the advantages of an LCD display compared to an LED display?

Learning activity

Research the advantages of digital cinema over other ways of distributing and showing
films in cinemas.

Hardware

LED or not LED?

Some screens use LED bulbs just

as a light source. The light from the
bulb shines through an LCD screen.
These are sometimes advertised as
"LED screens”. But it is the LCD
layer which makes the display.
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1.3.4 Output devices

Learners should be able to
describe the principles of operation
of the following output devices:
inkjet and laser printers.

See also:

4.2 Output devices (Manufacturing
objects — 3D printers)

Printers

Introduction

A printer is an output device that converts the digital data inside a
compulter into a permanent paper form. This is called hard copy. In this
section you will learn about printer technology.

Key features of printers

Printers take longer than monitors to produce output from the computer. It
may take a few minutes for information inside the computer to be output
onto paper. Paper copy takes up a lot of space compared to digital data stored
inside the computer. However, the big advantage of printing data is that you
have a permanent copy of the data. Hard copy can be taken away from the
computer. Hard copy is still available when the computer is turned off or
being used for other work.

How printers work

The most common types of printer are inkjet and laser printers.

Inkjet

The most common type of printer is an
inkjet printer. Small inkjet printers are

the least expensive form of printer. Inkjet
printers spray ink from nozzles onto paper.
The ink is sprayed in lines across the page.
Different nozzles spray different colours.
The spray from each jet is turned on and
off by an electrical signal. By changing the
signal the computer can change what is
printed out.

\

Inkjet printers can produce a wide range of ~ # Asmallinkjet printer

high quality colour printing. They are a good choice for a small classroom or
a family printer. They are not very fast. The main disadvantage is the price
of the ink. Refilling the ink when it runs out can be almost as expensive as
buying a new printer.

Laser

A laser printer does not use ink. Instead it uses a fine black or coloured dust
called toner. The laser printer contains a drum (a cylinder). The drum is
coated with static electricity. The pattern of static electricity is altered by a
laser beam shining on the drum.

The static electricity picks up the toner and makes it stick to the outside of the
drum. Tt picks up toner in the shape of a complete page of printing. A piece of
paper rolls past the drum and the toner drops off the drum onto the page. This
transfers the image onto the paper.
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Laser printers are typically larger and more expensive to buy than inkjet
printers. They work much laster. The fastest prints 200 pages a minute. They
are good for organisations that need to produce a lot of printed material. A
laser printer might be shared by everyone in a large office.

Many laser printers can print in black and white only, but colour printers are
available.

Choosing a printer

To choose the right printer, you have to consider:

® how much money you have to spend 4 Alarge laser printer
® how fast the printer needs to be

® what quality of output you want

® whether you will most be printing in black and white, or colour.

There is no hard and fast rule about which type is best. You have to compare

quality, price and speed of particular printers, having decided which factors
are most important for your needs.

The highest quality realistic colour images are produced by “photograph
quality” inkjet printers.

Q)

Test yourself

1. A friend asks you what printer he should buy. Explain what factors he should consider
when choosing a printer.

2. Continuing to answer your friend, compare the advantages and disadvantages of an
inkjet printer and a laser printer.

3. Some printer manufacturers sell printers at a loss — they charge less to buy the printer
than it costs thern to make it. How do these companies manage to make a profit?

4. Explain how the two types of printer work. You may carry out additional Internet
research to help with your answer.

Learning activity

Research the best printer for your classroom. Take all the factors into account. Write a
report explaining your choice.
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1.3.4 Output devices

Learners should be able to:
describe the principles of
operation of the following output
devices: speakers and headphones;
describe how these principles are
applied to real-life scenarios.

See also:

4.1 Input devices (Camera and
microphone)

Sound

Introduction

Sound is formed by vibrations in the air. Computers can output data that
makes sound. In this section you will learn about sound output.

Key features of sound output

Sound output is temporary. It fades and changes immediately, leaving

no record. However, sound output can attract your attention or give you
information when you are busy with other activities. Warning sounds and
instructions from the computer use sound output. Sound is a way ol getting
information from a computer when you cannot stop to look at a screen
display. Sound output such as music is valued in its own right.

How sound output is made

All sound output depends on turning electronic signals from the computer
into vibrations in the air.

Speakers

A speaker, also called a loudspeaker, makes a sound that can fill a room.
Most speakers contain a plastic or metal cone. The bottom of the cone is
fixed to a coil of wire that surrounds a magnet. Electrical signals make the
magnet attract and repel the coil. The coil moves backwards and forward,
pulling and pushing the speaker cone. The moving cone pumps sounds out
into the air.

Other types of speaker are available to convert digital signals into sound waves.

Most types of speaker can be plugged into a computer. The speaker will
produce sounds from the electrical signals it receives from the computer.

Speaker

Cone

____,___-—— Core wrapped
with wire

Wires from

Magnet
amplifier

# A speaker turns electrical signals into sounds

Headphones
Headphones allow people to listen to music, or hear information from a
computer, without disturbing anyone else.

Headphones have two earpieces. They fit into the listener’s ears, or outside
each ear. Each earpiece has a very small speaker in it. It works in just the
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same way as a large speaker. As the speaker is inside or close to the ears, the
sound can be quiet, but the listener will still hear it very clearly.

Choice of sound output

Most computers have built-in speakers. The quality of the sound is usually
not very good. People who want better quality sound can buy better speakers
and plug them into the computer. Very expensive speakers are available.
They make high-quality sound, even at loud volume. This is a good choice
for people who are very serious about music. However, loud music can harm
your hearing, and annoy other people, so use speakers sensibly and with
consideration for others.

People who want to listen to sound privately, for example in a shared office

or classroom, will use headphones. When you plug in headphones, the main
speakers stop working. The sound only comes through the headphones. There are
concerns that using headphones with the sound too loud can harm your hearing.

# Ear buds are tiny speakers that fit inside the ear

When you are choosing a sound output device, think about your own needs,
and the needs of the people who are sharing space with you.

Y

~ Test yourself

1. In this section you learned about one of the most common types of speaker. Explain
how it turns digital signals into sound waves.

2. A tablet computer has a built-in speaker, or you can plug in headphones. Explain a
situation where you would choose to use the built-in speaker and a situation where
you would use the headphones.

3. What are ear buds and how are they used in headphones?

4. List the factors you should take into account when choosing a sound output device.

\

~ | Learning activity
Research four different headphones that are for sale. Compare their features. Which one
do you like best?
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1.3.4 Output devices

Learners should be able to:
describe the principles of
operation of the following output
devices: actuators; describe how
these principles are applied to real-
life scenarios.

See also:

4.1 Input devices (Control systems)

Actuators

Introduction

We often think of computer output as visual or printed display of
information. However, computers are also used to control machines and
this is a form of output. In this section you will learn about how computers
control movement. This is the technology that makes robots work.

Control as output

The data inside a computer is in binary electronic form. It cannot be
understood by a human user. Output devices are used to turn this data into
a form people can understand. This is what we often think of as computer
output.

Another type of output is where the computer controls a process. Instead of
showing you the data, the computer uses the data to do something useful.

Use of actuators

An actuator is any motor that moves objects aboul. In the modern world most
actuators are electrical. The motion of an electrical actuator can be controlled
by a computer.

In 4.1 Input devices (Control systems) you learned about control systems. A
computer controls a process. The computer uses feedback to monitor the
process. Many control systems use actuators.

Automation

Automation uses the principles of feedback to control a process. Automation
needs input devices and output devices. Actuators and sensors are used as
follows:

® Actuators are used as output devices. The computer controls the movement
of a machine.

@ Sensors are used as input devices. They measure the effect of the actuator.
They feed this data back to the computer.

The computer adjusts its control of the actuator, based on the feedback

from the sensors. Instructions inside the computer tell it how to respond to
different inputs. For example, il an engine gets too hot, the computer can shut
it down to cool off.

The key fact about automation is that this process runs on its own. Automated
processes can take place without a human user.

Servomechanism

A servomechanism is a machine that uses feedback to regulate motion.
Instructions tell the computer where an object is supposed to be. The
computer measures where the object actually is. It moves the object to bring it
to the right place.
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In real life this can be quite a complex process. For example, a computer can
be used to keep a aircraft at a constant altitude, measuring changes in air
pressure to detect that altitude has changed.

Robotics

A robot is a machine controlled by a computer that can move around on its
own. The computer, the sensors and the actuator might all be held in the same
case. One of the tasks of the robot is to control its own motion. Tt uses the # A robot uses actuators and sensors

servomechanism method.

A robot is usually designed to do useful tasks. It will have actuators that let it
do this work. For example, the Mars Rover moves about the surface of Mars
where a person cannot go. It takes measurements and readings and sends the
data back to Earth.

e SR _
4 Each Mars Rover moves without direct human control

In stories, robots often look like metal people, with faces and arms and legs.
In real life, robots do not need faces with eyes and nose, because they have
input sensors. They do not need human-shaped arms and legs; they have

mechanisms to do particular tasks.
Test yourself

1. An actuator is often paired with a sensor to make an automated process. Explain why
automation requires sensors as well as actuators.

2. "Not all output devices display data for humans to read.” Explain this statement.
3. Why does a robot need a servomechanism?

4. \What are the advantages of using a computerised system to take measurements on
the surface of Mars, instead of a person doing this?

Learning activity

Create a sketched design for a robot that could pick fruit from a tree. Indicate the
sensors and actuators that would be needed.
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1.3.4 Output devices

Learners should be able to:
describe the principles of operation
of the following output devices:
2D and 3D cutters, 3D printers;
describe how these principles are
applied to real-life scenarios.

# A 2D cutter in action

Manufacturing objects

Introduction

You have learned that computers can control the movement of machines.
Computers can control machines that make solid objects. In this section
you will learn about some of the ways computers can create objects.

Making objects
Computers can control machines that make objects. This is computerised
manufacture.

There are many advantages to using computers in manufacturing processes.

Compulers can work with great accuracy. They can carry out the same action
in exactly the same way over and over again. They do not get tired. Often the
objects are produced more cheaply than those made by human hands.

There are some disadvantages. The equipment can be expensive. Computers
cannol invent new objects, or work creatively. Many people like the variation
and uniqueness of hand-made objects.

Computerised manufacture is used when objects need to be made quickly and
very accurately, for example car parts.

There are two main ways that computers make objects:

® They start with a solid block of material, and cut some away of this to leave
the required shape (cutters)

® They start with nothing and add layers of material until the required shape
has been formed (3D printers).

Cutters

Cutters use various methods to cut matter away. One example is a laser beam
controlled by a computer.

What is a laser?

Ordinary white light radiates energy from its source as electromagnetic
waves moving in all directions and with a lot of different wavelengths. A laser
generates its light in such a way that the waves reinforce each other, moving
in the same direction and with the same wavelength. This makes the laser’s
beam much more effective at transferring energy to a small area.

A powerful enough laser focused on a small spot transfers enough energy to
heat up and melt steel.

2D cutter

A focused laser beam is directed at a block of material. The material might
be metal, plastic, silicon, fabric or even diamond. The laser melts, burns or
vaporises the material. It cuts very precisely and leaves a high-quality surface.
The laser beam can also be used to engrave a pattern.

Remember that 2D means a flat surface. A 2D cuts a flat shape or design,
normally cutting from above as it moves in two dimensions over the workpiece.
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3D cutter

A 3D cutter uses cutting technology to remove material just as a 2D cutter does.
It works from a variety of angles, cutting the material into a solid shape. With a
3D cutter almost any shape can be carved out of a solid block of material.

Cutters use high temperature and can produce dust, shards, or gas as the
material is cut away. This makes them dangerous to use.

3D printer

3D printers make a 3D shape out of material such as plastic. A print head
moves over a table, melting and sticking tiny dots of the material where it is
needed. The joined-together dots solidify into a flat layer of material. The first
layer is laid directly on the table; then the print head moves up slightly and
lays the next layer on the first. It continues until it has built enough layers of
dots in the right places to make the entire shape.

3D printers need not be expensive to buy or to use. It depends on the type of
material used to form the shape.

Test yourself

1. What are the advantages of computerised manufacture compared to making things
by hand?

2. Explain the difference between a 2D and a 3D cutter.
3. Contrast the way a cutter and a 3D printer create objects.

4. A museum wants to make an exact replica of a dinosaur skull. What input and output
devices might they use?

Learning activity

Look at cutters and 3D printers in action, and make notes. If you cannot see them in real
life, look at demonstration videos on YouTube.

# A 3D printer in action
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1.3.4 Output devices

Learners should be able to:
describe how output devices are
applied to real-life scenarios for
example use of small screens on
mobile devices; printing single
items on demand or in large
volumes.

Output in real life

Introduction

In this section you have learned about some of the output devices that are
available. Output devices turn the digital signals inside the computer into
a useful form. Some output devices make digital content understandable.
Data could be displayed, or printed as hard copy, or made into sound.
Other output devices use the digital signals inside the computer to control
a device or make an object. In this section you will review some of the real

life uses of output devices.

Screens: mobile devices

Mobile devices are very compact. The touchscreen of a mobile phone or tablet
works as both an input and an output device. The screen is small. Although
people want a clear image, they also want a very small device. The design of
an app [or a mobile device must take the screen size into account.

il

# The screen of a mobile phone is the main input and output device

Changes in technology that have made mobile devices possible include:
® smaller and cheaper components
¢ flat screens

® screens that can be used as input and output devices.

Printers: hard copy

Printers vary a great deal. Some are inexpensive and handle limited printing.
Others are very expensive and can handle a large print run. Quality also
varies. The highest quality is photographic quality.

In ordinary personal computer use, the monitor is the main form of output.
A permanent record is not needed. A typical individual user will print out a
small number of pages a day, for example a letter to send or homework to
hand in. The printer may sit unused for most of the time.

A large commercial organisation may produce hundreds of pages of printing
a day — or even more. Large amounts of important data may be output as lists
and tables of figures. Each sheet has different data. Printing is used because a
permanent record of the data is needed.
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Commercial printers use digital printing technology to produce multiple
copies of the same item, for example magazines, advertising leallets or food
wrappers. In this case every item ol printing is produced using the same data.
It is a manufacturing process.

Manufacture: CAD/CAM

3D printers are usually used in a system called CAD/CAM, which stands for
“computer aided design/computer aided manufacture”. Objects are designed
on the computer screen. Special design software lets you create a 3D image.
You can rotate it on the screen to see the shape from all sides.

There are advantages to designing using the computer. It enables you to:
® (ry out different designs without having to make them all

® run tests on the strengths and stresses of an object

® see how well different objects fit together

® work out what materials are needed and what the cost will be.

When the design is ready, it can be sent to a 3D printer that makes the shape.

# An object can be designed on screen using CAD/CAM

Q)

Test yourself

1. What are the advantages and disadvantages of using a mobile tablet compared to a
laptop?

2. Imagine you have been put in charge of printing a school or college magazine.

Discuss the features you would want from the printer.

3. A city wanted a new bridge. An architect created a new bridge using CAD. What
information could he get from the on-screen design?

4. The screen is an important input and output device of a mobile phone. What other
input and output devices might a mobile phone have?

Q)

Learning activity

In the future, examinations may be taken on mobile devices instead of written on paper.
Design the screen for a mobile app a student could use to take an examination in your
favourite subject. Remember to consider input and output options.
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1.3.5 Memory, storage devices
and media

Learners should be able to show
understanding of the difference
between: primary, secondary and
off-line storage; read-only memory
(ROM), and random access
memory (RAM).

See also:

1.3 Data storage
3.3 Inside the CPU

m Memory and storage

Primary storage

Introduction

You have learned that computers process data in digital form. Storage
devices hold digital data when it is not in use by the processor. In this
section you will learn about primary storage. This is storage that is
attached directly to the CPU.

Inside the CPU

In Chapter 3 you learned about the CPU, which transforms digital data. The
data is held in memory as electric charges and passes down buses as electrical
signals. The CPU changes those signals by passing them through logic gates
and returns them to memory. In this way the computer changes data into
information.

Inside the processor, data and instructions are held in registers. A register can
hold only one item at a time, and there is no room in the CPU for more than a
few registers. However, as they are inside the CPU, they are very fast: the CPU
can read and use their contents with almost no delay. There is no need to wait
for a signal to arrive [rom outside the CPU.

The speed of a computer is limited by how quickly the computer can access its
data; that is, how quickly it can fetch data and put it into the registers.

Main memory

Main memory holds data as electrical charges. Main memory holds the
instructions and data the CPU needs for its current task. Data passes from
main memory to the CPU along fast connections called buses.

Main memory is made using a memory system called RAM.

Random access memory (RAM)

RAM is the active electronic memory of the computer. Tt holds all the data and
instructions the CPU needs for whatever task it is currently doing. The CPU
can access the data in RAM very quickly. A computer with a lot of RAM is a
fast computer. If a computer does not have enough RAM, then it will be slower.

RAM works by storing electrical charges. The charge (or lack of charge)

at a single location represents a 1 (or 0) bit in a binary number. When the
electricity is switched off, the charges dissipate, so all the data disappears.
Memory that forgets its contents when the electricity is turned off is called
volatile memory. To summarise:

® The advantages of RAM are that it holds lots of data and instructions, and
it is quick for the CPU to access.

® The disadvantage of RAM is that it is volatile: it loses all its data when the
computer is switched off.
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When you first turn on a computer, its RAM is empty. That means RAM
cannot be used to store the start-up instructions for the computer.

Read-only memory (ROM)

ROM is a small area of non-volatile memory. As ROM is read-only, the
computer can read data or instructions stored there, but cannot write to
ROM. This means it cannot store completed work or new instructions. The
contents of the ROM are set up in the factory when the computer is made. To
summarise:

® The advantage of ROM is that its contents are not lost when the computer
is switched off.

® The disadvantage of ROM is that its contents cannot be changed, so it
cannol be used to store new data.

ROM is used to store the instructions that make the computer start up. These
instructions are read by the CPU when you switch on the computer. # By adding extra RAM to a

computer you can make it

@ work faster

Test yourself

1. What does "volatile” mean?

2. Why does a computer speed up when you install more RAM?
3. What does “read-only” mean?

4. \Why is the RAM completely empty when you turn on a computer?

Learning activities
1. Complete the following table to set out the advantages and disadvantages of each
type of memory.

Type of memory Advantage Disadvantage
Registers

RAM

ROM

2. The instructions held in ROM are called the BIOS. Research what BIOS means and why
it is needed when the computer is switched on.
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1.3.5 Memory, storage devices
and media

Learners should be able to
calculate the storage requirement
of a file.

See also:

1.3 Data storage

Measuring storage

Introduction

You have learned about digital storage. In this section you will learn how

file size is measured in bits and bytes.

Bits and bytes

In Chapter 1 you saw that all binary data is stored as a pattern of 1s and 0s. A
single binary digit —a 1 or a 0 - is called a bit. “Bit” is short for binary digit.
Bytes are grouped into kilobytes, megabytes and gigabytes. Look back to

1.1 Binary systenis (Bits and bytes) to remind yoursell how many bytes there
are in each of these.

You learned that primary storage is RAM. A modern computer might have 8
gigabytes of RAM.

Secondary storage

Secondary storage, sometimes called permanent storage or permanent
memory, is storage outside main memory. The data in secondary storage is not
lost when the computer is switched off. However, access to secondary storage
is much slower than access to primary storage.

Most secondary storage uses magnetic or optical media, or semiconductor
flash memory. You will learn more about these different types of secondary
storage in the rest of this chapter.

Files

Data in secondary storage is organised into files. A file is a collection of data or
instructions which all belong together. Here are some examples:

e Il you make a document or image it is stored as a file.

® The instructions in a program to run software such as a game or a word
processor are stored as a file.

Files are contained in folders. When you open a folder you can look at the files
that are stored there. The files may be shown as small pictures called icons.
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# This folder holds several different files
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File Size @ y%! b v Utewrier » Documents + GCSE poeg » b J 2 == 2
Different files can be of very different sizes. Look back at /.3 Data storage | e gy o -TT
to see how data is stored. Some data formats use a lot of space. J :”"’”:,., :
File size is measured in different units: I -
we_ s

® A page of text may be 5 kilobytes (SKB). b Gt
® A picture may be 3 megabytes (3MB). _“: I *_ w: '_
® A movie may be 4 gigabytes (4GB). # These file sizes are shown in kilobytes
You can change the display from the operating system of your computer to
show file sizes as well as their names. B Ussdspscs 1774T0S91%btes 16568

B Free space: 275443877056 bytes 256 GB
Storage requirements Capacity: 452.913.816.152 bytes 421GB
Different types of storage have different capacities. Videos and high-quality -
sound use a lot of storage. e Disk Ceanup.
Like file size, storage capacity is measured in kilobytes, megabytes and # This hard disk has a total capacity
gigabytes. Typically, some of the storage capacity will have been used, and of 421GB and 256GB is available

some will be empty. You can use the empty space to store another file,
provided that the storage space is bigger than the size of the file. You should
try not to fill storage to maximum capacity, as this slows the computer.

Not all the empty storage space is available: you will probably be unable to fill
the store exactly.

Q)

Test yourself
1. Afile is 0.5MB. How many kilobytes is that?

2. In the picture on this page the hard disk has a capacity of 421GB. How much of it is
already in use?

2. | want to store a movie with a file size of 15GB. Is there space on this hard disk?

4. | have 1GB of available storage. How many photographs that each have a file size of
10MB could | store?

Learning activity

Investigate the storage area you use in your school or college to save your work. What is
the capacity of this storage? How much of it is currently in use and how much is free?
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1.1.3 Data storage

Learners should be able to show
understanding that sound, pictures
etc. are stored in different formats.

1.3.5 Memory, storage devices
and media

Learners should be able to
calculate the storage requirement
of a file.

See also:

1.3 Data storage

File sizes

Introduction

You have learned that file size is measured in bits and bytes. In this
section you will learn how to estimate the size of a data file from the
amount and type of data that it contains.

Why file size matters

File size is related to data quality. A high quality sound or image makes a
larger file. Large data files take up more storage space. A large file takes more
time to transmit through a communication link. Tt is important to:

® Estimate file size when making choices about file formats.
® Check file size before transmitting or saving to storage media.

File sizes are expressed in bytes. A byte is 8 bits.

Text files

A text file consists of a series of characters. ASCII code uses one byte to

store one character. So the file size of a text file is the same as the number of
characters (including spaces). However, there are exceptions:

® Unicode has codes for more characters so it uses more bytes: up to 4 bytes

per character

® A document includes extra bytes which store data about formatting, such
as font and page size.

See page 22 for more information on text storage.

Example

] I
E To estimate the size of an ASCII text file, assume one byte per character. A file with E
i 50000 characters uses about 50 kilobytes of storage. '
] I

__________________________________________________________________________

Image files

An image is made of individual dots called pixels. A bitmap image file stores
information about each pixel. The number of bytes used depends on:

® How many pixels there are in the image: a large image or a high resolution
image will have more pixels
® How many bits are used to store each pixel: images with more complex

colour choices use more bits for each pixel.

See pages 24-25 for more information on image storage.

__________________________________________________________________________

Example

i To estimate the size of an image file, multiply the number of pixels by the number of bits E
i per pixel. Then divide by 8 to give the number of bytes. :



Hardware

i A small image is 40 rows of 150 pixels. Each pixel uses 256 bits. E
i Number of pixels: 40 * 150 = 6000 i
Number of bits: 6000 * 256 = 1 536 000 bits
Number of bytes: 1 536 000/ 8 = 192 000
i i

How many of these images could you store in one megabyte?

__________________________________________________________________________

Sound and video files

The number of bits needed to store one second of sound or video is called
“bit rate”. To calculate the size of a sound or video file you multiply the bit
rate by the number of seconds of recording. Bit rate is alfected by bit depth,
sample rate and number of channels. See pages 26-27 for more information
about bit rate.

..........................................................................

Example

One second of audio-quality sound uses 176 400 bytes. Multiply this by the number of
seconds in the recording:

30 seconds =30 * 176 400 bytes =5 292 000

So, speaking roughly, we need just over 5 MB for a 30-second recording of high quality
sound.

Other factors

Almost all files include additional information as well as the data content.
This information helps the computer to use the file. This extra information
uses extra storage space. The amount of extra information varies a great deal.
When you estimate file size, remember the real file will be bigger because of
this extra information.

Q)

Test yourself

1. A plain ASCII text file has 20 000 words. Each word has an average of 7 characters.
Estimate the number of bytes in the file.

2. A bitmap image has 500 rows of 800 pixels. It uses the 256-colour format. How many
bytes in this file?

3. If the same image was stored in monochrome, how many bytes in the file?

4. Roughly how many seconds of high quality sound could you store in 1GB of storage?

Learning activity
Find examples of audio and video clips that are stored as files. Divide the file size by the
number of seconds in the clip to estimate the bitrate of the recording.

Watch or listen to the clips to see if you can spot a difference in quality. Is quality
strongly linked to bitrate?
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1.3.5 Memory, storage devices
and media

Learners should be able to:
describe the principles of operation
of a range of types of storage
device and media including
magnetic; secondary storage (hard
disk drive — HDD), off-line storage
(removable HDD).

Magnetic storage

Introduction

You have learned that secondary storage is a non-volatile store for data
accessed through a peripheral device. “Non-volatile” means the data is not
lost when the computer is switched off. One way that data is held is using
magnetic storage. In this section you will learn about the different types of
magnetic storage.

Magnetic storage

Some malterials such as iron oxide are easy Lo magnetise by bringing a magnel
near them. The magnetised spot of material is itself a magnet, with a north
pole and a south pole. The direction the magnetised spot faces (NS or SN)
can be used to represent one bit of binary data: one direction means 1 and the
other means 0.

A magnetic storage device converts data from the computer into spots of
magnetism. The device uses an electric current in a coil of wire. Current
flowing in one direction writes a 1 and in the other it writes a 0.

The spot stays magnetised after the electric current is taken away. That means
the data remains even after electricity is switched off. If you delete a file, the
spots can be remagnetised, so they can be used for new files.

Hard disk drive (HDD)

Secondary storage is storage outside main memory. It takes longer for the
processor to access data in secondary storage than in main memory, but the
data in secondary storage is not lost when the computer is switched off.

The main type of secondary storage is a hard disk drive (HDD). This is a stack of
rigid discs spinning in a metal case. The discs are magnetised and used to store
data. There is a direct wired connection between the HDD and the processor.

# If you open the computer case you will see the hard disk drive (HDD)



Storage on the HDD has advantages and disadvantages:
® As it is wired directly to the processor, access to the HDD is quite fast.

® An internal hard drive is fixed inside a single computer, so you cannot
easily take il away to use on another computer.

Off-line storage

Off-line storage is like secondary storage but it is outside the computer. The
storage must be plugged into the computer through a port. Access to ofl-line
storage is slower than secondary storage.

Portable hard disk

A portable (or removable) hard disk works in the same way as a normal
HDD. The only difference is that it is outside the case of the computer. Tt is
connected through a cable that plugs into the computer case. When using a
portable hard disk:

® access may be slower than an internal hard drive because the portable hard
disk is outside the computer

® you can unplug the drive and move it to another computer, so you can take
the data with you.

Magnetic tape

Magnelic tape is a long reel of plastic tape. It can be magnetised to store data.
Tape is inexpensive and it can store a lot of data. However, it is very slow to
get the data off the tape. That is because you have to wind through the whole
reel of tape to get to the data you want. Tape is used to make backups.

Advantages and disadvantages

Type of magnetic storage Advantage Disadvantage

Internal hard disk This allows quick access to Data can only be accessed
high capacity storage from one computer or its

local network

Portable hard disk Portable — you can take Access to stored data can be
the data between different slower than with an internal
computers disk

Magnetic tape This has very high capacity Access to stored data is very
and is not too expensive slow

Test yourself
1. What is the advantage of magnetic storage compared to electronic storage in RAM?

2. Why is it quicker for the computer to access data from an internal hard drive than
from a portable hard drive?

3. If | want to access my stored data quickly | would not use magnetic tape. Why not?

4. What is the advantage of an external hard drive?

Hardware

# A removable HDD can be moved
between computers

# Magnetic tape
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1.3.5 Secondary storage —
optical

Learners should be able to describe
the principles of operation of a
range of types of storage device
and media including optical, off-
line: compact disc (CD), digital
versatile disc (DVD), Blu-ray disc.

Optical storage

Introduction

You have learned about digital storage. In this section you will learn about
optical storage, which is storing digital data in a form that can be read by
a laser beam.

Optical storage

All digital data is in the form of 1s and 0s. On an optical disc, the 1s and Os are
represented by microscopic pits or marks made in a spiral pattern on a thin
reflective layer.

To read the data, an optical drive spins the disc and focuses a laser’s light onto its
surface. When the light hits a pit or mark, its reflection from the disc is dimmer
than from the unmarked background. A light sensor on the drive detects this.
The difference in light represents the 1s and 0Os of digital data.

The laser that reads the pits can focus on a very small spot, so the pits can

be made very small and close together. A CD pit is less than one micrometre
across. A micrometre is one millionth of a metre. Millions of pits can fit on the
disc surface, so it can hold a lot of data.

# A CD uses optical storage

Storage media

Storage media means the material that is used to store data, for example
magnetic tape or CD. Optical media can be used for any data, but the most
typical use is to store sound and video:

® CD -a standard CD will hold about 80 minutes of music.

e DVD (digital versatile disc) — the pits on a DVD are read with a narrower
laser spot than is used for a CD. The pits on DVD are smaller than those on
a CD so a DVD can store more data. A DVD can hold several hours of video.

@ Blu-ray — a Blu-ray disc has even smaller pits and can hold high-resolution
video. Blu-ray systems use blue laser light to read the disc.
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Read and write access

Data on a standard CD cannot be changed. The pits have been moulded into
the surface so the data is fixed. Different types of optical media offer different
types ol access.

Read-only

You can buy a CD with music on it, or a film on DVD. This storage is “read
only”. Your computer or DVD player will be able to read the data, but you
cannot make changes to it. it. It is manufactured by stamping the pattern of
pits all at once into the molten plastic disc as it is moulded.

Write-once

You can also buy blank discs called CD-R and DVD-R. A computer’s DVD
writer works by focusing a laser onto the disc’s reflective layer to burn marks
into it. Tts less powerful reading laser can detect these marks the same way
it detects the pits [rom a stamped CD or DVD. You can store extra files at the
end of the disc, but once it is full you cannot clear it for new data.

Rewritable

The data on a standard CD or DVD cannot be altered or deleted. A different

type of disc has a special surface that can be melted, so its marks disappear.
The data is erased and the disk can be used for new data. This type of disk is
called CD-RW, DVD-RW or DVD+RW (RW stands for “rewritable”).

Advantages and disadvantages

CDs and other optical media are a cheap [orm of storage. CDs are portable,
light and don't take up much space. A disadvantage is that standard CDs
cannot be erased to hold new data. CDs can be broken or scratched.

Q)

Test yourself

1. What is the difference between a read-only, a write-once and a rewriteable CD?

2. Explain why a DVD can hold more data than a CD.

2. What is the advantage of using a CD for storage compared to using an internal HDD?

4. \What is the disadvantage of optical storage compared to magnetic storage?
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1.3.5 Solid state drive, USB
flash memory

Learners should be able to show
understanding of currently available
storage solutions; solid state drive
(SSD), USB flash memory.

See also:

2.1 Data transmission
(Data bus — USB)

Electrons

Nucleus

# Electrons are one of the basic
particles of matter

-

\‘\

# A USB drive

Solid state (flash) storage

Introduction

The most recently invented type of storage is called “solid state storage”
or “flash memory”. Use of this type of storage is widespread because it has
many advantages. Learn about solid state in this section.

Solid state storage

All atoms are composed of electrons in motion around a nucleus. Electrons
are very small particles. An electric current is a flow of electrons. A material
that doesn’t normally let electrons flow is called an insulator.

Flash memory works by trapping electrons. A “flash” of electricity forces
electrons through an insulator. When the electricity is removed, the electrons
are stuck there. The memory device can detect the stuck electrons, so they
represent data: a location with stuck electrons represents a 0 bit, and if it has
none, it represents a 1.

Once the electrons have been put in place, they stay there even when the
computer is switched off. A flash of electricity in the reverse direction will
drain any trapped electrons and erase the data. This means [lash memory is
readable, writable and erasable storage.

This type of storage is called solid state because the storage happens inside
the solid structure of matter. It is called flash because of the flash of electricity
that sets the electrons in place.

Storage media

Flash memory is built into an integrated circuit (IC). It can be packaged in
many different ways.

USB flash drive

You have learned that USB stands for “universal serial bus”. USB is a type of
connector that allows all types of peripherals to be plugged into a computer. A
USB flash drive is a flash memory IC in a USB plug. Tt can be plugged into any
modern computer. This is a very convenient type of storage. It holds a lot of
data for its size.

Using a USB drive for storage is very popular. There are several other names
for a USB drive, such as a thumb drive, flash memory or data stick.

Solid state drive (SSD)

Flash memory can be used in place of a computer’s built-in hard disk drive
(HDD), which you learned about on page 126. A solid state drive (SSD) uses
the same case and connections as an HDD but contains a number of flash
memory ICs. It is sometimes called a solid state disk, but it does not contain
magnelic discs or any other moving parts.

Compared to a magnetic hard drive, flash memory is reliable and has high
storage for its size. The disadvantage is that it is more expensive, adding to the
cost of the device.
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# A solid state drive

Mobile devices

Many mobile devices such as smartphones and tablets use solid state storage.
This means they can hold a lot of data, and they are light and portable.

Advantages and concerns

Solid state storage has many important advantages compared to other types of
storage. It is small, light, stores a lot of data, and is erasable and rewriteable.
For this reason, flash memory is a very popular choice, and has replaced other
types of storage in everyday use.

Flash memory is slightly more expensive than magnetic memory. However, its
price is coming down.

Some people are concerned about the long-term reliability of flash memory.
Flash memory is guaranteed for a certain number of read or write actions.
This number is very high — hundreds of thousands of actions. However, when
this number is exceeded the storage may start to lose data. Flash memory was
invented fairly recently, so nobody can be certain whether it will retain data in
the long term.

Q)

Test yourself

1. Explain what happens at the atomic level when solid state storage is used to read,
write and erase data.

2. Why has the development of solid state storage been so important for the mobile
phone industry?

3. What are the advantages and disadvantages of a solid state drive compared to
an HDD?

4. \What are the advantages of a USB flash drive compared to a CD?
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1.3.5 Storage solutions

Learners should be able to
describe the principles of operation
of a range of types of storage
devices and media and how these
principles are applied to currently
available storage solutions.

Use and choice of storage

Introduction

You have learned about the different types of storage. In this section you
will look at some of the ways that storage is used. You will review how
people choose the right storage for their needs.

Making backups

It is important to make regular backups of stored data. A backup is a copy of
all the data. If your storage media breaks or fails you could lose all your data,
unless you have made a backup.

A backup should be stored in a safe place. Normally it will not be used. However,
if your main data is lost, you can use the backup to restore your lost data.

Storage media for backup should be reliable and inexpensive. It must have high
capacity. Fast access to the data is not needed. Often magnetic tape is used.

Cloud storage

Many people use cloud storage. This means the data is sent along an Internet
connection. The data is stored by an Internel company on its computers. The
Internet companies have large magnetic or solid state drives. These drives
store the data for millions of users. Examples include Google Drive and
Dropbox, but there are many others.

Advantages of cloud storage include the following:

® You don't need to buy your own storage devices and media.

® You can access your data from any device with an Internet connection.
e The company backs up the data so it is not at risk of being lost.

® Cloud storage doesn't take up any space on your own device, so it is very
popular for use with smartphones and tablets.

These are two of the disadvantages:

@ There will be concerns about the privacy and security of your data, because
it is held by someone else.

® You cannot access the data if your Internet connection fails.
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Choice of storage

When choosing storage you must consider a range of factors:

® Capacity: How much data do you need to store?

® Portability: Do you need to move your data between computers?

® Costs: How do the options compare?

® Speed of access: Hard drives wired into the computer are the fastest, tape
is the slowest

® Reliability and durability: How likely is it that the data will be lost or
spoiled?

Different storage choices suit different needs. Flash drives and cloud storage

are good choices for small mobile devices. Devices with solid state drives tend
to be more expensive than those that use magnetic storage.

Q)

Test yourself

1. Explain the advantages and disadvantages of making a weekly backup of your data.

2. Explain why magnetic tape is suitable for making a backup, but not for most other
storage uses.

3. A business woman asks you if she should use cloud storage for her financial records.
Explain what cloud storage is, and the advantages and disadvantages of this type of
storage.

4. Evaluate flash memory in terms of capacity, portability, reliability, cost and speed.

Q)

Learning activity
You are going to set up an imaginary mail-order business selling storage solutions.

1. Investigate what items you might sell in your business. Find real examples, for
example of USB drives.

2. Make a web page or a document that advertises the different types of storage you
will offer for sale. For each type include an image, a description and a price guide.
You can find out prices and specifications from online research. Include enough
information for your customers to be able to choose which type of storage is right
for them.




Review

Key terms

Actuator A motor that moves objects about. In the modern world most
actuators are electrical. The motion of an electrical actuator
can be controlled by a computer.

Control system A control system uses feedback to control a physical process.
A control system can run without a user, at least for some time.

Feedback Feedback is when the computer measures the effect of a
process that it controls. Input sensors “feed back” the result of
the computer’s actions to the processor.

Input device An input device converts data into digital signals that can be
processed by the computer.

Primary storage Storage inside the processor. It consists of RAM and ROM.

Outputdevice An oultput device converts the information inside the processor
into a useful form outside the computer.

RAM Random Access Memory. This is read-write storage inside the
CPU. RAM is volatile.

Read-only The processor can take data and instructions from read-only
storage (this is called reading from storage). It cannot be used
to store new data.

Read-write The processor can take data from read-write storage, and it can
storage store new data or instructions (this is called writing to storage).
ROM Read-Only Memory. There is ROM inside the CPU. It is non-volatile.

It is used to store the start-up instructions for the computer.

Storage device A storage device retains data and instructions in digital form.

Secondary Storage outside the processor. It is non-volatile.

storage

Volatile Volatile storage uses electricity. When the electricity is off the
data is lost.

Project work

Your task is to find out more about a wide range of input and output devices
and control systems. This should include 3D printers or cutters and CAD-CAM
systems.

Here are some approaches you can use:

@ If there are devices like these in use in your school, for example in the
engineering or design areas, visit the location and take extensive notes.

® Go on a class trip to an industrial or scientific location (such as a
University) where these devices are used.

® Look at videos on Youtube of these devices in action.

® Write to a manufacturer and ask for information about the devices they
make: they may be able to send you brochures or other information.

e Tnvite a guest speaker to your class, who works with control systems, for
example in a factory.

Write up your findings as a report on control and manufacturing systems.






1.3.6 Purpose and function of
an operating system

Learners should be able to

describe the purpose and function

of an operating system and why it

is needed.

See also:

3.3 Inside the CPU

@
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qnum

These icons represent different apps

What is software?

In Chapter 4 you learned about hardware. In this chapter you will learn
about software — the instructions that tell the computer what actions to
carry out.

Software

You have learned that in the fetch-execute cycle, the CPU fetches instructions
from memory and executes them (carries them out). The instructions are held
as binary code numbers. Each CPU has an instruction set. The instruction set
is a list of all the instruction codes, and the action that goes with each one.

Where do the instructions come from? From software — every software file is a
collection of instruction codes. To use software you must load it and run it.

When you start software, all the instruction codes in the software file are
copied from secondary storage into main memory (RAM). This is called
loading the software.

Now the instructions are in RAM. The CPU fetches the instructions one at
a time and carries them out. This is called running the software.

There are two types of soltware:
application software

system software.

Application software

Application software is any software that carries out useful work for us. Most
of the software you might buy or use with a computer is application software.
For example:

a word processor on your school computer

the email software on your laptop at home

a game on a games console

a social media application (app) on a tablet or smartphone.

A modern computer typically shows the available applications (apps) as icons.
Those are small images. Each image stands for a different file of instruction
codes.

When you click on an icon the software is loaded and starts to run. Usually
a screen display will appear showing you a menu or other choices. What

| happens next depends on the software, and the choices you make.



System software

As well as application software, every computer needs system software. This
is the software that enables the computer to work properly. The instructions
in system software help the CPU to run the whole computer system, for
example to:

start up the computer

load and run applications

control the flow of data from the input devices and to the output devices

organise memory and storage.

Learn more about system software on pages 138-141.

How software is made

Software is created by programmers. A programmer would very rarely write

the binary instruction codes the CPU needs. Instead a programmer writes

a computer program. The program is writlen in a programming language.

When the program has been written, it can be converted into binary

instruction codes that the CPU can understand. You can learn more about:
computer languages on pages 142-145

how to write computer programs in Chapter 8 Programmiing.

Q)

Test yourself

1. What happens when you load software? Why does software have to be loaded
before you can use it?

2. What happens when you run software? Which part of the computer runs software?

3. What is an icon, and what happens when you click on an icon with the mouse, or
touch an icon on the screen of a mobile device?

4. The instructions in software are held using a binary number code. What do these
binary numbers stand for?

Q)

Learning activity
Investigate any computer system that you have access to. It might be your computer at
school or at home, or a tablet or smartphone you use.

1. Make a list of the applications that are available on the computer. If there are a lot,
list the first ten you can find. Explain what each one does and why you think it would
be valued by the people who use the computer.

2. If you can, take a screen shot or image of the screen that shows the icons of the
available applications. Explain what each one is for.




1.3.6 Purpose and function of
operating systems

Learners should be able to
describe the purpose and function
of an operating system and why it
is needed.

See also:

4.3 Memory and storage (Primary
storage; Measuring storage)

In the previous section you learned that software is a set of instructions
the CPU can carry out. System software is software that controls the
operation of the computer. In this section you will learn more about
system software.

Operating systems

In modern computers, most of the system software that the CPU needs is
collected together into one big software file. This is called the operating
system. When the computer is turned on, the first action of the CPU is to load
the operating system into RAM. The operating system stays in RAM all the
time the computer is switched on. It operates in the background to make the
compuler work properly.

Learn about the work an operating system does on pages 140-141.

Booting up
When you switch the computer on, the first action is to load the operating

system from storage into RAM. Now the computer is ready to use. This is
called booting up or starting up.

The first instructions that the computer needs are stored in read-only memory
(ROM). ROM is non-volatile so these instructions are retained when the
electricity is off. They are available as soon as the electricity comes back

on. On a PC, these start-up instructions are called the BIOS, which stands

for “basic input/output system”. The BIOS instructions get copied to main
memory and executed. They start to control the computer’s peripherals, and
look in secondary storage for the operating system.

The operating system is stored in secondary storage. This storage must be
accessed as soon as the computer starts up. The operating system is typically
stored on the hard disk of the computer. This is because the internal hard disk
is not removable, so il is a reliable storage location. Once the operating system
is in place the computer can start to work.

Learn more about what functions the operating system carries out on pages
140-141.

Different operating systems

Different companies make different operating systems. Here are some
examples:

Microsoft Windows is the most widely used operating system in the world.
There are several different versions of Windows. The different versions are



numbered (for example Windows 10). Most laptop and desktop computers
use Windows.

@ Apple Mac OS X is the operating system used with Apple computers.
Software designed for Apple computers cannot run on other computers.

¢ Linux is a free operating system. It can be more technically complicated to
use than Windows or Mac OS. It is favoured by many computer experts.

¢ Android is an operating system used on many mobile devices such as
tablets and smartphones. It is not the only mobile operating system. Apps
written for Android devices will not run on devices that use a different

operating system.,

=@ Windows

& There are many different operating systems made by different companies

You will see from these descriptions that the choice of operating system
affects all of the other software choices you make. When you buy software
you need to know it is compatible with your operating system (that is, it was
designed to run on that system).

= Test yourself

1. The BICS is stored in ROM not in RAM. In your own words explain why ROM is used
to store this software.

2. When you buy a software application you need to know what your operating system
is. Explain why.

3. Explain why you would store the operating system on your hard disk and not on a
USB drive.

4. Until the operating system Is loaded you cannot use any applications. Why not?




1.3.6 Purpose and function of
an operating system

Learners should be able to:
describe the purpose and function
of an operating system and why it
is needed; show understanding of
the need for interrupts.

See also:

3.3 Inside the CPU (The fetch-
execute cycle; Registers and
buses)

Whenever the computer is on, the operating system is running. The
operating system makes the computer work. In this section you will learn
the different functions of the operating system.

What an operating system does

You have learned that the operating system is loaded into random-access
memory (RAM) as soon as the computer is switched on. It stays in RAM,
carrying out important functions until the computer is switched off. What
does it do?

The computer system is made up of many different items of hardware. You
learned about these in Chapter 4 Hardware. The operating system lets the CPU
communicate with the different items of hardware. The CPU can send digital
data to and from the peripherals. It can control the operation of the devices.
This lets the user work with the computer.

The user interface is what you experience when you use the computer. For
example, you will see a screen display. You may hear sounds. You can move

a mouse pointer or touch the screen. These features, which allow you to use
the computer, are called the user interface. The interface turns the digital data
inside the computer into a form you can see and understand. Most computers
have a graphical user interface (GUI) with icons and other graphical items.

With the interface, you can select what application software you want to use.
The operating system will load and run the applications.

Things can go wrong when the computer is running. For example:
an item of hardware might not work properly

an application program might be poorly designed and contain some
incorrect instructions

the user might make a mistake.
It is the job of the operating system to cope with problems and breakages. Tt
will typically identify the error, interrupt the current application, and display
an error message on the screen. It might also use sound to alert you, for
example a beep.



Interrupts

In 3.3 Inside the CPU (Registers and buses) you learned about the program
counter (PC). During the fetch-execute cycle the PC counts through the
instructions in memory. Normally the PC counts through the addresses in

the memory unit one by one. In each fetch-execute cycle the PC adds 1 to the
previous address. Some instructions can change the address in the PC counter
to a new value, so execution continues from a new place in memory. This

is called a jump. Sometimes the program counter jumps back to a previous
instruction. This means a group of instructions will be repeated. This is called
a loop.

Sometimes the PC needs to change to a new address even without executing
a jump instruction. This is called an interrupt. There are several reasons to
interrupt the program:

Hardware interrupts: when you use an item of hardware, for example when
you click the mouse button, this can interrupt what the computer is doing.
Your action can change the instructions the computer is using. A signal
from the hardware interrupts the software sequence and swaps to a new set
of instructions. An error signal from hardware is another type of interrupt,
for example you might see a message saying your printer is out of paper.

Software interrupts: software will also send interrupts to the CPU. These
usually deal with problems, for example an interrupt saying that a web
page is taking too long to load.

Another use of interrupts is to let the CPU swap between two or more
different programs. In this way the computer can carry out more than one
task at the same time.

The operating system is constantly scanning the signals received from
hardware and software. If an interrupt is received, the CPU interrupts the
current program.

Q)

Test yourself

1. Describe one way that sound might improve a user interface.

2. What features of a user interface might reduce the number of user errors?
2. Explain why a games console must have an operating system.

4. Explain how system interrupts help the operating system to deal with software and
hardware errors.



1.3.7 Low-level languages

Learners should be able to: show
understanding of the need for
both high-level and low-level
languages; show understanding
of the need for assemblers when
translating programs written in
assembly language.

See also:

3.3 Inside the CPU (The fetch-
execute cycle)

5.1 Systems software (What is
software?)

Low-level languages

You have learned that software is a set of instructions that can be carried
out by the CPU. Computer programmers create software by writing
programs. They write programs in programming languages. In this
section you will learn about programming languages.

Machine code

Everything inside the computer is in digital form. All instructions are stored
as binary number codes. The CPU fetches the binary code, interprets it and
executes it. There is a binary number to match every action of the CPU. The
set of all these codes is called the instruction set. Different types of computer
may have different instruction sets.

The general term for the number code that matches numbers to instructions
is “machine code”. A computer file made of machine code is called an
executable file. In Microsoft Windows it has the file extension .exe. When you
run the file the instructions are carried out. Software applications are stored
as executable files.

Writing software

If you want to develop a new software application you have to write the
instructions.

You could just write the machine code. You would type in lots of hexadecimal
numbers. They would stand for everything the software needs:

instructions
data
memory addresses.

However, it is difficult to write software in machine code. The numbers are
hard to read and it is easy to make a mistake. For these reasons, computer
languages were invented.

Compuler languages are easier for a human programmer to write, read
and understand than machine code, so it is rare for programmers to write
software in machine code.

When a complete set of instructions have been written in a computer
language, they are converted into machine code. The computer can
understand the machine code. It can carry out the instructions.

Machine code is occasionally used for fixing errors or for writing very short
programs.



Assembly language

The first computer language to be invented was called assembly language.
Assembly language uses short text words instead of binary number codes.
That makes it easier for the human programmer to write it. For example,
in machine code the instruction to add two values will be a binary or
hexadecimal number. In assembly language it might be the word “ADD”. A
line of assembly language might also include some hexadecimal numbers.
These represent data values and memory addresses.

A piece of software called an assembler is used to convert these code words
into machine code that the computer can understand:
The input to the assembler is a program written in assembly language.
The output of the assembler is an executable file,
The process of turning a program into machine code is called translation.
Assembly language is quite similar to machine code. There is a very close
match between the words of assembly language and the binary numbers used

by machine code. In general, one line of assembly language turns into one
instruction of machine code.

Low-level languages

A language that is similar to machine code is called a low-level language.
Assembly language is a low-level language.

It is quite difficult to write a program in a low-level language. Low-level
languages are not used by most programmers. Many low-level languages are
based on a particular manufacturer’s instruction set. A program written in
that language may not work on any other make of computer.

However, there are some advantages. Low-level languages have a structure
similar to the computer’s own instruction set. That means assembly language
programs let the programmer work directly with the instruction set. Low-level
languages can give the programmer better control over the way the computer
operates.

Assembly language is sometimes used to write system software. Device drivers
are instructions that let the CPU communicate with peripherals. Assembly
language is often used to create device drivers for new types of hardware.
These programs are short and work quickly.

Q)

Test yourself

1. What type of data would you find inside an executable file?

2. What is the input to an assembler? What is the output?

2. An assembly language program includes code words. What do they represent?

4. Explain why assembly language is called a low-level language.



1.3.7 High-level languages

Learners should be able to:

show understanding of the need
for compilers when translating
programs written in a high-level
language; show understanding of
the use of interpreters with high-
level language programs.

You have learned that a computer program is written in a programming
language. Low-level languages are very similar to machine code. High-
level languages are less similar to machine code. In this section you will
learn about high-level languages.

Most programs are written in a high-level language. A program written in a
high-level language is not very similar to machine code. Instead high-level
languages are designed to make it easy to write the program.

High-level languages are not linked closely to a single instruction set, so
they can be run on any computer once they have been translated into that
computer’s machine code.

Different languages are designed for different purposes. You would choose a
language by considering what you want to do. Here are some examples:

To build a program using visual building blocks you might use Scratch or
App Inventor.

To learn good programming methods you might use Python or Pascal.
To work with logic you might use Lisp or Prolog.

To make system software you might use C or C++.

To create programs to run in a web page you might use JavaScript.

In this book you will learn Python programming. For more information see
Chapter 8 Programming.

Translating into machine code

Programs written in high-level languages must be turned into machine code
so the CPU can execute the code. This is called translating the program. There
are two pieces ol software that do this job: compilers and interpreters. They
work in different ways.

A compiler turns the program into machine code, and saves it as a file:
The input to the compiler is a high-level language program.
The output is an executable file.

The new executable file is placed in storage. The instructions in the file will
not be executed until you decide to load and run the file.

Languages translated by compilers are called compiled languages.

An interpreter translates the program code and executes it as it translates.
It reads enough of the code to work out the next action to take. Then it uses
the instruction set to carry out this action. When the action is complete



the interpreter moves on to translate and execute the next part of the
program code.

Languages translated by interpreters are called interpreted languages. Python
is an interpreted language.

Advantages of different translators

The advantage of using a compiler is that it creates an executable file. The
executable file will run on its own like any application program. It can be
sold, or shared with others. There is a disadvantage: if you make changes to
the program, you need to create a new executable file. The old file is now out
of date.

The advantage of using an interpreter is that it is easy to make changes.
After making a change you can immediately run the program and see the
effect. You only need the program code. There is no executable file. There is
a disadvantage: the program will not run unless you have the interpreter on
your computer.

Compiler Interpreter
Advantage  Makes an executable file. The If you make a change you can test
executable file can be given to the effect immediately. You only
another person, or sold. need one file — the program code
file.
Disadvantage If you make a change the program No executable file. The program can
must be compiled again. only run if you have the interpreter

on your computer.

Test yourself
1. Which type of translator leaves you with an executable file?
2. Describe all the advantages of having an executable file.

2. Why are there lots of different high-level languages? Wouldn't it be easier to just
have one common language?

4. Python is a good language for learning programming. Why is an interpreted language
particularly good for learners?

Q)

Learning activity

Choose three different high-level languages. Research their features on the Internet.
Write a report on the three languages you have chosen. Explain whether the language
is compiled or interpreted. What type of programming is the language used for? Find an
example of program code written using each language.
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Compiler

Executable
code

High level
language

Interpreter

Interrupt

Low level
language
Machine
code
Operating
system

Software

System
software

Assembly language is a low-level language. A program written in
assembly language is turned into executable code by a piece of
software called an assembler.

A piece of software which turns a program written in a high-level
language into a file of executable code.

A set of instructions in binary digital form which can be executed
(carried out) by the processor.

High-level languages are designed to help human programmers
create execulable code. A program written in a high-level
language can be converted to machine code using a compiler or
an interpreter.

A piece of software which reads a program written in a high-
level language. It sends the instructions from the program to
the processor in executable form. It does not create a file of
execulable code.

The processor typically counts through the software instructions
in memory, one at a time. Sometimes it needs to jump to new
instruction in response to external events. This is called an interrupt.

A language which is similar to the sequence of machine code
instructions that is carried out by the processor.
A code which stores instructions using a binary code. The

processor can “decode” and execute machine code instructions.

In modern computers, most of the system software that the CPU
needs is collected together into one big software bundle called
the operating system.

Instructions which tell the computer what to do.

Software that enables the computer to work properly. The
instructions in system software help the CPU to run the whole
computer system.

Computer programmers often introduce a programming language by writing

a standard demonstration program called “Hello World!”. This is a simple
program that displays the message:

Hello World!

Carry out an Internet web quest to find examples of “Hello World!” in different
programming languages. Collect as many samples of code as you can. Here is
what you may find:

There are many different high-level languages.

They use a range of methods, even to produce such a simple output.

Some program code is easy to understand, some is more difficult.

Write a short report on what you found. In this book you will learn how to
code in Python. What other languages are you interested in learning?
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Syllabus reference
1.4.1 The need to keep data safe
Learners should be able to: show
understanding of the need to keep
data safe from accidental damage
and malicious actions.

1.5 Computer ethics

Learners should be able to show
understanding of the ethical
issues, including hacking.

See also:

3.3 Inside the CPU
2.3 Safety online

m Security threats

Data security

Introduction

You have learned that data means facts and figures. Computers are used
to store and process data. Data is valuable, so it must be protected. The
general term for protecting computer data is “data security”. In this
chapter you will learn about threats to data security and the methods that
are available to protect data.

The value of data

In this section we will be talking mainly about data used in business. Dala is
valuable to a business for two reasons:

® The business will have had to invest time and money into collecting and
processing data.

® Data can be used to create value for a business: data is a business asset.

Like any business asset, data must be protected from loss or damage.

What is data security?

Data security means protecting data from loss, corruption or unauthorised access.

Loss

Data loss means the data no longer exists in storage. For example, portable
storage such as a USB flash drive could be mislaid, or a file could be deleted
by mistake.

Data loss can severely affect businesses. A business may have compiled a list
of its customers’ bank details. If this data is lost, the business will not be able
to get money from its customers.

Corruption

Data corruption means the data has been damaged or changed. Changes mean
the data is no longer accurate, or has the wrong format. For example, if customer
bank details are altered, money might be taken from the wrong bank account.
Damage to storage media can corrupt data, for example a CD-R can be scratched.

If data corruption is severe, the data will no longer make sense and the
compulter will no longer be able to read it.

Unauthorised access

Some people have permission to see or alter data. Typically, they are people
who work for the organisation that owns the data. Other people do not have
permission. If they look at the data, copy it or make changes this is called
unauthorised access.
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Privacy

Privacy means data is only seen or copied by people who have permission.
Unauthorised access is a term referring to a situation where someone who
does not have permission has seen or copied the data. For example, a thief

may take customers’ bank details, enabling that person to steal money from
people’s accounts.

Integrity

Integrity means the data is protected from unauthorised changes. Someone who
does not have permission might make changes to the data. This is sometimes
called “hacking” and it is a threat to data integrity. For example, people might
alter their bank details to increase the amount of money in their own accounts.

0,

Test yourself

1. A company collects data about new ingredients for a soft drink. Give two reasons
why this data is valuable to the company.

2. A company stores data about all their employees so they can be paid. Explain the
need for data security.

3. A journalist looked at a film star’s emails to her husband. What type of security
problern is this?

4. A student went on his school’s computer system and changed his test result. What
type of security problem is this?

Learning activity

Investigate any current news stories involving data security. Working as a class, create a
news sheet that gives details of data security issues currently in the news.




Syllabus reference

1.4.1 The need to keep data
secure

Learners should be able to show
understanding of the need to
keep data safe from accidental
damage, including corruption and
human errors.

See also:

2.3 Safety online
3.3 Inside the CPU
Chapter 7 Ethics

4 Training will reduce human error

Security threats

Introduction

You have learned that data security and privacy are important. In this section

you will learn about issues that can threaten data security and privacy.

Internal threats

Internal threats to dala security are issues within a company that can cause
problems.

Hardware faults

Faults in storage devices and storage media can result in data loss. Sometimes
a computer is not built correctly. Or it can be damaged by careless handling
when it is being moved. A fire can destroy a computer system. The cables

and the wireless signals used to transmit data can have faults or interference,
meaning that the data received is incomplete.

One solution to hardware faults is to make a backup of all important data.
Then lost or corrupted data can be restored. Handling equipment carefully
and observing salety procedures can reduce the risk of hardware faults.

Software faults

Software is the instructions that control the computer. If the software has
faults then the computer might do the wrong thing. For example, we often
use a computer to carry out calculations. If the software does the calculations
incorrectly, the data will be corrupted. In other cases, the software might
accidentally delete data or send it to the wrong person.

Sofltware faults can be prevented by thoroughly testing the software beflore it
is used. Buy software from a company or a programmer that you trust.

Human error

The human users of a computer system can make mistakes. They might enter
the wrong data or make mistakes when they are using the software. They
might work in a way that risks damaging hardware. People may be careless
with equipment, for example tipping a soft drink onto a laptop. They may be
careless with storage media. For example, a civil servant left a USB flash drive
with government secrets on a train.

Human errors can be reduced by training staff to use the computer properly.
There should be clear guidelines about safe and sensible working practices.
Trainees and learners should get help and support. Good software design will
help to reduce human error. Software that is clear and easy to use helps staff
to work safely at the computer.
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External threats

Every company is part of a community and a country. Issues within the
community and the country will affect businesses. Events outside a company
can have a bad effect on the company’s computer systems. These events can
include power cuts, floods, earthquakes and social unrest. Some companies
have their own electricity generators to ensure no loss of power. All data
should be backed up.

In this section we have considered external threats caused by accidents or

faults. Threats can be caused on purpose, through deliberate human action.

These threats include:

® crime and malpractice (see 6.1 Security threats and pages 152153 for
more details)

® computer viruses and other malware (see 2.3 Safety online)

e computer hackers (see 7.1 Ethics).

Test yourself
Imagine you are running a company that makes computer games.

1. You have developed a new computer game. It is stored as a file on the main
computer in your office. Explain what hardware and software faults might cause the
loss of this important file.

2. What actions could you take to protect the file?
2. Everyone needs to eat and drink. What rules would you have for your employees
about eating and drinking at work?

4. Thinking of your own country and city, what are the main external threats that might
harm your computer system?

Q)

Learning activity

This activity is an extension of the questions you have just answered. It is based on you
running a company that makes computer games. Write a computer policy for your
business. It should set out rules for your employees to follow when they use the work
computer system. You can be as strict or as lenient as you like. What are the advantages
of different levels of control over your employees” actions?




Syllabus reference
1.4.1 The need to keep data safe

Learners should be able to show
understanding of the need to keep
data safe from malicious actions,
including unauthorised viewing,
deleting, copying and corruption.

1.4.4 Security examples

Learners should be able to: describe
how the knowledge from 1.4.1 can
be applied to real-life scenarios.

1.5 Ethical issues

Learners should be able to show
understanding of ethical issues,
including hacking.

See also:

2.3 safety online (Malware and
hacking)
7.1 Ethics (Hackers and crackers)

Malpractice and crime

Introduction

In the previous section you learned about issues that can accidentally
harm data. In this section you will learn about deliberate actions that can
harm security, privacy and data integrity.

Unauthorised access

If someone has unauthorised access to data it means that the person can see
or alter data without permission. It could be someone inside the company
or someone from outside who has gained access through a computer
communication link.

Viewing or copying data

People sometimes look at the data on a computer system without permission.
They might take a copy of it for themselves. It can be hard to tell that this

has happened because the data is not changed. This type of action is a threat
to personal privacy; for example, someone might learn how much money
another person has in a bank account. Tt is also a threat to business profits;
for example, someone might steal details of a new car design from a company.
People sometimes make illegal copies of films, games and music.

Deleting or changing data

People somelimes gain access to computer data without permission. They
delete or change the data. This is called “hacking”. For example, someone
might change the data on a bank computer to increase the amount in his or
her own bank account. This is the same as stealing money.

Malpractice

Malpractice means not doing your work properly usually by mistake.
Malpractice can be a threat to data security. Mistakes you might make when
using the computer include:

® Jeaving the computer logged on when you go out of the room, so that
someone else can access your files

® (elling someone else your password, so that the computer system is no
longer secure

® downloading software from the Internet or opening a damaging email,
which can put malware onto the computer

e using work computers for personal business, which wastes work time and
increases the risk of malware.

In general malpractice is not criminal activity. It is just careless. To prevent
malpractice employees should be trained and supervised. Company policies
should be written setting out the actions expected from employees in order to
maintain data security.
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Malpractice should not be confused with malware. Malware is software
(see more information in 2.3 Safety online). Malpractice is human activity.

Crime

Crimes are more serious than malpractice. Computer crime can cause a lot of
damage and problems. Some examples are:

® (aking a copy of music, games, movies, etc., without permission,
sometimes called piracy

® hacking (gaining unauthorised access to ICT systems) — hackers find out
passwords or bypass security systems

® creating and distributing malware

® identity theft, which is stealing someone else’s personal details, and pretending
to be that person, typically to take money out of the person’s bank account

@ deliberately damaging or stealing computer hardware and storage media.

Executable files

You have learned about malware. Malware files are executable files (or parts
of a file). These files can get into your computer without you noticing, having
been designed to load and run themselves. When the CPU executes the
instructions in the malware file it causes damage to your computer.

Q)

Test yourself

1. Why shouldn’t you tell anyone else your password?

2. Who is authorised to access your school computer system?
2. Explain the difference between crime and malpractice.

4. \Why can downloading software from the Internet to your school computer cause
a problem?

Learning activity

Extend the policy document you wrote in the previous section to cover the issues
mentioned in this section.
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1.4.3 The need to keep online
systems safe

Learners should be able to show
understanding of the need to keep
online systems safe from attacks
including denial of service attacks,
phishing, pharming.

1.2.2 Security aspects

Learners should be able to show
understanding of the security
aspects of using the Internet.

1.4.4 The need to keep online
systems safe

Learners should be able to describe
how the knowledge from 1.4.3 can
be applied to real-life scenarios.

Online attacks

Introduction

The Internet is a very uselul business resource. It is a great source of data.
Businesses use an Internet connection to buy and sell products. However,
the Internet also creates new security challenges. Online attacks are
threats to security that arise from use of data communications and the
Internet. In this section you will learn about online attacks.

Denial of service

A denial of service (abbreviated to DoS) attack is a way of harming a
company'’s computer services. It works by preventing the computer services
from doing their job, for example by flooding the computer with many requests
or messages. A DoS attack might make the compulter go very slowly, or make

it too busy to do its normal work. A DoS attack might make it impossible for
customers to contact the company, because all the connections are busy.

Automatic software can be set up to send millions of messages to the
computer from a single address. A more serious attack is called a Distribute
Denial of Service (DDoS). The messages seem o be sent from hundreds of
different addresses, so they cannot all be blocked. A DDoS attack will be set
up by someone who wants to harm the company, for example a business rival.
It might be done in protest against a company.

Identity theft

Identity theft happens when a criminal finds out your personal details. These
might include your bank account, your passwords and your personal ID. The
criminal can then use this information to pretend to be you online.

Opportunities for identity theft arise when people do their banking online and
buy products online. A criminal pretending to be you can take money from
your bank account. The criminal can buy things using your identity, so you
have to pay for them.
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Obtaining personal details

Identity theft can enable criminals to steal a lot of money. For this reason
there are lots of tricks that people use to get your personal details. Two
examples are called phishing and pharming.

Phishing

Phishing is typically done by sending a fake email or other message. Tt will
look like an email [rom a respectable company, such as your bank, and it
might ask you to confirm your password or ask you to send your bank details.
However, it is a trick. Criminals have sent the email to try to get your details
so they can commit identity theft.

Real companies should never ask you to send private details like this. Never
reply to an email that asks for private details. If you are in doubt, telephone
the company and check that they have contacted you. Do not use the phone
number in the email though, because that might be a trick too. Find the phone
number some other way.

Pharming

Pharming is typically done by making a fake website. Tt looks like the website
of a real company such as a bank or a website that sells products. You might
look at the website and think it is the real one. You might log on, or enter your
name and bank details. Now the criminals know your details and they can use
them to get money in your name.

Be extra careful that you have connected to the right website. Check for
spelling mistakes and false URLs.

Q)

Test yourself
1. Why does a DoS attack slow down a computer system?
2. How can pharming be used for identity theft?

3. You get an email from your bank, asking you to phone a number to check your
security settings. What is the risk?

‘ 4. The owner of a small business said “There are too many online risks so | will never use
, the Internet.” Explain why this is not a sensible statement.

Learning activity
Write an article for your local newspaper explaining the dangers of identity theft.
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1.4.2 Use of passwords and
biometrics

Learners should be able to show
understanding of how data

are kept safe when stored and
transmitted, including use of
passwords, both entered at a
keyboard and biometric.

See also:
2.3 Safety online

4 A palm scan proves your identity

# The retina of your eye has a unique
pattern

m Security protection

Introduction

In the previous seclion you learned about security threats that can cause
loss, damage or disclosure of data. In this section you will learn about
methods that can be used to protect data [rom these threats.

Proof of identity

Proof of identity is important for data security:
® (o control access to data

® (o prevent identity theft.

The main methods used for proof of identity are passwords and biometrics.

Passwords

We all know what a password is. It is a string of characters such as letters
and numbers. You think of a password for yoursell. You keep the password
secret. When you have to prove who you are, you enter the password. It can
by typed into a computer using a keyboard, keypad or touchscreen. It can be
transmitted to any Internet site.

Criminals will try to gain access to a system by guessing passwords. They
have software that will try a million different passwords, until they find one
that works. For this reason, you should use a complex password with a mix
of different characters. This is called a strong password. The stronger the
password, the harder it is for criminals to guess it. You should use different
passwords for different computer systems.

Unfortunately, many people use weak passwords, such as the numbers 1234.

Passwords like this are easy to guess. Another mistake people make is to tell
their password to a [riend. You should never do that.

ID cards

An alternative to a password is an ID card or swipe card. It can be read by

a special card reader. Sometimes a card is combined with a password. For
example when you use a cash machine you swipe your bank card, which
identifies you. You also enter a four-digit pass code. This confirms your
identity. An ID card can be checked by a person, as well as read by a computer.
The card often has your photograph on it for use as an additional check.

Biometric check

An alternative to a password or an ID card is a biometric check. Biometric
means a record of a physical characteristic, used to confirm identity. Examples
of physical features used for biometrics include:

e a finger print, thumb print or palm print
® the pattern of your iris (the coloured portion of your eye)

e features of your face such as the distance between your eyes.
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Checking physical features needs special equipment and software. For example:
® a palm reader

® an iris scanner

® a [acial recognition system.

However, it is difficult for criminals to pretend they are someone else if a
biometric check is used. You can find out someone’s password or steal their ID
card, but you can’t borrow their physical features.

Nowadays some smart phones have a built-in fingerprint check so nobody else
can use your phone.

Advantages and disadvantages

All of the methods to prove identity that we have looked at have advantages.
Passwords are easy and cheap to use. A strong password with many different
characters is hard to guess. The disadvantage is that unfortunately people
sometimes forget their passwords and cannot access their data.

Biometric checks have many advantages. You do not need to carry anything
or remember anything to use them. However, the equipment can be expensive 4 A cash point uses both a card and

to install. a numerical pass code
Advantages Easy to input on  You do not need to remember Can be changed
any device. anything. or taken away if
Can be changed  Uses features that are unique toyou. ~ Permissions change.
as often as you Can be checked by
like. a person as well as a
computer.
Disadvantages Easy to forget. Reading biometric features needs Scanning a card needs
Some people special equipment. special equipment.
choose weak Biometric scanning is more expensive  Cards can be lost or
passwords. than the other options. stolen.

Biometric features cannot be changed
if the security system is compromised.

Stealing biometric features

Some people worry that criminals will use violence to get round biometric
systems. For example they worry that someone might cut your finger off to

get your finger print. Doing this would not work. The fingerprint scanner uses
electrical sensitivity. It cannot read the print from a cut-off finger. The idea is a
scary story, nothing more.

Q)

Test yourself
1. Give two reasons why you might want to prove your identity. 0

2. How can you make your password harder to guess? Learning activity

3. Give two physical characteristics that might be used for biometric identity checks. Design an ID card that could

4. \What are the advantages of biometric checks compared to the alternatives? Are be used to access the school or
there any disadvantages? college computer system.
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1.4.2 Use of firewalls

Learners should be able to show
understanding of: how data

are kept safe when stored and
transmitted; use of firewalls, both
software and hardware, including
proxy servers.

-
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Firewalls

Introduction

In this section you will learn about a computer’s local area network (LAN)
and about firewalls. A LAN is a collection of computers joined by cables
or a wireless connection. A firewall is used to protect the computers in the
network from malware and other harmful data or signals.

Router

A local area network (LAN) connects all the computers in a single building.
A LAN is extremely useful for a business. All the computers connected to the
LAN can share data and software. Most businesses and many families have
a LAN connecting their computers.

The device that joins the LAN to the Internet is called a router. Again, a router
is very uselul. It means all the computers in the business can get data from
the Internet. They can use the connection for buying and selling and other
business tasks. Almost every modern business has an Internet connection.

However, there is a risk. The Internet is a source of malware and other dangerous
content. This content might get in through the router to the LAN. Then it could
spread to all the computers in the network. Tt could cause a lot of damage.

Proxy servers and firewalls are put in place to reduce this risk.

Internet

Router

4 A router connects a LAN to the Internet

Proxy server

A proxy server handles all the communications between two computers or two
networks. A user will request data, such as a web page, from the Internet. The
proxy server will take the data [rom the Internet. The user will get the data
from the proxy server. This means that the user does not make a connection
directly to the web page.



This has several advantages:

® It speeds up the connection. The proxy server connects to the website once
and downloads the content. Now the content from the website is on the
proxy server, close to local users. Any network users who want to look at
the page can get it from the proxy server using a fast local connection.

® The people who run the proxy server can check what websites people look at.

® There is no direct connection between the user and the website. This gives
the user privacy protection.

® Tt is safer. All content from the website can be checked before it is passed
on to the user.

Firewall

A firewall is a barrier between the Internet and the local network. The firewall
checks all the data that passes in or out of the local network. It will only pass
on data if it passes all the checks.

A firewall consists of:

® Hardware - a firewall device is a piece of hardware. The wired or wireless
link must pass its data through the firewall device to get in or out of the
network. It contains a processor.

@ Software — the firewall software is a set of instructions. They tell the
processor what to do with the signals that pass through the firewall device.
The firewall software will have rules that help it tell the difference between
sale data and dangerous malware.

A modern company will have a firewall in place to protect the computers in
the local network. Firewall technology is improving all the time. The software
is getting better at telling the difference between good and bad data.

O

Test yourself

1. What is the job of a router?

2. What is the job of a proxy server?

2. What are the advantages of using a proxy server to connect to the Internet?
4. \What are the two components of a firewall system?

5. How does a firewall improve data security?

Learning activity

Investigate firewall hardware and software systems that are for sale. What services do
they offer?

Security

# All data from the Internet must
pass through the firewall
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1.4.2 Security protocols

Learners should be able to show
understanding of how data

are kept safe when stored and
transmitted, including use of
security protocols such as secure
sockets layer (SSL) and transport
layer security (TLS).

See also:

2.2 The Internet (TCP/IP)

Security protocols

Introduction

You have learned that a protocol is a standard for communication. Devices
that use the same protocols can communicate with each other. Some
protocols are designed to preserve data security. You will learn about
security protocols in this section.

Open systems interconnection (OSI)

In this context, the word “standard” means a system used by everyone. A
protocol is a standard for communication. These protocols can be described
in terms of a model called open systems interconnection (OSI). OSI groups
protocols into seven layers. For example, layer 1 has the protocols for physical
hardware and layer 2 has the protocols for transmitting binary digits. The OSI
model is an ideal system and it has never been fully implemented.

Transport layer

Layer 4 of the OSI model is called the transport layer. This layer has the
protocols for how two devices at either end of a long communication link talk
to each other. There might be many different cables and devices between the
two. Transport protocols control the end-to-end communications, not the links
in between. The TCP/IP protocol is part of the transport layer.

Transport layer security (TLS)

Transport layer protocols control communication between two distant devices.
Transport layer security (TLS) is a way of making this communication private.
No other device can read a message sent between the two devices and nobody
can make changes to the message.

A message protected by TLS is safe, even though it has to pass through
lots of connections to get to its end point. Remember that not all Internet
communication is protected by TLS.

TLS has two parts:

® TLS record protocol — a standard method to break the communication
down into parts called records

® TLS handshake protocol - see below.

Handshake

The TLS handshake protocol is a signal sent between the two devices at the
start of communication. The handshake lets each device check that the other
is genuine. A genuine website has a security certificate, issued by a recognised
certificate authority (CA). During handshake the security certificate is checked.
The TLS handshake establishes a private link between the two devices. During
the handshake the two devices can exchange an encryption key. Learn more
about encryption on pages 162-163.



Security

Certification authority

Authentication is an important part of the handshake process. Authentication
means checking the computer at the other end of the communication link

is genuine. Is it what it claims to be? For example it is really your bank?
Authentication uses a digital certificate. That is like an electronic ID card
which proves the computer’s identity.

Certificates are issued by a certification authority (CA). An example of a CA is
Verisign. A CA is an organisation that everyone trusts. If a business requests

a certificate from a CA it will check that the company is what it claims to be.
Then it will issue a certificate. The CA will check each certificate regularly. If
the company has been involved in Internet fraud the certificate will be revoked.

Your computer has a list of trusted CAs. When your computer receives the
certificate, it will check that it was issued by CA from this list. If the CA is
trusted, then the certificate is good. Now communication can proceed in salety.

Secure sockets layer (SSL)

Secure sockets layer (SS)L is the name of the protocol that was used before
TLS. It has different methods of encryption and it is less secure. However, its
overall purpose is the same. The two are grouped together as TLS/SSL. You
would use one or the other, not both together.

Example: online shopping

If you buy a product online you need to provide your bank card details. If the
connection was not secure, a criminal could take your details and take money
from your bank account. The TLS protocol prevents this. First, it checks that
the website you are using is real. Then it sends your bank information using
encryption (secretl code). Find out more about encryption on pages 162-163.

Q)

Test yourself

1. What are the two parts of the TLS protocol?

2. What protection is offered by TLS?

3. Explain how a handshake is used to establish a secure connection.

4. \When | buy a book from Amazon my computer checks that | am connected to the
real Amazon website. Why is that?
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1.4.2 Use of encryption

Learners should be able to show
understanding of how data are kept
safe when stored and transmitted,
including use of symmetric
encryption (plain text, cypher

text and use of a key), showing
understanding that increasing

the length of a key increases the
strength of the encryption.

Encryption

Introduction

You have learned that encryption is used to put messages into a secret
code. This protects them from being read or changed as they go through
Internet links. In this section you will learn how encryption works.

Plain text and cypher text

Plain text is ordinary words and numbers. Plain text is not secure. Remember
that an Internet message goes through lots of connections and devices on its
way 1o its destination. The plain text could be read by anyone with access to
those connections.

Cypher text is text that has been scrambled or changed using a secret formula.
For example, the computer could swap each letter for the letter two places
further along in the alphabet:

Ecp aqw tgef viku oguucig?

The process of turning a message into cypher text is called encryption.

Encryption

Sometimes you will want a message you send to be private. For example if

you log in to an online bank service using a password, you don’t want anyone
else to know your password. When a message needs to be secure it can be

sent as cypher text. The process of turning plain text into cypher text is called
encryption. Encryption is done by the computer before the message is sent. The
sender doesn’t have to work out the cypher and doesn’t see the scrambled text.

There are two stages to encryption:

@ Encrypt: when plain text is turned into cypher text.

® Decrypt: when cypher text is turned back into plain text.
Two compulers are involved in encryption:

® The sender encrypts the message (and sends it).

® The receiver decrypts the message (when it receives it).

Encryption key

Encryption uses a key. The key can be a string of text characters or a
number. The key tells the computer how to encrypt plain text. It also lets the
computer decrypt the cypher text. Encryption and decryption are done using
a mathematical formula. As with passwords, a long and complex key gives
stronger protection.

Remember that as a computer user you do not have to know the key. For
example, when you buy a product from Amazon your bank details are
encrypted. You don’t notice the encryption that is used. The computer
encrypts and decrypts the messages before you see them.
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Symmetric encryption

In symmetric encryption the key is kept secret. Only the sender and receiver
know the key. The sender uses it to encrypt the message. The receiver uses the
same key to decrypt it. The problem with the secret key is that it has to be sent
over the Internet before encryption can begin. Anyone who finds out the secret
key can decrypt the messages.

Asymmetric encryption

In asymmetric encryption there are two keys: a public key and a private key.
The two are mathematically linked. A message encrypted with one key can
only be decrypted with the other key. These are features of the two keys:

® The public key is shared with any computer that needs to send a message.
Any computer can download the public key: it is not a secret. Computers
that want to send messages to you can use the public key to encrypt the
messages before sending them.

® The private key is kept secret on your computer. Your computer can use
it to decrypt the messages that are sent to you. The private key is never
transmitted.

This means that anyone can send you a secret message, but only you can

decrypt the messages. You never need to see the public and private keys. The

compuler generates them automatically, stores them securely, and takes care

of encryption and decryption. The messages you see are all plain text.

Asymmetric encryption is safer than symmetric encryption, but slower.

Q

Test yourself
1. Why is cypher text more secure than plain text?
2. Explain why the use of cypher text requires a key.

2. What is the difference for a computer user between using a password and using an
encryption key?

4. \Why is asymmetric encryption safer than symmetric encryption?

Learning activity

1. You have seen an example of encryption where every letter in a message is replaced
by the letter two further along in the alphabet. Working with a partner, develop a
secret code. Use a similar method, but choose the letter three along, or four along,
or any other number you like. Use your code to send messages to each other.

2. Challenge another pair of students to decode your secret messages.

3. Write a report about the code you used, with examples of encrypted messages.
The code you used was an example of symmetric encryption. Explain why.
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1.4.4 Security examples

Learners should be able to
describe how the knowledge
from 1.4.1, 1.4.2 and 1.4.3 can
be applied to real-life scenarios
including, for example, online
banking and shopping.

Security examples

Introduction

So far in this chapter you have learned about security risks and the
methods used to protect data. In this section you will see how these ideas
are applied to real-life computer systems.

Banking

A bank account keeps your money safe. When you want to make a payment
you instruct the bank to send money from your account. There are many ways
to instruct the bank. The most common examples are cheque, debit card and
direct transfer.

Online banking lets you do all your banking tasks on the Internet. For
example, you may use your home computer. You can check your account to
see how much money you have got. You can make payments to other people.
You can transfer money between different bank accounts.

Every time you instruct the bank to make a payment you must be able

to prove your identity. You do not want someone else to make payments
with your money. Online banking uses passwords, encryption and security
protocols to make sure nobody else can access your account.

E-commerce

E-commerce means buying and selling things over the Internet. Most large
retail businesses use e-commerce. Sites such as Amazon, eBay and Etsy
specialise in e-commerce.

To buy things over the Internet you must trust the retailer. You will send them
your bank account details. They will only take the amount agreed. Customer
safety and trust is vital for these businesses.

s
wesBiig

However, you must be sure you are sharing data with a company that has
reliable security systems. You must make sure you are connected to the right
website. You must make sure you use a safe and private communication link.

Security methods that you have learned about in previous sections will let you:
® prove your identity so nobody else buys things using your account
® encrypt your message so nobody finds out your bank details

@ check it is the real site, not a pharming site.
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Teleworking

Teleworking means that you work from home. You connect your home
computer through an Internet link to a computer at the company you work for.
These are some of the advantages and disadvantages of this way of working:

® Teleworking has many advantages. It saves travel time. You can work
outside of normal office hours. Your employer can have smaller offices, so
their premises are less expensive.

® Disadvantages of teleworking include the following. Not all types of work
can be done using a computer link. It can be hard to supervise people who
are not in the office.

For teleworking you need a safe and secure link from your home computer
Lo your company’s computer. Data that is sent between the two computers
is encrypted.

Cloud services

You have learned that cloud storage lets you save your work over an Internet
connection (see 4.3 Memory and storage — Use and choice of storage). Internet
companies offer other cloud services. Examples include email and document
creation. You do not want anyone else to access your private online storage.
For this reason, cloud services require passwords and often use encryption.

Your responsibility

Sale use of e-commerce, banking and teleworking requires technology,
including software and protocols. Remember though that users must also play
a part — they must behave in a sensible and cautious way.

Q)

Test yourself

Modern data security measures let us carry out many different activities online at low
risk. Some people see a downside to increased use of online activities — they think this
has harmful effects on society.

1. What are the advantages and disadvantages of online banking compared to visiting
a bank in person to carry out your business?

2. What are the advantages and disadvantages of buying from a website instead of
visiting a shop?

3. What are the advantages and disadvantages of teleworking instead of going in to
work in your employer’s workplace? How might teleworking change our society?

Learning activity

1. Go to a website where people can buy products online. Search the site to find out
what policies and procedures the website has in place to protect customers’ privacy
and security. You may find an explanation in the online "Help” section.

2. Using the information you found about your chosen website, create a presentation
that explains what security protection is in place for users of the website.




Review

Key terms

Asymmetric
encryption

Biometric
check

Cypher text
Decryption

Denial of
Service

Encryption key

Firewall
Identity theft
Malpractice
Pharming
Phishing

Symmetric
Encryption

An encryption system where the encryption key is kept secret by one
side of the communication.

A security check which relies on checking one or more of your physical
features like your fingerprints.

Text which has been hidden using encryption. Cypher text can only be
read by a computer which knows the “encryption key”.

Turning cypher text into plain text which anyone can read.

An attack on a computer system by overloading it with messages and
queries so it stops working.

A hidden number value which the computer can use to decrypt cypher text.

A combination of software and hardware which screens the data
flowing in and out of a network.

Pretending to be another person online, for example so that you can
take their money.

Making mistakes when you use a computer system. This can cause loss
of data or loss of privacy.

Making a fake website — typically pretending to be a respectable
organisation — to trick people into sending you their identity details.

Sending out fake emails — typically pretending to be a respectable
organisation — to trick people into sending you their identity details.

An encryption system where the encryption key is known by both sides
of the communication.

Project work

A substitution cypher is a secret code where each letter of the alphabet is substituted for

another.

A keyword cypher is a type of substitution cypher that uses an encryption key. The key
is a word. Pick a word which has no repeated letters in it. You put the letters of the
encryption key under the alphabet starting at A. In this example the encryption key is

XRAY.

Al B LGN NN W E

S0 LR AN B

F= 0 I N sl P Tl W) oA Ml S o T M NS Vi [ NSl e

Then complete the table by adding the remaining letters of the alphabet, in order.

Al B LGN NN WE
X LR AT BN RS @ FRE R

F ) [ (NI ) T st I Wil ST G ) IR el M-S ST LT Mot/ v i

) il
Ay O o o | I ) R CEVIR (15 8 T VU1 [ VAT

Can you decipher this message using the encryption key XRAY?

QEB MIXKP XOB RSOFBY SKYBO QEB POXQSB

1. Working alone or in a small group, develop a keyword substitution cypher, and use it

to encrypt and send a message to another group.

2. One group is the receiver of the message. Give them the encryption key and the

message.

3. Another group is the interceptor of the message. Give them the message but NOT the
encryption key.

4. Everyone work to decrypt the messages they have received or intercepted.

Write a report on what you did. If you have time discuss the limitations of a simple
substitution code and suggest alternatives.



Ethics
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1.5 Computer ethics

Learners should be able to show
understanding of computer ethics,
including copyright issues and
plagiarism.

m Copyright

Introduction

Ethics means the study of right and wrong. In this chapter you will look
at some of the issues relating to right and wrong ways of using computer
systems. First, the chapter explores the issue of copying other people’s work.

Ethics

Ethics is the study of right and wrong. People disagree about what behaviour
is ethical. People’s views about ethics are influenced by religion, tradition and
family life. The Internet lets us interact with people all over the world. They
may have different views from the ones we are used to. This means computers
make us think hard about ethical issues.

Ethics is not the same as law. Some unethical actions are against the law, but
some unethical actions are lawful. That does not make them right. Technology
is always changing. Sometimes the law has not caught up with technology.
New laws might be needed, and until that time, legal protection may be
unclear. Sometimes computers make it easier for criminals to break laws.

For all of these reasons, the use of computers brings us ethical challenges
and risks.

Easy copying

Computers make many tasks much easier than they used to be. An example is
copying. Data on the computer is very easy to copy. This is very useful and so
we make copies all the time. However, copying brings ethical challenges. Do
we always have permission to copy other people’s work? What are the rules
about copying?

Intellectual property rights

Your intellectual property (IP) is anything you made with your own ideas
and creativity. It could be music, a book, an invention or a design. You have
intellectual property rights (IPR). That means nobody is allowed to copy
your intellectual property without your permission. IPR is protected by
international agreements.

Copyright
Copyright law tells us what we have the right to copy. Copyright law protects
IPR. It includes all types of electronic data, for example:

@ text in documents and books
® music

® movies and TV programs

e software including games.

You can only copy this material if you have permission. Generally, to obtain
permission you have to pay for the content.
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Why are there copyright laws? Why are we not allowed to make any copies of
any material we want? Because people have spent time and hard work making
digital content. For example, programmers work hard to make a computer
game and the companies employing them will have made a huge financial
investment. If you make a copy without paying, they do not get any reward.

Plagiarism

Some people make a copy of someone’s work and then pretend the material

is their own work. This is called plagiarism. Sometimes people copy a whole
piece of work, but it is also plagiarism if you only copy part of some text.

For example, if you copy and paste someone else’s material (such as text, tables,
pictures or graphs) into your school or college work you must say where the
material came from: you must give a reference to the original source. Teachers
will fail students for plagiarism. However, it is often acceptable to use text if
you reference its source correctly. Your teachers will explain how to give proper
references in your work.

Fair use

Despite copyright law you are allowed to make some use of digital material.
The laws vary between countries but the general term is “fair use”. In general,
using content made by someone else in your own work counts as fair use if:

e you only take a small part of the work
® you credit the original source.

The boundaries of what is fair are not always clear. For example a lot of
modern music includes samples of older music tracks. There have been some
legal battles about whether this is fair use.

Q)

Test yourself
1. Why has the spread of computers made IPR such an important issue?

2. A student wrote a review of a book for their school magazine. She included some
extracts from the book in her review. Explain whether she broke any laws.

3. A student bought a computer game. He made five copies of the game and sold them
to his friends. Explain whether he broke any laws.

Q)

Learning activity

Have a class discussion about copyright and fair use. How much copying do you think is
fair? How much music is it fair to sample in a track?
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1.5 Free software

Learners should be able to
distinguish between free software,
freeware and shareware.

See also:

Chapter 5 Software

Free software

Introduction

You have learned that software is covered by intellectual property rights
(IPR). You cannot use software without permission [rom its maker. Often
you have to pay to use software, but in some cases software is free. In this
section you will learn that there are different types of free software.

Key terms

All software is covered by TPR, but some programmers have special
arrangements that let you use the software they made without paying. This is
legal and ethical, if you follow the rules. To understand the different types of
[ree software that are available you must understand some key terms:

® [ree
® open source

® public domain.

The meaning of “free”

Free software can be [ree in different ways. In this context, “free” can mean
you don’t have to pay for the software or it can mean you can do anything you
like with it. Be careful about the different meanings.

Open source

You have learned that programmers write programs in a computer language.
This is called source code. Then they compile it to make an executable file

(in machine code). Usually, when you buy software you only get the machine
code. A person cannot read or edit it.

With open source software you can get the source code too. You don't have to do
anything with it, but if you understand programming you can make changes to
the code. You can make new versions of the software. You can share your new
version. Sometimes thousands of programmers will work together to improve
the source code. One example of an open source operating system is Linux.

Public domain

Software that is in the public domain has been made freely available for
anyone to use. The people who made it have given up their IPR. Nobody has
any legal ownership of the software.

Types of software

Using these key terms helps us to understand the different types of software:
e f[ree soltware

® f[reeware

® shareware.
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Free software

Free software is not always free of charge. As mentioned above, the term “free”
can mean that you can do anything you like with the source code. Free software:

® isopen source
® issometimes in the public domain, but not always

e sometimes has to be paid for, but once you get it you can do what you like
with it: you can make changes to the soltware; you can even sell it.

Freeware

Freeware is software that is available for no charge. In this case “free” means
you do not pay. Freeware:

® isnol open source

® isnotin the public domain

® js [ree of charge, at least at first

® isavailable for you to use, but you are not allowed to sell it.

You cannot sell freeware because the IPR is still owned by the programmers.
Freeware that you might know about includes:

® Adobe Acrobat Reader, which lets you read PDF files
e Skype, which lets you make phone calls through your Internet connection

® AVG anti-virus soltware.

Shareware

Shareware is similar to freeware. Shareware:

® isnotin the public domain

® jsfree of charge

® isavailable for you to share with other people.

Shareware is different from [reeware because there is an expectation that its
users will pay for shareware at some point. Typically, free use of shareware
will run out after a few months. Other limitations may have been placed on
how you can use the software. Paying for the software will overcome these

limitations or unlock new features. Shareware you might know includes
Winzip, which is a file compression software.

®Test yourself 0

1. “Linuxis an open source operating system.” Explain in full what this sentence means.

Learning activity
Investigate examples of freeware,
shareware and free software.

2. You have learned about free software and freeware. Explain what the word
“free” means in each case.

2. A company made a computer game. It was shareware. Explain some different Make a directory of some of the
ways the company could make money from this computer game. most important examples. Which
4. A virus check program is in the public domain. Who owns the IPR of that ones do you think you might use

software? Explain your answer. now, or in the future?
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1.5 Ethical issues

Learners should be able to show
understanding of the ethical
issues raised by the spread of
electronic communication and
computer systems, including
hacking, cracking and production
of malware.

See also:

Chapter 6 Security
2.3 Safety online (Malware and
hacking)

Hackers and crackers

Introduction

In Chapter 6 you learned about computer security. There are people
with very high expertise in using computers. They can use their skills to
overcome compulter security measures. They are called hackers. In this
section you will learn about hackers and what they do.

Hacker

The word “hacker” is used in different ways. Among people with good
computer skills it is sometimes used to mean a person who likes to investigate
and work with computer systems, to understand them better. More generally,
“hacker” is used to mean a person who breaks into computer systems to steal
data or make changes.

To make things clearer people sometimes divide hackers into different
categories:

® Black hat hackers are hackers who break into computer systems. They are
also called crackers. They will work in secret. If they find a problem with
the security system they will exploit it to gain access. They might make
changes to the data or make copies of the data. They might put the data
into the public domain. They are usually breaking the law.

@ White hat hackers are people who have permission to work with computer
systems. Sometimes they are employed to test the security system. They
will let the owners of the system know they are working with it. If they find
a problem they will report it so it can be fixed.

® Grey hat hackers are the large number of hackers who do not fit into the
two previous categories. They may work without permission. However,
they may not do any damage. Like white hat hackers, they may let the
owners know if they find a problem. Grey hat hackers are often breaking
the law. However, the main priority of the police will probably be stopping
the hackers who cause damage.

Some hackers cause a lot of damage to computer systems. In extreme cases
this can lead to financial loss or even harm to people. Although it is not
publicised, it may be that some governments use hackers to spy on other
governments’ computer systems.

Malware

Malware is software that can damage the compulter system or delete data. For
a reminder of the details, turn back to 2.3 Safety online (Mahvare and hacking).
The most common example is a virus.

Malware is hidden. The user cannot see it on the computer. You need good

programming skills to create malware.

Some people make malware for a prank or a joke. Others make malware to
achieve particular goals. Malware can be used to break into security systems.
For example, malware can be used to record every key you press during the



day. The malware will send this information through a computer connection
to the hacker. In this way the hacker will find out your passwords.

Q

Test yourself
1. Explain the difference between a white hat hacker and a black hat hacker.

2. A hacker put hidden software on a computer to record keystrokes. How did this help
the hacker to break computer security?

2. A hacker made a computer virus to harm a person he did not like. The virus did not
only harm that person though. Explain why.

4_A student looked on her computer and did not see a virus. Does that mean her
system is safe?

Q)

Learning activity
Your challenge is to read a book or watch a film about hackers and crackers. Here are

some suggestions.

Films: Books (fiction and non-fiction):

® DieHard 4 ® The Hacker Crackdown

® The Net by Bruce Sterling

® Hackers ® Neuromancer by William Gibson

® Tion ® We are anonymous by Parmy Olsen
® The Matrix ® [jttle Brother by Cory Doctorow

8 W Games. ® Coding Freedom: The Ethics and

Aesthetics of Hacking by Gabriella
Coleman.

Ethics
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Key terms

Copyright

Hacker

Intellectual
property

IPR

Open
source

Plagiarism

Public
domain

The right to control who can copy an item, for example an
intellectual or creative product. Computers have made it easier
to take copies without permission.

This term has more than one meaning. In normal use it means
a person who gains access to a computer system without
permission.

Anything you have made using your own ideas and creativity
is your intellectual property. This can include books, films,
software, music.

Intellectual Property Rights are the rights you have to control
the use and copying of your own intellectual property.

Open source software is provided not just as an “executable file”
but also as source code, written in a high-level programming
language. The user can edit and change the code.

Using somebody else’s words or other intellectual property, and
claiming that it is your own.

The person who puts a product “in the public domain” has
relaxed their intellectual property rights, and given permission
for people to use their work. There may be some restrictions still
in place though, so check carefully.

Project work

On page 173, you were given the task of reading a book or watching a film
about hackers and the ethics or practice of breaking into computer systems.

Write a review of the book or film. Explain the ethical stance set out by the

writer and whether you agree or disagree with it.
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8.1 Introduction to
programming

Learners are advised to try out

solutions to a variety of different

problems on a computer using a

language of their choice.

See also:

Chapter 5 Software

m Introduction to
programming

Introduction to Python

Introduction

In this chapter you will learn to program using the Python programming
language. This section is an introduction to Python.

Begin programming
In this section you will learn about programming. The Python programming

language is used as an example. There are many other programming
languages. The features you will learn about are found in almost all languages.

So, for example, you will learn how to “declare a variable” or “add a loop” to a
program. You will learn how to do these things using Python. But remember
that you could have used any other language.

To extend your understanding of programming you could work independently
to learn about an additional language and see how it compares to Python.
However this is not essential.

What is Python?

Python is a programming language. Here are some ways to describe Python
using terms you have already learned:

® Python is a high-level language.

® Python is an interpreted language.
e Python is open source software.

@ Python is free software.

If you cannot remember what all these terms mean, look back at pages 144-145
and 170-171. Python is developed under an open source licence, making it
free to use.

Free software

Python is [ree, so you can download it onto your own computer at home. You
do not have to pay. That means you can practise programming outside of
classroom time.

To download Python go to the main Python website:
https:/www.python.org/

Choose “Downloads” from the menu.
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Versions

There are several versions of Python. Some start with 2, for example 2.7.10.
Some start with 3, for example 3.5.3. In this book we use the type that begins
with 3 (version 3), but you can use either type. Any differences between the
versions will be explained.

Integrated development environment

Like many program languages, Python comes with an integrated development
environment (IDE). The Python IDE is called IDLE.

An IDE is similar to a word processor. An IDE lets you type up your program
and save it like a document. A typical IDE has extra features you don't find in
a word processor. IDLE:

® uses colour to show different features of the program code

® lets you run the code (execute the program)

® gives you guidance about errors in your code. o SEhD

File Edit Shell Debug Options Windows Help

Python 3.3.1 (v3.3.1:d9893d13c628, Apr 6 2013, 20:25:12) -
Start IDLE [MSC v.1600 32 bit (Intel)] on win32
Type "copyright”, "credits™ or "license()™ for more inform
r: 4 o 2 ation.
When you start IDLE you will see a window like this. >>> |
It says “Python Shell” at the top. Open the menu as shown
Y Y

in the picture:

Choose “New Window”. A second window will open.
It looks like this:

| & Untitled - O X

Ln: 3/ Col:4

File Edit Format Run Options Window Help

# Open the file menu and choose new window

0/

Test yourself

On this page Python is
described using four terms:

® high-level language
® nterpreted language

® open source

_[ ® free software.
Explain what each of these
Ln: 1|Col: 0 J

terms mean.
# The second window is where you will enter the Python code
Whenever you use Python you will see two windows like this. The new 0
window you opened is where you write the program. Then you can run the . . .
program. The results will appear in the “Python Shell” window. Learning activity

Start up Python IDLE and open
a new window as shown in
this section. Investigate the
menu bars.

The new window has a menu bar across the top. The “File” menu will let you
save the programs you make, and open saved programs. The “Edit” menu will
let you cut, copy and paste.
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2.1.1 Flowcharts and
pseudocode

Learners should be able to: use

flowcharts and pseudocode;

produce an algorithm for a given

problem (either in the form of

pseudocode or a flowchart).

See also:

Chapter 9 Solution development

Algorithms

Introduction

Flowcharts and pseudocode are ways of setting out the logic of a program.
This is called making an algorithm. In this section you will start to learn
about algorithms.

Algorithm
An algorithm describes a set of steps to solve a problem. For example, a recipe

is a simple algorithm. Algorithms are used in mathematics to describe how to
solve problems.

For programmers the term “algorithm” describes the logical structure of a
program. An algorithm sets out all the actions that the program will carry out.
Tt is a way of describing a program before you start work on it.

An algorithm is not written in a particular programming language. Turning an
algorithm into a program is called coding.

Why do programmers use algorithms?

Why do programmers spend time setting out an algorithm instead of starting
work by writing code? There are several reasons. Setting out an algorithm
helps them to:

® plan their approach to the problem and check it makes sense before
they begin
® choose the right way to solve the problem

e describe their solution to others, including people who use a different
programming language

® keep a record of the logic of their solution.

Plan backwards from results

All programs are written for a purpose. Typically, the programmer works for a
client. The client pays the programmer to make a program. The programmer
talks to the client to find out what the client needs. This will be the output

or result of the program. The programmer plans backwards from this final
output. The programmer must make sure the program provides the results the
client has asked for.

The process of developing a solution to a client’s problem is set out in more
detail in Chapter 9 Solution development.

Flowchart

A flowchart is a type of diagram. It uses boxes connected by arrows to show
the logic of a program. The boxes stand for actions. Different shapes of box
stand for different actions. The boxes are connected by arrows. The arrows

show the flow or sequence of the program.



Example

it
]
L}
1
1
! Here is an example of a flowchart. It shows a program where the user inputs a password.
E The right password is “Pluto”. The computer shows the message "correct password” or
i “wrong password” depending on what the user types in.

L

:

L}

]

L}

]

In the rest of this chapter you will learn about the different flowchart symbols and what
they stand for.

Pseudocode

Pseudocode is a different way of setting out an algorithm. It uses words
instead of boxes and arrows.

Pseudocode is not exactly like any particular programming language but it
is similar to program code. There are many different types of pseudocode. In
this book you will learn a particular one that is somewhat similar to Python.

PRINT “Wrong Password”

ENDIF

b e —— i
L} 1
 Example :
L 1
! This pseudocode represents the same algorithm as the flowchart shown above: 1
[} 1
' READ Password i
) 1
E IF Password = “Neptune” THEN E
I 1
£ PRINT “Correct password” -
) 1
i ELSE :
i .
L} 1
] 1
L} 1
L ]
] 1
] 1
L} 1
L} 1
(] 1

Advantages and disadvantages
There are advantages to each way of making an algorithm:

® A pseudocode algorithm uses less space than a flowchart. Pseudocode is
similar to normal program code. It is easier to write neat pseudocode than
drawing a flowchart. You don’t need special graphics software.

® A flowchart algorithm is often easier for an ordinary person to understand
than a pseudocode algorithm: a flowchart algorithm is more accessible and
readable.

In this book you will learn both.

Q)

Test yourself

1. A programmer said: “When | plan a program the most important thing is that the
program produces the right outputs”. Explain this answer. Do you agree with her?

2. What is an algorithm? Why do programmers create algorithms before they start to
write program code?

2. What features of a flowchart help the programmer to describe an algorithm?

4. \What are the advantages and disadvantages of using pseudocode compared to a
flowchart?

Programming

Input
password

Password =
“Pluto”

Y

Output Output
“correct “wrong
password” password”

Learning activity

Using any graphics package,
create the flowchart shown on
this page.
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2.2.1 Programming: use
predefined procedures/
functions

Learners should be able to use
predefined procedures/functions

m Begin coding

Output

Introduction

You have learned that a programmer works [or a client. The program that
is designed for the client must produce the output that the client wants. In
this section you will learn how to produce output from a program.

Python output

The main output of a simple Python program is on-screen display. To make
Python display output on the screen you use the command “print”. You
must type the command in lower case letters:

print (\\ e o _.rr)

Whatever is inside the brackets and quote marks will appear on the screen

when you run the program. A set of characters inside quote marks is called a
string (or sometimes called a literal). Python will display the string exactly as
you type it inside the quote marks. You can use single or double quote marks.

To print a blank line you enter this code:
print (“\n”)
NOTE: If you are using Python version 2, you leave the brackets out of

the print command. This is the main difference between the two versions
of Python.

Function

A function is a special type of command that makes the computer transform
or use a value. “print” is a function.

Every function uses or transforms a value. The value is shown in the brackets
after the function name. This value is called the parameter of the function.

The print function includes a parameter, inside brackets. The print
function will display the parameter on the screen.

Predefined function

Most functions are made by programmers when they write their program
code. However, “print” is a predefined function. This means it comes as part
of the standard Python code.

Python comments

Comments are lines of code that the computer will ignore. Comments are
used by programmers to add explanatory notes for anyone who looks at the
program and wants to understand it.
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In Python any text that follows the hash symbol (#) is ignored by the computer.
It is treated as a comment.

Example program

Here is an example of a Python program using print and gram name: myfirst

Pro
Code written by: Alison Page
Thi

o

comments.
# s program demonstrates use of the print command
IDLE uses colour as follows to show the different types of
code you have entered: ;
PrinE (F=———== e =i
® the function name is shown in purple print (" WELCOME 5
print{® This is my first program ")
® the string is shown in green [T R st (— SRS —n)

® the comments are shown in red.

If you make a mistake you may spot the colours are wrong.

What is the error in this example?

Save and run

Python is an interpreted language. When you run the code, Python will read [ fistoy - crpythonas/myfirstey
the lines one at a time. It will turn the line of program code into machine File Edt Format [Run] Options Windows Help
code. The machine code will go to the CPU. The CPU will carry out the FEOQTER iy o

-
A 5o # Code wri| Pag
commands on that line. This is how you save and run the program code: # This pro| CheckModule AlteX FS 5

Run Module  F5

Python Shell

® To save the program code choose “Save” from the file menu and enter a
name for the program. Pick a name that reminds you what the code does.

® To run the program code open the “Run” menu. Choose “Run Module”.
If you try to run without saving, Python will remind you to save first.

The output of the program will appear in the “Python Shell” window.

Syntax errors

“Syntax” means the rules of a language. If you make a mistake in the program
code, this is a syntax error. The code will not run. An error message appears in
the “Python Shell” window.

>>>
WELCOME
This is my first program
Traceback (most recent call last):

File "C:/Python33/myfirst.py", line 9, in <module>
Print ("= ===t
NameError: name "Print' is not defined Test YOUI'SEH
>>> 1. What is a string?

2. What does the computer do
with comments added to a
program?

The error message tells you what error it found, and in what line of the code.
Go back to the code. Correct the error. Save and run the program again. It is

OK to make mistakes in code. All programmers do this.
3. Explain the syntax of a

print command. What
goes in the brackets?
Learnmg aCt“"tY 4. Describe what happens

Invent a name for a new computer game. Produce a Python program that displays a when you run a Python
welcome screen for the game. Save and run the program. program.
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2.2.1 Programming concepts

Learners should be able to
understand and use the concept of
sequence.

2.1.2 Pseudocode

Learners should be able to:
understand and use QUTPUT (for
example PRINT); understand and
use standard flowchart symbols
to represent these statements,
commands and structures.

Output
“Welcome”

Output
“This is my
1st program”

Sequence

Introduction

In the previous section you created a simple Python program. In this
section you will use that program to demonstrate the concept of sequence.
You will produce algorithms that show the same sequence.

Sequence

The sequence of commands in a program means the order in which they are
carried out. You have made a simple program with a series of print commands.
The commands are simply carried out in the order they appear in the program,
starting with the first line and working down the screen.

In 8.4 Repetition you will learn about alternative sequences, for example loops,
where commands are repeated several times.

Pseudocode

Pseudocode uses a print command similar to Python, but there are some
differences. The word PRINT is written in upper case letters. There are no
brackets.
Here is a pseudocode version of the Python program from the previous page:
PRINT “=========================="
PRINT ™ WELCOME"
PRINT “This is my first program”
PRINT “=========================="

You can use single or double quotes in pseudocode print commands. Look at
the Python program you wrote and compare it with the pseudocode version.

Sequence in pseudocode

The sequence of a pseudocode program is easy to understand. Each line is
carried out in the order in which it is written.

Flowchart

Every flowchart has one start and one end. Start and end are shown by boxes
with rounded corners. A typical flowchart goes down the page. The sequence
of commands is shown by an arrow.

Outputs are shown using a box like the one below.

Output
“Welcome”

The value to be output is shown inside the box. Strings are shown in quote
marks, just as in Python or pseudocode.



Simplifying a flowchart
When you are making a flowchart you have a choice. You can:
® show every output in a separate box, giving the full details

e simplify output into a single box, which summarises the output.

Here is an example of a flowchart that simplifies the algorithm.

START
Qutput
Welcome screen

This example does not show every output in a separate box. It summarises
all the output. This saves space and time when the algorithm is created. The
disadvantage is that when you turn it into a program, you will need to turn
one box in the flowchart into many lines of code.

Q)

Test yourself

1. What is the difference between the syntax of the print command in pseudocode
and Python?

2. This page shows the same algorithm in pseudocode and as a flowchart. Which do
you prefer? Give reasons for your answer.

3. In Python, comments are not carried out by the CPU. Why don’t we need to use
comments in pseudocode?

4. Draw a flowchart for a program that would output your name.

5. A programmer summarised program output to simplify the algorithm. What are the
advantages and disadvantages?

Learning activity

In the previous learning activity you made a Python program. Make a pseudocode
algorithm and a flowchart to match the program you made.

Programming
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2.2.1 Programming concepts

Learners should be able to: use
predefined functions; declare and
use variables.

Input

Introduction

Every computer system has input and output. You know how to write a
Python program to make output. Your Python programs should take input
from the user. In this section you will learn how to write code that accepts
user input.

Input
The input command is a predefined Python function similar to print. An
input command looks like this (all in lower case):
input (™, . .7)
The text inside the brackets is called the prompt. It is a message telling the

user what they need to input. When you run the program, the computer will
display the prompt, and wait for the user to type something. For example:

input (“Enter the password”)

Variable

The command you just learned asks the user to type something. This is input
to the computer. Usually you want the computer to save the user input. The
saved input will be held in the memory of the computer while the program is
running.

If you want to save user input, you must give the computer a memory location
to use:

e If you were writing a program in machine code or assembly language
you would have to give a memory address in RAM. You would use a
hexadecimal number.

@ Ina high-level language such as Python you give the memory location a
name. This is much more convenient. A named memory location is called a
variable. Tt is called a variable because the data stored in the location can vary.

Remember that the contents of RAM are volatile, so the variable will go out of
computer memory when the program stops.

Example command
This command will take the user input and store it as a variable called Password:
Password = input (“Enter the password”)

This variable is called Password. Whatever input the user types will be stored in the
variable.

Naming variables

You can choose any name for a variable, but it is important that the name
you choose reminds you of what data the variable stores. This will make your
program easier to write and easier for other people to understand. When
choosing a variable name:
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® The name must not include spaces. Use only letters, numbers and the
underscore character ().

® Whether you use upper or lower case letters is your own decision. Many
Python programmers use all lower case. In this book variables start with a
capital letter to make them stand out.

Declaring variables

In some programming languages you have to make the variable before you can
use it. This is called declaring the variable. In Python you do not need to declare
a variable before you use it. The variable is declared when you first use it.

To summarise, the Python command shown here does two things:
® Tt declares a variable called Password.

@ It puts the user input into the variable.

Output a variable

You can output a variable using the print command. Here is an example that
will output the value stored in the memory location:

print (Password)

When you output a variable you do not put quote marks round the variable
name. You don’t want the computer to print the word “Password”. You want it
to show the data that is stored in that memory location.

You can combine a string and a variable in the same output command. Put a
comma in between them:

print (“Your password is”, Password)
s g Test yourself
Example

This program uses all the commands you have learned so far.

1. An input command includes
a prompt. What is the

urpose of a prompt?
Notice that IDLE shows the variable name in black text. PP REOD

2. If you enter an input
command without a variable,
what happens to the user

# Program name: myfirst
# Code written by: Alison Page
# This program demonstrates use of print command

input?
pllnt (":::::::::::::::::::::::::: "} 3' If you enter an Inpl“”‘
print (" WE L i command with a variable,
pr:lrlt { This is my st proc ") what happens to the user
print( 2 input?
Password = input ("Enter the password") 4.An input command in
print ("Your password is ", Password)

Python both declares and
""""""""""""""""""""""""""""""""""""" o uses a variable. What does
"declare” mean?

0 5. Explain the difference

Learning activity between these two

You have created a program to display the welcome screen to a computer game. commands in Python:

1. Add a line that asks the user to choose a character name and then stores it using a print (“User
suitable variable. Name” )

2. Add a line that says " Get ready to play” and then displays the name of the character. print (UserName)
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2.2.1 Programming concepts

Learners should be able to: declare
and use variables and constants;
understand and use basic data
types: integer, real, char, string
and boolean.

See also:

1.3 Data storage

Assign a value

Introduction

In the previous section you learned how to pass user input to a named
memory location. The memory location is called a variable. In this
section you will learn how to store other values in variables. This is called
assigning a value to the variable.

Assign a value

Storing a value in a variable is called assigning a value to the variable. The
equals sign is used to assign a value.

To assign a value to a variable, you use code with this structure:
® the name of the variable
@ an equals sign

@ the value you want to assign to the variable.

Name of
2 = V

variable ALE
:, ________________________________________________________________________
+ Example
L]
L
! This program has several lines that assign values to variables.
[}
E # Program name: assign
1 # Program by: alison page
E # this program shows assignment commands
L
E Name = "Alison"
! Age = 99
! FaveColour = input ("enter your favourite colour: ")
1
1
! 1. In the first line a string is assigned to a variable. Strings are shown using quote marks.
)
i 2. In the second line a number value is assigned to a variable. Number values do not have
]
! guote marks.
L}
i 3. In the last line, user input is assigned to a variable.
L
Constants

Some programming languages have constants as well as variables. The value
of a constant is typically set early in the program code. Once the value has
been set it cannot be changed. That is why it is called a constant.

In Python, if you want to store a value that does not change, you can use a
variable. You can set the value early in the program code. Then do not alter
the value and it will remain constant.

Calculated values

You can tell the computer to assign the result of the calculation to a variable.
Find out more about this on pages 188-189.
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Data types

In Chapter 1 you learned that the computer stores all data as binary code. Tt
uses different methods to store different types of data. For example, text is
stored using ASCI or Unicode.

When you create a variable, the computer has to decide what type of storage to
use, depending on what type of data it is. These are some important data types:

® Integer —an integer variable will store a whole number, with no
decimal point.

® Real - a real variable will store a number with a decimal point. In Python
this data type is called float.

® Siring — a string variable stores a string of text characters. It uses Unicode
to store the characters.

® Boolean - a boolean variable stores a True or False value. It uses a binary
digit to store it.

® Char - short for “character”, a char variable stores a single text character.
This variable type in not used in Python.

In some programming languages you have to tell the computer what data type
to use. You do that when you declare the variable. In Python you do not need
to tell the computer what data type to use. The computer picks a suitable data
type when you assign a value to the variable:

® If you assign a whole number it will make an integer variable.
® If you assign a decimal number it will make a float variable.
® 1If you assign a string it will make a string variable.

There is one exception — a variable that stores user input. The computer does
not know what type of data the user might type in. In this case the computer
always uses a string variable.

Q

Test yourself

1. In the example in this section, values are assigned to three variables. What are the
names of the variables?

2. What data type will the computer use for each of the variables?

2. What is the difference between a constant and a variable?

4. \Why must the computer choose a data type for each variable it uses?
5. What data type would the computer use in the example shown below?

Age = input ("enter your age”)

Q)

Learning activity

Open the computer game program you have created. Create a variable called Hi tPoints.
Assign a number value to this variable. Output the variable using a suitable print command.
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2.2.1 Programming concepts

Learners should be able to declare Introduction
and use variables.

You have learned how to assign a value to a variable. In this section you
will learn how to assign a calculated value to a variable. This lets you
write a program that works out the answers to calculations.

Assigning calculated values

You have learned that you assign a value to a variable using the equals sign.
Using this method you can assign the result of a calculation to a variable.

Name of

variable = Calculation

For example, this line will work out 240 + 270 and assign the result to a
variable called Cost:

Cost = 240 + 270

The variable Cost now stores the result of the calculation. If you output the
variable you will see the result of the calculation:

print (“*The cost is”, Cost)

Arithmetic operators

Calculations in Python use symbols to stand for the main mathematical
processes.

These symbols are called arithmetic operators. Here is a short program that
uses the four arithmetic operators.

+ plus
= minus # program: arithmetic
z # program by: Alison
*
AU # demonstrates the four main arithmetic operators
/ divide
Valuel = 20
4+ Arithmetic operators value2 = 5
print ("The two values are ", Valuel , " and ", Value2)

Times = Valuel * Value2
Add = Valuel + Value2
TakeAway = Valuel - Value2
Divide = Valuel / Value2

print ("Here are the results of...")
print ("Multiplying: ", Times)

print ("Adding x =  Add)

print ("Subtracti ", Takehway)
print ("Dividing : ", Divide)

The two values are 20 and 5 When you run the program you will see these results.

Here are the results of...

Multiplying: 100 Data types

Adding : 25

Subtracting: 15 The first three results are of integer data type. The computer uses the integer
Dividing : 4.0

type if it is adding, subtracting or multiplying integers. The fourth variable is
of the float data type. This is because a division sum can produce a decimal
188 fraction. The float data type can store decimal fractions.
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Only number data types can be used in calculations. Strings cannot be used in
calculations.

Using input in calculations

In the previous example the values of the two variables were assigned within
the program as follows:

Valuel

20
Value2 = 5

It would be more interesting to let the user input the values of the variables;
Valuel = input(”Enter the first wvalue”)
Value2 = input(”Enter the second wvalue”)

Test yourself

However, there is a problem. Input variables are always string data type.

String data type cannot be used in calculations. 1. Describe the meaning of the
four arithmetic operators.
Changing data type 2. Dividing an integer by an

integer produces a value of
the float data type. Explain
why.

If you want to use an inpul variable in a calculation you must change it from
string to a numeric data type. You can change it to {loat or integer.

This command will convert valuel to integer data type:
¢ yP 2. Why do we always need to

Valuel = int(Valuel) convert the data type of an

This command will change Value2 to the float data type: input variable before using it

in any calculation?
Value2 = float(ValueZ)

4. Explain the difference in

the way a whole number

is displayed if it is of the
______________________________________________________________________ = integer data type, or if it is of

Example the float data type.

You must convert any input variable to integer or float data type before you
use it in a calculation.

This program demonstrates all the skills you have learned in this section.
# program: arithmetic

# program by: Alison

# demonstrates the four main arithmetic operators

Q)

Learning activity
Produce these programs to
practise coding.

print ("SHOWING THE ARITHMETIC OPERATORS")
pPrinEl™\n™)

Valuel = input("Enter the first value: ")
Value2 = input ("Enter the first value
print ("\n"

1. Copy the program shown
in the final picture on this
page. Run it and see what
results you get.

]

Valuez = int (Value2)

2. Change the program so
that the input variables are
converted to the float data
type. What is the difference
in the final results you get?

print ("The two value
print("\n")

(4]
u

re ", Valuel , " and ", Value2)

Times = Valuel * Value2
Add = Valuel + Value2
TakeAway = Valuel - Value2

Divide = valuel / Value2 3. Produce a program where

the user enters any number

print ("Here are the results of...")

print ("Multi ng: ", Times) and the computer shows
print ("Ads ", Add) the “times table” for that
print ("Subtracting: ", Takeaway) number, from 1 to 12.
print ("Dividing : ", Divide)

I
]
1
I
]
]
I
1
)
]
I
I
]
[}
1
I
I
[}
]
1]
I
1
]
1]
1]
1]
L}
1]
L}
] .
1 Valuel int (Valuel)
I
I
]
L]
1]
1]
]
]
1]
1
1]
L]
1]
1]
1
L]
1]
1]
1
L}
1]
I
]
]
1]
1]
1
L]
1]
1]
]
L]
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2.1.2 Pseudocode

Learners should be able to show
understanding of INPUT (for
example READ), assignment
using &

Variables in pseudocode

Introduction

You have learned to create Python programs that use input, output and
variables. In this section you will see how to work with variables in
pseudocode.

Pseudocode

Pseudocode means “pretend code”. Pseudocode is not a programming
language despite looking a lot like one. Pseudocode cannot be converted into
an executable file.

We write pseudocode to set out the logic of a program. The pseudocode
describes the algorithm. For this reason, we include variables when we write
pseudocode. Of course they are not real variables. They do not stand for real
memory locations. We just use them to plan the program belore we write it.

One good thing about pseudocode is we do not have to worry about data types
when writing it.

Store input using a variable

Pseudocode lets you take user input and store it as a variable. To input a value
to a variable you use the word READ, for example this command:

READ Password

This command will read user input and assign it to a variable called

Password.

Choose the names of variables in pseudocode in the same way that you would
choose variable names in Python:

® Choose a name that reminds you what data is stored.
® The name must be one word, with no spaces.
® You can use upper or lower case.

One difference between working with variables in pseudocode and Python is
you do not need to give a prompt when using pseudocode.

Assign a value

To assign a value (o a variable you use an arrow. The arrow points from the
value to the variable:

Age « 15
Name « “Alison”

The arrow has the same function as the equals sign in Python. The arrow
shows the value going into the variable.
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Calculate a value

Pseudocode uses the same arithmetic operators as Python. You can assign any
calculated value to a variable, just as you can in Python:

Price « 120 + 90
You can calculate using variables:
Cost « 200
Profit « 20
Price « Cost + Profit

What is the value of the variable Price at the end of this code?

Output a variable

Pseudocode uses the word PRINT to stand for output.

You can output a string. Remember to include quotation marks:
PRINT “I can write pseudocode”

You can outpul a number value. No quotation marks appear:
PRINT 99

You can output a variable. No quotation marks appear:
PRINT Age

Example

This pseudocode program puts together the different commands shown on this page:

READ Valuel Learning activity
Write the following programs in
pseudocode.

READ Value2

Result « Valuel * Value2 1. A program that inputs two

numbers and produces the
result of dividing one by
the other.

PRINT "“The two numbers multiplied together make”

PRINT Result

2. A program that inputs the
price of two meals in a

0 restaurant and outputs the
Test yourself total bill.
1. What is an arrow symbol used for in pseudocode? 3. A program that adds a

10 per cent service charge

to the restaurant bill.

Remember that calculating

4. \Write one line of pseudocode that will add 40 to 60 and store the result in a variable. 10 per cent is the same as
Choose any name for the variable. dividing by 10.

2. Explain how to use pseudocode to input a value to a variable.

2. Write the pseudocode line that will print a variable called MyName.
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2.1.2 Flowcharts
Learners should be able to

understand and use standard
flowchart symbols.

Variables in flowcharts

Introduction

You have learned how to create a variable in Python. You have made a
variable to store user input. You have also learned how to assign a value to
a variable. In this section you will see how to describe these actions when

you work with flowcharts.

Input value

Remember that an input value is stored in a variable. The flowchart box that
stands for “input” is the same shape as the output box.

Input
Age

Inside the box you show the word “input” and the name of the variable.

You can show every input in a different box. If many different variables are all
input at once, the flowchart may summarise all the inputs into a single box.

This simplifies the flowchart.

Assign value

As well as inputting a value to a variable you can assign a value to a variable.
In pseudocode you use an arrow. In Python you use an equals sign.

The flowchart box to assign a value to a variable is an ordinary rectangle.

Cost = 200

Inside the box you show the variable and the value. Use an equals sign as in
Python, or an arrow as in pseudocode.

Calculate value

You can assign the result of a calculation to a variable. To do this you use one
or more of the arithmetic operators.

Calculating a value uses the same box as assigning a value. You must show the
variable name inside the box. You must show the calculation inside the box.
The familiar arithmetic operators are used.

Profit =
Income — Expenses
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Output value

You have already learned that the output box is used to output strings,
numbers and variables. Make sure you include the word “output”. Otherwise
you can't tell input and output apart. They both use the same shape of box.

Example

This flowchart uses all the flowchart symbols you have learned so far.

Percent =
(Value/Total) *100

Test yourself

1. What shape of box is used to represent input?

2. How can you tell the difference between a box used for input and output?
3. Which of the arithmetic operators are used in flowcharts?

4. \What shape of box is used to represent a calculation?

Q)

Learning activity
Draw flowcharts to represent the following algorithms.

1. A program that inputs two numbers and outputs the result of dividing one by
the other.

2. A program that inputs the price of two meals in a restaurant and outputs the
total bill.

3. A program that adds a 10 per cent service charge to the restaurant bill. Remember
that calculating 10 per cent is the same as dividing by 10.
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2.2.1 Programming concepts
Learners should be able to

understand and use the concept
of selection.

2.1.2 Flowcharts

Learners should be able to
understand and use standard
flowchart symbols.

m Selection

Logical decision

Introduction

You have learned that a program is written to make an output the client
wants. You have learned to write a program that makes output. In this
section you will learn how the computer can produce different outputs
depending on the results of a logical test. This is called selection or a
conditional structure.

Select between two options

The programs you have written so far have been based on a simple sequence
of commands. There is one path through the algorithm. A more complex type
of program has a branching structure. There are two paths and the computer
selects one of the paths.

In order to select the right path, the computer carries out a logical test. A
logical test is a test that gives an answer of either True or False. If the test
result is True the computer takes one path. If the test result is False the
compuler takes the other path.

Logical test

A logical test compares two values. Remember that the answer to a logical test
is always True or False.

To compare two values you use a relational operator. Here are the main
relational operators.

= equal to

<> not equal
< less than
> more than

Here are some logical tests made using relational operators.

Age > 17 Age is more than 17

Price = 9.99 Price is equal to 9.99
Name <> “Leon” Name is not Leon

When the computer sees a logical test like these it does the comparison. For
example, it compares the variable Age with the value 17. Is Age bigger than 17?
The answer will be yes or no (True or False). That is a logical test.
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Decision box

In a flowchart a logical test is shown inside a box called a decision box. A
decision box is diamond shaped.

One arrow goes into the decision box. Two arrows come out of the box. The
arrows are labelled YES and NO. This is how it works:

® I the answer to the logical test is YES you follow the YES arrow.
® If the answer to the logical test is NO you follow the NO arrow. YES NO

It is normal in flowcharts for the YES arrow to go straight down. The NO
arrow goes out to one side. This is so common that sometimes the labels YES
and NO are left out.

Example

In this example, the algorithm decides whether you are old enough to go to college.

C =

NO

Output Output
“Can enroll “Can’t enroll
in college” in college”
¥

=

The user inputs his or her age. If the age is over 17, the computer outputs a message
saying "Can enrol in college”. If the result of the test is NO the computer outputs a
message saying " Can't enroll in college”.

Program code Q)

In this section you have looked at flowcharts that use a logical test. In the Learning activities
next section you will write program code that uses a

1. Copy the flowchart shown
logical test.

on this page.

program where the user
Test yourself inputs a password. If the
password is “Qutstanding99”
the computer will output
the message "You entered
3. How are relational operators used to make logical tests? the correct password”. If the
4. Draw the flowchart symbol used to represent a decision. Label the YES and NO arrows. answer to the test is NO the
computer will output the
message “Wrong password.
Goodbye".

0 2. Create a flowchart for a

1. In an algorithm with two paths, how does the computer choose which path to take?

2. List the four most common relational operators, giving the meaning of each one.
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2.2.1 Programming concepts

Learners should be able to ;
understand and use the concept Introduction

of selection. In the previous section you learned about the concept of selection,
using a logical test. In this section you will see how logical tests are
used in Python programming.

Example

In this section you will create part of a program to sell tickets for a ride on the
Nightmare Roller Coaster. This is an extreme ride. You must be age 15 or over
to ride on it. You will write the code to check the age of someone who wants
to buy a ticket.

Logical test in Python

There are special rules in Python about relational operators and data types.

Relational operators in Python

The relational operators in Python programming are slightly different from

those you saw in the previous section (used in {low charts). Make sure you use

== equal to

o not equal these relational operators when writing a Python program.
° less than Equal is shown using a double equals sign. That is because a single equals
= more than sign already has a use in Python: to assign a value to a variable. Not equal is

) shown as an exclamation mark plus an equals sign.
4+ Relation operators

Data type and comparison
In Python different data types can be used for different logical tests:

e “Equal to” and “not equal to” operators can be used with variables of any
data type including strings.

® “Less than” and “more than” operators can only be used with numerical
values (integer or (loat).

Collect the comparison data

Every logical test uses a comparison. Before you can apply the logical test you
must collect the data for comparison. Before we can decide if the person is old

enough to ride on the roller-coaster we must find out their age.
§ progra shige $E In this program the data is input by the user and
# code by: Alison stored in a variable called Age. Next the variable

¢ PREpoiE: Siay Bowthe “A5° BLEablire waks Age is converted to integer data type. Remember

print ("Buy 2 ticket for the Nightmare Roller Coasterv) thata “bigger than” comparison can only be
print("You must be 15 L") carried out with a numerical value.
Age input ("Please enter your age: ")

o

Age

int (Age)
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1E..

The code which uses a logical test to select between two commands is called a
conditional statement or an if statement. In Python an if statement has this

structure:
® the word “if” (lower case) if logical test
® the logical test

® a colon (two dots, like this “").

In this section you will create part of a program to sell tickets for a ride on the
Nightmare Roller Coaster. If you are younger than 15 years old you cannot
buy a ticket. The logical test is Age < 15 (age is less than 15).

Following the if statement, you enter the command or commands that you
want the computer to carry out if the logical test result is True.

In this example, the program will output the message “sorry come back when
you are older”. Tt will only show this message if the logical test result is True.

print ("Buy a ticket for the > Roller Coaster™)

print ("You must be 15 or over”

Age = input("Please enter your age: ")
Age = int (Age)

f Age < 15:
pri:lt ("sorry come back when you are older")
Use TAB key to indent

You have learned that Python adds
indentation automatically.

Use of indentation

Indentation” means that there is empty space at the start of a line of But you can also use the TAB

code. The line is set in from the left margin. Indentation is very important key on your keyboard to add

in Python. If you get the indentation wrong, your program will not work indentation. Press TAB before you

properly. start typing a line of code. This

The if statement you typed ends with a colon. The colon tells Python that adds an indentation at the start of

the next line you type must be indented. The indentation shows that the line e fine

“belongs inside” the if statement. There might be one indented line, or there To remove indentation, you

might be many indented lines. However many lines are indented, they all can delete the tab, using the

“belong inside” the if statement. backspace or delete key on your
keyboard.

The lines inside the i f statement will be carried out if the logical test is true.

If the test is false they will not be carried out. Indentation shows which lines

will be carried out.

If you do not want a line of code to be indented, press “backspace” to delete Learning activities

the empty space at the start of the line. This turns the indentation off. The

. . . 1. Copy the program shown on
next lines you type will not be indented.

this page and make sure it

works properly.
0 2. Create a program that
Test yourself checks a user password for a
1. What is the final symbol on the first line of an i f statement? computer game. Choose the

correct password. If the user
enters the correct password
display the message

4. In the example on this page, why was the Age variable converted to integer data type? “Welcome to the game”.

2. What does indentation show in an i £ statement?

2. Where does a logical test appear in an if statement?
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2.2.1 Programming concepts

Learners should be able to Introduction
understand and use the concept

of selection.

In the previous section you learned to write Python code using an if
statement. The commands inside the if statement are carried out if the
logical test result is True. In this section you will extend the if statement
to include commands carried out if the logical test result is False.

Algorithm
START
In the previous section you wrote a program that asked for the user’s age.
l The logical test was age less than 15. If the age was less than 15 the message
Input “sorry come back when you are older” appeared. On the left of this page is a
s flowchart that matches that structure.

Now we will extend the program. We will add a second message. This message
will be output if the logical test is False. Here is a flowchart that shows the
structure of the extended program.

Output < FERL >

“Sorry come back
when you are older”

Input
$ Age
( END )
Age< 15
Output Output
“Sorry come back “Buy a ticket
when Y,rou are older” At your own risk”
|

if... else...

In Python you can make the computer choose between two different actions.
You use an 1if statement, then you use the word else:

® The indented code that follows the if statement is carried out il the test
result is True.

® The indented code that follows the word else is carried out if the test
result is False.

Using this code we can extend the Nightmare Roller Coaster example.

print ("Buy a ticket for the > Roller Coaster™)
print ("You must be 15 or c
Age = input("Please enter your age: ")
Age = int (Age)
i1f Age < 15:
print ("sorry come back when you are older™)

print ("you can buy a ticket at your own risk")
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Here is the extended program. Can you work out what this code does?

Use of indentation

Indentation shows which code belongs “inside” the i f statement:

® The if statement and the else statement are not indented.

® The lines that follow the if statement and the else statement are indented.
The indented lines that follow the i f statement will be carried out if the

test result is True. The indented lines that follow the else statement will be
carried out if the test result is False.

Example
This program carries out a calculation for the user:
® The user enters two numbers. They are stored as the variables Num1 and Num?2.

@ Then the user chooses what calculation to do. This input is stored as the variable

Choice

The computer chooses an action using 1£... else.

# program plusminus

print ("Plus/Minus. A calculation that does addition and subtraction.")
Numl = input("enter a number: ")
Numz = input(“;ﬁfsr another number: ")
Numl = int (Numl)
Num2 = int (Num2)
choice = input ("Type + to add the numbers together (else subtract)”)
f choice == "+":

answer = Numl + Num2

B

answer = Numl - Num2

Q)

Learning activities
1. Enter and run all the

examples of code shown on
these two pages.

print ("The answer is :", answer)

Read through the program code and think about what it does. Now Lry typing

in the program and using it to see what happens. Did the program do what 2. On page 185 you created
a program that checks a

user password. Extend
the program to show an
appropriate message if

Test yourself the user types the wrong
password.

you expected?

Answer these guestions about the example program.
3. Adapt the calculation

program so it accepts
decimal values.

1. Why are the variables Numl and Num2 converted to integer data type in this
program?

2. What does the computer do if the user types +? .
P Tk 4. Make a calculation program

3. What does the computer do if the user presses the Enter key with no typing? that selects multiply or divide.
4.This program uses whole numbers such as 99. What happens if you type a decimal 5. Adapt the calculator program
number such as 99. 97 Try it and see. s0 it outputs the question as

5. How would you change the program so it allows decimal numbers? well as the answer.
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2.2.1 Programming concepts

Learners should be able to
understand and use the concept
of selection.

Indentation

Remember that indentation shows
the lines that are linked to the
logical test.

Python elif

Introduction

In the previous section you learned how to use if and else to select
between two options. In this section you will learn a more complex form
of selection. The Python command elif lets the computer select between
more than two options. In this section you will learn how to use elif.

What is elif?

You have learned to use if... else... in Python. By using if and else you
can make the computer choose between two different actions. The computer
makes the choice based on the result of a logical test. A logical test has only
two results: True or False.

Python has a more complex structure called elif. The elif structure lets you
use a series of logical tests. That means the computer can select from more
than two options.

Useof elif

elif is useful when you need to write a program where the user can choose
from several different options. In many programs you need to give the user a
simple yes/no choice. If that is what you need, you can use if... else....

In other cases you need to give the user more options than a simple yes/no choice.
For example, some computer programs offer the user a menu of choices. If you
want to give the user more than two options to choose from, you can use elif.

Structure of elif

The structure of e1if is based on the if... else... structure you already know.

Begin elif
You begin with a normal an if statement like this:
if lest:
command

Of course instead of test you include a logical test. Instead of the word
command you put an indented line of code. This line of code will be carried
out il the test result is True.

Continue elif

By using the word elif you can extend the if statement. You can add more
logical tests. Just type the word elif and a test. Each elif statement works
like an if statement. There can be as many elifs as you want. For example:

if ftest:
command

elif ftesi:
command

elif fesi:

command
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The computer will carry out all the tests in order until it finds a test that is true.
Then it will carry out the commands that go with that test. Once a computer
has found a “true” test and carried out the commands that go with it, the elif
command is finished. The computer will go on to the next part of the program.

Finish elif
The computer might get through all the tests and not find a single one that is

true. You can finish the elil statement with “else”. The lines that follow “else”
will be carried out if none of the tests were true.

Here is the final structure:

if fest:
command

elif fest:
command

elif test:
command

else:

command

Here are the rules about elif:

Review elif 0

Test yourself

1. How many times are you

It starts with a normal if statement

® You can use the word elif as many times as you want to. ,
allowed to use an elif?
o o ;
Each elif is followed by a logical test and a colon. 2 Wbtk eheite
® FEach elif is followed by indented lines. These lines will be carried out if the followed by?

logical test is True. 3. If the test that follows an

® You don’t have to use else at the end, but sometimes it is helpful. elif is true, what does the
computer do?

4. If none of the tests is true,

Example
what does the computer do?

It might be easiest to see this structure by looking at an example. This program lets you
choose one of the four arithmetic operators, then it carries out the calculation.

print ("This program works as a calculator™)
Numl = input{"enter a number: ")
Num2 = input("enter another number: ")

Learning activities

il oo 1. Copy the program shown

NumZ = int (Num2) , ;
on this page. Try running the
program. See what happens
¢ choice == "i": when you enter different
answer = Numl + Num2 .
f choice =="-": choices.
answer = Numl - Num2
if choice == "*"; 2. Create the code for one
answer = Numl * Num2
if choice == "/": scene from a computer

 ansver = Numl / Num2 game. The user must type

o “north”, “south”, “east”

or "west”. The computer
displays a different danger or
---------------------------------------------------------------------- E challenge for each of these

four options.

print ("you didn't choose a valid operator")
answer = 0

print ("The answer is :", answer)

r
1
L}
]
i
L}
1
I
)
1
L}
L}
L}
[}
i
1
L}
1
L
L}
1
L]
I
L}
: choice = input("choose the operator (+ i Eye M)
1
[}
i
L}
L]
L}
]
i
L}
1
L}
]
1
1
1
L}
L]
L}
)
L}
1
L
L}
]

There are four choices, so there are four logical tests.
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2.1.2 Pseudocode

Learners should be able to use the
following conditional statements:
IF..., THEN..., ELSE..., ENDIF;
CASE..., OF..., OTHERWISE...,
ENDCASE.

Selection in pseudocode

Introduction

You have learned to use if, else and elif in Python. Pseudocode has
similar structures. In this section you will learn to understand and use
pseudocode selection structures.

Selection

In pseudocode, selection is done using logical tests. The way this is done is very
similar to the way it is done in Python. If you have learned to use if, else and
elif in Python you will find it easy to use similar structures in pseudocode.

In Python command words are shown in lower case. In pseudocode the words
are shown in upper case.

IF.. THEN.. ELSE.. ENDIF
The structure of a pseudocode IF statement looks like this:
IF test THEN
commands
ELSE
commands
ENDIF

There are many similarities to the if structure in Python. Remember that
when you write the logical test, you should compare two values using a
relational operator, just as in Python.

There are some differences between pseudocode and Python:

® The command words are in upper case.

® TInstead of using a colon, the end of the first line is shown by the word THEN.
® The end of the whole IF statement is marked by the word ENDIF.

® You can put all the code on a single line of pseudocode instead of spreading
it out over several lines.

Example
Here is a pseudocode version of the roller coaster program you made in on page 197:

READ Age
IF Age < 15 THEN

PRINT “sorry come back when you are older”
ELSE

PRINT “you can buy a ticket at your own risk”
ENDIF

If you understand Python and you can use I£ in Python then you will understand
programs set out in pseudocode.
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CASE

In Python we use elif to carry out lots of tests in a row. In pseudocode a
CASE statement is used for this. If you learn other programming languages
you will find that “case” is a very common command word in programming —
but it is not used in Python.

All the tests in a CASE statement are carried out using the same variable. You
begin by saying what the variable is:

CASE Variable OF

Then you list all the different values for that variable, and the command that
goes with each test. A colon separates the value and the commands:

Value: Commands
Value: Commands
Value: Commands

In Python else is used for the final command. The computer carries out
this final command if all the other tests are false. In pseudocode the word
OTHERWISE is used.

The CASE statement ends with the word ENDCASE.

Example

On page 201 you made a calculator program using Python. Here is exactly the same
program made using pseudocode:

Test yourself

1. What are the similarities
between the IF statement
in pseudocode and the i £
statement in Python?

READ Numl

READ Num?2

2. What are the differences
between the IF statement
in pseudocode and the i £
statement in Python?

PRINT “choose the operator (+ - / *):”

INPUT Choice

3. Explain why you would use
the CASE statement when
a user has to pick from a
menu of different choices.

CASE Choice OF
“+": answer <« Numl + Num2

“-". answer « Numl - Num2
4. Look at the second

Wk * 2
P BTEWET e N Num pseudocode program on this
“/": angwer e Numl / Num2 page. When is the variable
answer set to value 0?
OTHERWISE

PRINT “you didn’t choose a wvalid operator” 0
Learning activity
You have completed several
Python learning activities. You
have created a series of Python
programs. Create a pseudocode
version of every Python
program you have made.

answer = 0

ENDCASE
PRINT answer

Python does not have a CASE command, though it is found in many other computer
languages. If you need something like the CASE statement in Python, you would use
elif, though the two commands are not exactly the same.
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2.2.1 Programming concepts
Learners should be able to

understand and use the concept of
repetition.

2.1.2 Flowcharts

Learners should be able to
understand and use standard
flowchart symbols.

Introduction

Programs use loops. Loops are sections of a program that repeat over and
over again. In this section you will look at loops in flowcharts.

What is a loop?

You have learned about program sequence, which is when commands are
carried out in order. You have learned about program selection, which is when
the computer uses a logical test to choose between different options. In this
section you will learn about program repetition.

A loop is a section of code that is repeated. The program loops back on itself.
Using loops makes programs much more powerful. Just a few lines of code
can make a program that will run for a long time.

Exit condition

Every loop must have an exit condition. The exit condition is a logical test.
The exit condition tells the computer when to stop repeating the loop.

When you are using a loop, it is important that there is a way to stop the loop.

You must make sure that the exit condition can come true. Otherwise, the
loop will never stop.

Types of loop
There are two types of loop:
® counter-controlled loop
e condition-controlled loop.

The two types of loop have different exit conditions.

Counter-controlled loop

In a counter-controlled loop the computer counts up how many times the
loop repeats. When it reaches a set number, the loop stops. You use a counter-
controlled loop when you know exactly how many loops you need in the
program. A counter-controlled loop uses a variable called the counter. The
counter goes up by 1 every time the loop repeats. When it reaches a maximum
value the loop stops. Learn more about counter loops on pages 206-207.

Condition-controlled loop

In a condition-controlled loop you set a logical test. The result of the test tells the
computer whether to repeat the loop. The loop might repeat once, or a million
times. You use the condition-controlled loop when you do not know how many
times you need to repeat the loop. Learn more about condition-controlled loops
on pages 208-209.
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Flowchart loop

In a flowchart the exit condition is shown using a decision box. A decision box
has a logical test inside it. A decision box has two arrows coming out of it. The
loop that comes out of the side of the decision box goes back up the page. It
rejoins the main arrow that shows the flow of the program.

Example Key words

This flowchart shows an algorithm. Start
The program asks a mathematics

question and checks the user's
Output
answer.
/ 41945 =" /

Note these important features:
Y |
Input Answer / / % Outpuilz =
Try again

A

Two key words are very useful
when talking about loops:

® “|ncrement” means increase a
value by one.

@ “lterate” means perform a
loop one time.

® The exit condition uses a variable
called "Answer”.

® A box inside the loop lets the user
change the value of the variable
" Answer”.

Look at the flowchart structure. When
will the program stop looping?

Test yourself
1. What is an exit condition?
2. What does “increment” mean?

3. There are two types of loop. Explain how they differ by contrasting the exit conditions
for each type.

4. A teacher wrote a program to process the results of exactly 100 student tests. What
type of program loop does she need?

5. A student wrote a condition-controlled loop. The exit condition checked a variable
called £inish. She forgot to include a command inside the loop to change the value
of £inish. What happened when she ran the program?

Q)

Learning activity
1. Draw the flowchart shown on this page.

2. Draw a flowchart for a program that asks for a password. It loops until the user gives
the correct password. You can choose what the correct password is.
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2.2.1 Programming concepts

Learners should be able to Introduction
understand and use the concept of

repetition.

You have learned there are two types of loop: counter-controlled and
condition-controlled loops. In this section you will learn how to make a
counter-controlled loop. In Python this is called a for loop.

Counter variable

A counter-controlled loop uses a variable as the counter. The counter variable
will increment (go up by 1) every time the loop iterates (repeats). When the
counter reaches the maximum value the loop will stop.

You can choose any name for the counter variable. Some programmers call it
counter, but the most common name is i. This name is quick to write, and
understood by all programmers. It is the name we will use.

Python for loop

In Python a counter-controlled loop is called a for loop. Here are some
examples of for loops. In each case the counter is called i:

for i in range (1, 100):
for i in range (0, 5):
for i in range (4, 8):

The two numbers in brackets are the start and stop values for the counter. The
program will count from the lower number to the higher number. Tt will stop
just before it reaches the higher value. For instance, in the first example the
program will count from 1 to 99, then stop.

If you do not specily a start value, Python will start at 0.

You do not need to write any code to increment the counter variable. Python
will do that on its own.

Indented lines are repeated

You have learned that indentation is important in Python. Indentation
is added automatically by Python after you type a colon. Or you can add
indentation yourself using the TAB key.

Indentation shows which lines belong inside the loop. There might be one
indented line, or more. The indented lines will be repeated.

How many times will these lines be repeated? The computer will count the
iterations until it reaches the right number. Then the loop will stop.

Complete structure
The Python structure looks like this:
for 1 in range (start, stop):
command

The indented commands will be repeated.




Example
Here is an example Python program with a £or loop.
# program forloop

# demonstrates the 'for' loop in Python

i range(l, 5):
print ("count number ", 1)

print ("now the loop has stopped")

when you run the program.

When you run the program you will see the counter variable. The computer will print the
counter variable every time the loop repeats. The value will be bigger each time. When the
counter variable reaches the stop value, the loop stops.

count number
count number
count number
count number 4

now the loop has stopped

W b =

[}
1
L
]
]
L]
]
L}
L}
L]
1
]
1
]
L}
L
]
L}
]
1
I
L}
L}
i Inside the loop there is a command to print the counter variable. This is what you see
]
1
L]
I
)
1
L}
L}
L]
L}
]
L}
[}
)
L}
L}
)
I
L}
1
L]
1
L}
L}

Input the stop value

In this program the user can choose the number of iterations. The user inputs
a number. User input is stored as a variable called howmany. The program
loops until it reaches that value.

# program forloop

# demonstrates the 'for' loop in Python
howmany = input("how many loops do you want?2")
howmany = int (howmany)
: i in range(l, howmany+1l):

print ("count number ", i)
print ("now the loop has stopped")

These are features of this program:
® The user inputs a value. It is stored in the variable howmany.

® Inpul variables are always string data type. So the next line converts the
variable to an integer.

® The variable howmany is used as the stop value of the for loop.

The stop value for the loop is set at howmany + 1. This is because the
range exits the loop at the stop value, so the loop stops 1 before this value.

Step count

Typically the Python for loop command will count up in increments of 1.
However, a different step size can be used. You simply add the step size you
want to use as a third number inside the brackets. The command:

for i in range (0, 100, 10):
will count up from 0 to 100 in increments of 10.
You can even use a negative number and Python will count backwards:

for i in range (100, 0, -10):

Programming

Test yourself

1. If the start and stop values
of a Python loop are set at 1
and 11, how many times will
the loop iterate?

2. How does Python know
which commands to repeat
inside the for loop?

3. In the second example
program on this page the
user sets the number of
iterations for the loop. In
your own words explain the
reason for this command:

howmany =
int (howmany)

Learning activity

1. An example of a Python
program where the user sets
the number of iterations of
the loop is given above. The
user does this by setting the
upper value of the counter
range. Create a new version
of this program so the user
sets the upper and lower
value of the counter range.

Create a program so the user
enters a number value and
the program shows the value
of that number multiplied

by 1, by 2, by 3 and so on up
to 12.
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2.2.1 Programming concepts

Learners should be able to Introduction
understand and use the concept
of repetition.

You have learned there are two types of loop: counter-controlled and
condition-controlled loops. In this section you will learn how to make a
condition-controlled loop. In Python this is called a while loop.

Loop while a test result is true

There are many different types of condition-controlled loop used in
programming. Python uses just one — the while loop. These are key facts
about the while loop:

@ A while loop starts with a logical test.
@ If the test is result is True, the loop iterates.
e If the test result is False, the loop stops.

Other types of loop are used in different programming languages but not in
Python. You can learn about other types of loop on pages 206-207.

Loop structure

The first line of a whi 1e loop is very easy to write. Tt consists of:

® the wordwhile

® alogical test

® a colon (“:").

The line or lines that follow this are indented. The indented commands will

be carried out while the logical test result is True. The indentation shows you
which lines belong inside the loop. The indented lines will be repeated.

Test variable

As a reminder, if the logical test result is True the loop will repeat. If the logical
test result is False, the loop will stop, and the rest of the program will continue.

You must make it possible for the loop to stop. To use the while loop,
remember these rules:

® The logical test at the top of the loop must have a variable in it.

® There must be a line inside the loop that can change the value of that
variable. Otherwise, the loop will never stop.

Example

On this page you will make a computer game made using a single while loop. The
game is called "The Maze of Doom”. Here is how it starts.

# program mazeofdoom
# this program is game where the user has to escape from a maze

$ it demonstrates the 'while' loop in Python

print ("GAME: The Maze
print(

print("Yc

print ("\n"
Directio




Programming

This program starts with introductory comments. Then there are five lines of code. These
lines are not indented. They only happen once, at the start of the game. They do not
loop. Then the player is asked to input a letter that stands for north, south, east or west.
User input is stored in a variable called Direction.

Add a loop

Now we will extend the program, using a while loop.

# program mazeofdoom
# this program is a game where the user has to escape from a maze
trates the 'while' loop in Python

print("\n")
Direction = input("Type one letter: N, S, E, W: ")

le Direction != "W":

print ("The hed continue on either
print(" tting tired I
print ("Wh
Direction =
print ("\n")

Start the loop
The loop starts with a logical test. It looks like this:
while Direction != “W”:
The logical test is Direction != “W”. The variable is called Direction. The

relational operator != means “does not equal”, so the loop will repeat while
the variable Direction does not hold the value “w”.

Inside the loop

Then there are five indented lines. These five lines will repeat with each 0

iteration of the loop. There are three lines that tell the player that he or she is Test yourself

Answer these questions are

about the game “The Maze of
This is the line that lets the user change the value of the variable Direction. Doom”.

This is how the user can stop the loop.

still stuck in the maze. Then there is a line that takes user input:

Direction = input (“Type one letter: N, S, E, W: "}

1. How many lines are inside

After the loop the loop?
2. What would happen in this

game if the user entered w
right away?

There are a few lines at the end that are not indented. They are not inside the
loop. They will be carried out only once, after the loop has stopped.

3. What would happen if the

Learnin g activity user entered a lower case w?

1. Enter the program shown on this page. Run the program and try playing the game. sy o dighiete

game so that typing w makes

the loop continue and

anything else makes the loop

stop. Which line would you

3. Use the while loop to create a password system. The program will loop unless the change, and how would you
user enters the correct password. change it?

2. Create a different game. The player must escape from a lion. The only way to escape
is to get a feather and tickle the lion. Give the player several choices. When the player
picks “tickle with a feather” the lion will run away.
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2.1.2 Pseudocode

Learners should be able to
understand and use pseudocode,
using the following loop
structures: FOR..., TO..., NEXT;,
WHILE..., DO..., ENDWHILE;
REPEAT.. . UNTIL

Loops in pseudocode

Introduction

You have learned to make counter-controlled and condition-controlled
loops in Python. In this section you will see how the same loops are made
in pseudocode.

FOR loop

A counter-controlled loop in pseudocode has a similar structure to Python. In
this example the counter variable is shown as 1:

FOR 1 « start TO stop
commands
NEXT i
There are some differences from Python:
® Command words are shown in upper case.
® An arrow is used to point to the counter variable.
@ The structure ends with NEXT 1.

® 1In Python the loop stops before it reaches the stop value. In pseudocode it
stops when it reaches the stop value.

To make a FOR loop you must put numbers in place of start and stop.
Remember that in pseudocode the FOR loop counts up to the stop value. The
final iteration uses the stop value. Indent the lines that you want to repeat
inside the loop. Here is an example:

READ Value
FOR 1 « 1 TO 5
PRINT Value * i
NEXT i
PRINT “The loop has stopped”

If the user entered the value 10, what output would be produced by this loop?
Remember that in pseudocode, on the first iteration the counter value will be 1,
and on the final iteration it will be 5.

WHILE loop

A WHILE loop in pseudocode has a similar structure to a while loop in
Python. A logical test comes at the top of the loop. If the test result is True the
loop will continue:

WHILE test DO
commands
ENDWHILE

To use a WHILE loop in pseudocode, replace the word fest with an actual test,
using a logical variable. Enter commands inside the loop. The structure ends
with the word ENDWHILE. Here is an example:



Programming

PRINT “You are stuck in a maze” N
Relational operators

BESL DETECen Remember that pseudocode uses
WHILE Direction <> “W” DO different relational operators from
PRINT “You are still in the maze” Python.
READ Direction
ENDWHILE
PRINT “You have escaped!”
The test comes at the top of the loop, so:
® You have to set the value of the test variable before the loop starts.

@ If the test result is False the commands inside the loop will not be carried
out even once.

REPEAT... UNTIL loop

A REPEAT loop is a different type of loop. It has different rules from a WHILE
loop:
® The test comes at the end of the loop.
e If the test result is True the loop will stop.
The pseudocode structure looks like this:
REPEAT
commands
UNTIL test
Here is the game “The Maze of Doom”, made using a REPEAT loop:
REPEAT
PRINT “You are stuck in a maze”
READ Direction
UNTIL Direction = “W”
PRINT “You have escaped!”
The test comes at the bottom of the loop. So:
® You do not have to set the test variable before the loop starts.

® The commands inside the loop are carried out at least once before the test. o

0 Learning activities

1. Writ Igorithm i
Test yourself fite an algorithm in
pseudocode that prints out

1. You want to make a loop, with the test at the top of the loop. What type of loop the 17 times table.

would you use? ) )
2. Write an algorithm for a

2. You want to make a loop that stops when the test result is True. What type of loop password login, using the
would you use? WHILE loop.

3. You want to make a loop that repeats 100 times. What type of loop would you use? 3. Write an algorithm for a

4. Explain the main differences between the WHILE and REPEAT loops in pseudocode. password login, using the

REPEAT loop.
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2.2.2 Data structures; arrays

Learners should be able to declare
and use one-dimensional arrays,
show understanding of the use of
one-dimensional arrays.

E Data structures

Lists and arrays

Introduction

You have learned to use a variable Lo store a single data value. In this
section you will learn about a new kind of variable called a list. This lets
you store a list of different values.

Make a list

A teacher made a Python list to store the names of her students. Here is the
command:

Studentlist = [“caspar”, “soolin”, “ali”, “roberto”,
“privi?]
The full list is shown in square brackets. In this example it is a list of five
names. The different items in a list are called elements. The elements in a list
are separated by commas. There are five elements in this list. The elements are
of string data type.

You can also make a list of numbers. A scientist made a list to store the result
of an experiment each day for a week. Here is the command:

Resultslist = [2.3, 2.2, 4.5, 6.6, 1.9. 8.7, 6.0]

Numerical values do not have quotation marks. How many elements are there
in this list? Which data type is used in this list?

Features of a list

A list is a variable that stores multiple elements. Each element in the list has
its own name. The name of an element is the name of the list plus an index
number. The numbering starts at 0:

Studentlist [0] contains “caspar”
Studentlist [1] contains “soolin”
Studentlist [2] contains “ali”.

(The list will continue in this way.) The index number tells you the position of
the element in the list. The index number is in square brackets.

Working with elements

Once you have made a list you can work with the elements. Each element in a
list can be treated as a variable in its own right. You can print a list element:

print (Studentlist [0])
You can assign the value to another variable:
Classleader = Studentlist[0]
You can use a list variable in logical tests:

if Studentlist[0] == “caspar”:



Programming

Working with the full list

You can also work with the full list. For example, with a single command you
can print the entire list:

print (Studentlist)

This will print the whole list, showing all the elements, including the square
brackets, the commas, and the quote marks. The output will look like this:
[‘caspar’, ‘soolin’, ‘ali’, ‘roberto’,"priti’]

Example

This program shows the commands you have learned.

# python studentlist
# shows how to use a list in python

studentlist = [uI 37 rr' "sool E:I”, "5 __n'I " rabe """'”, nr“l. it irl]

print ("student number 0 is")
print (studentlist[0]1)

print ("student number 1 is", studentlist(l])

print("now I will print the whole 1ist")
print (studentlist)

..........................................................................

Comparison to other programming
languages

In this section you have learned to use a Python list to store values. Similar
data structures are available in other programming languages, but there are
differences.

List or array? 0
In most other programming languages this type of variable has a different

name. It is called an array. When programmers talk about an array they are
referring to the equivalent of a Python list.

Test yourself

1. What symbols mark the start
and end of a list?

Declare or use? 2. How are the elements of a
In many programming languages, “declare” means to define the name of a list separated?

variable and the data type it contains. You have to declare an array, or a list, 3. What is the index number of
before you can use it. In Python, you do not need to declare a list. You use it the first element in a list?
and the computer works out the right data type, and the number of elements 4. Give the command to create
in the list. a list called Rainbow with

seven elements. Choose the
values you would store in
. .. this list.
Learning activites

1. Enter the program shown on this page. Run the program and see what happens.

5. Give the command to print
the second element in the
2. A soccer team has 11 players. Create a program that stores the names of 11 players in list called Rainbow.
a list called Team. You can use real soccer players, and make your drearn team, or just
make up names.

6. Give the command to
print the whole list called
3. Add lines to the soccer program so it prints out the names of the first three players. Rainbow.
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2.2.2 Data structures
Learners should be able to use a

variable as an index in an array;
read or write values in an array

using a FOR..., TO..., NEXT loop.

See also:

8.4 Repetition (£or loops)

# pr
# sh
¥ us

Output a list

Introduction

You have learned to make a list. You know how to print a single element
from the list, or print the whole list. In this section you will learn how to
use a for loop to print all the elements in a list one by one.

0

1

+ Example

)

' In this section we will use an example list: Rainbow. Here is the command to create the list:
]

E Rainbow = ["red”, “crange”, “yellow”, “green”,

i “blue”, “indigo”, “violet”]

1

Print an element

The command print (Rainbow) will print the whole list including square
brackets, commas and quote marks. Or you can print a single element:

print (Rainbow[3])

This will print the word green with no square brackets or quote marks.

Print all elements

There are seven elements in the list. To print all the elements one by one
would take seven lines of code. A bigger list would need more lines. Tt would
be a lot of work to write all the lines of code. However, there is an easier
way. We can use a counter-controlled loop. The loop will count through the
elements of the list, printing each one in turn.

Counter variable

A counter-controlled loop needs a counter variable. We will use the variable i
as the counter variable.

@ Every time the loop iterates, the counter variable will increment by 1.

® We will use the variable i as the list index number. Every time the loop
iterates, the list index number will count up by 1.

Start and stop values

Every counter-controlled loop has a start and stop value. The start value is 0,
because the first element on a list is number 0. The stop value is the number of

elements in the list. This list has seven elements, so we will use 7 as the stop value.

Example

This program will count through all the elements in the list. It will print the counter variable. It will print
the element with that index number.

ogram Rainbow
ows how to print the elements of a list
ing a counter-controlled loop

Rainbow = ['red’', 'orange', 'yellow', 'green', 'blue', 'indigo', 'violet']

i in range(0,7):
print (i, Rainbow[i])
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R e e e e e e e T B S i
i The output looks like this. 0 red :
[} 1
i The list stops at 6. A counter loop stops just before the stop 1 orange '
: : : : 2 yellow ;
i value. This program prints elements 0-6: all the elements in 3 green '
i the list. 4 blue i
! 5 indigo '
! 6 violet !
i i

How many iterations?

In the previous example the stop value was 7 because the list had exactly
7 elements. We can adapt the program so it works for a list of any length.

Find length of list

This command will find the length of the list called Rainbow. It counts how
many elements there are in the list:

len (Rainbow)
This command will store the value in a variable called Listlength:

ListLength = len(Rainbow)

Use length of list as the stop value

Now we can use the variable Li stLength as the stop value of the counter-
controlled loop. Here is the first line of the loop:

for 1 in range (0, ListLength):
This means the counter will increment from 0, up to the length of the list.
Then it will stop.

Example

Here is a program that uses all the commands you have learned.

# program Rainbow

# shows how to print the elements of a list

# using a counter-controlled loop

Rainbow = ['red', 'orange', 'yellow', 'green', 'blue', 'indigo', 'violet']

ListLength = len(Rainbow)

f i in range(0, ListLength):
print (i, Rainbow([i])

Test yourself Learning activities
1. Give the single-line command which will print the whole of the list called Rainbow, 1. Copy the Rainbow
inside square brackets. program shown here, and run
2. A programmer wanted to print all the elements in a list. She did not write a different line it to see what the result is.
of code to print each element. Instead she used a counter-controlled loop. Why do you 2. On page 213 you created a
think she did this? list for a soccer team. Use
3. A programmer used a counter-controlled loop to print the elements of a list. The start the skills you have learned
value was 0. Explain why he used 0 instead of 1 as the start value. on this page to print the
4. A programmer used a counter-controlled loop to print all the elements in a list. He did not name of every player in the

know how many elements there were. Explain how he found the right stop value to use. soccer team.
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2.2.2 Data structures

Learners should be able to use a
variable as an index in an array;
read or write values in an array

using a FOR..., TO..., NEXT loop.

See also:

8.4 Repetition (for loops;
while loops)

Add elements to a list

Introduction

In the previous section you learned how to use a counter-controlled loop
to output all the elements of a list. In this section you will learn how to
use a counter-controlled loop to input elements to a list.

Append

Adding an element to a list is called appending. The new element is added at
the end of the list. Here is an example. This command will add the element
“Ultra Violet” to the list called Rainbow:

Rainbow.append (“Ultra Violet”)

You enter the name of the list, then a dot, then the word “append”. You end
the command with the element you want to add, in brackets.

Append to an empty list

The simplest way to put elements in a list is to start with an empty list. Then
append as many elements as you want.

Create an empty list

You can make a list with no elements in it. Here is an example. This makes an
emply list called Rainbow:

Rainbow = [ ]

You can give the list any name.

Counter loop

Next you use a counter-controlled loop to append elements to the empty list.
The start value of the loop is 0. The stop value of the loop depends on how
many elements you want to add. In this example we will add seven elements:

for i in range (0,7):

You can use any number for the stop value.

Get a new value and append to the list

There must be two commands inside the loop. The first command will get the
new value from the user. The second command will append it to the list.

We use a variable to store the input from the user. In this example the variable
is called NewValue:

NewValue = input(”enter the next element of the list”)

Rainbow.append (NewValue)



Example
Here is the completed program, using the commands from this page.

# program Rainbow
# append to a list

Rainbow = [ ]

For i in range(0, 7):
NewValue = input("enter the next element of the 1i
Rainbow.append (NewValue)

Choose how many elements

If you are a confident programmer, try this extension activity. You can let the
user choose how many elements to add to the list:

® Input the value and store it as a variable.
® Convert the data type to integer.
® Use the variable as the stop value of the £or loop

Here is a program showing these commands.

# program Rainbow
# append to a list

Rainbow hipi)

input ("How many elements in the

int (HowMany)

HowMany
HowMany

nn

for 1 in range (0, HowMany):
NewValue = input("enter the next element of
Rainbow.append (NewValue)

You can add extra lines at the print("\n")

end of the program to print out print ("The elements of this list...")

all the elements of the list, 6t i

range (0, HowMany) :
print (i, Rainbow([i])

while loop

Here is an extension activity for the most confident programmers. Write a
program that uses a while loop to add elements to an array. After adding an
element, the user is asked if he or she wants to add another. If the user inputs
“Y” the loop iterates.

Add extra lines at the end of the program to print all the elements of the list.

@ Test yourself

These guestions are about creating a list called Months. It has 12 elements: the names
of the months.

1. Write the command to make an empty list called Months.
2. Write the command to append the value January to the list Months.

3. Write the first line of a counter-controlled loop that will let the user add 12 elements
to the list.

4. \Write two lines that will (a) take user input and (b) append that value to the list.

Programming

Learning activities

1. Make the program shown on
this page, that inputs values
to the list called Rainbow.

2. Make a program that lets
you input the names of
12 months to make a list.

3. Use the Months program
to input the names of
the months in a different
language, such as French.

3. Add lines to your Months
program so that the list of
months is printed using a
counter-controlled loop.

4. Complete one or both of the
extension activities.




Review

Key terms

Algorithm

Arithmetic
operator

Condition-
controlled

Counter-
controlled

Flowchart

Logical test

Loop

Pseudocode

Relational
operator

Variable

A method for solving a problem set out as a series of step by
step instructions with one start and one end.

A symbol that represents an operation in mathematics, The
operation completes a calculation. The main operators are +,
=7 *J ’I.l

A loop in a program. The number of times it repeats depends
on the results of a logical test.

A loop which repeats a set number of times.

A diagram which sets out an algorithm.

A test using a relational operator which has the result True or
False.

A program construct where a section of code is repeated
several times: it can be condition-controlled or counter
controlled.

A way of writing out an algorithm using words and symbols
which are similar to program code.

A symbol which compares two values. The result of the
comparison is either True or False. The main relational
operators are =, <>, >, <.

A named area of computer memory which can be used to
store a value while a computer program is running.

Project work

In Chapter 1, you learned about hexadecimal numbers. Write the following
programs using this knowledge:

1. A program where the user inputs a denary number, and the program loops

until the user enters a number smaller than 16.

2. Building on program 1: A program where the user inputs a denary number
from 1-15 and the computer outputs the hexadecimal equivalent.

HINT: “if” and “elif” will help you to find numbers bigger than 9 and turn them
into their hexadecimal equivalent.

If you have found these programs quite easy to make, create a range of
programs which convert between binary, hexadecimal and denary.
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2.2.1 Programming concepts worked examples
Learners should be able to

understand and use the concept of

counting; work out the pupose of  C'ount how many

a given algorithm; explain standard

methods of solution; produce an
algorithm for a given problem Introduction
(either in the form of pseudocode

In the last chapter you learned programming methods. In this chapter
or flowchart).

you will put your skills to use. You will learn about how programmers use
2.1.2 Pseudocode their coding skills to produce solutions to problems. In this section you
Learners should be able to show will learn how to use a program to “count how many”.

an understanding of counting (for
example Count « Count + 1).

2.1.2 Flowcharts worked examples

Learners should be able to This section will show you examples of common programming solutions.
understand and use standard You will learn to produce those solutions in Python. You will also look at the
flowchart symbols to represent the algorithms as flowcharts and pseudocode. In the following sections you will
above statements. not learn how to program. It is assumed that you know how to do tasks such
See also: as assign a value to a variable, and make loops. If you cannot remember how
Chapter 8 Programming to do these tasks, go back to Chapter 8 Progranuming and revise those skills.

To make the most of these worked examples, do the following:
1. Write the algorithm in pseudocode.

2. Draw the flowchart.

3. Create a working Python program.

4. Learn and understand the program.

. Be able to recognise future examples.

wn

6. Write new Python programs based on this code.

Count how many

This program will “count how many”. You could adapt the program for many
different uses. For example, it could count how many marathon runners cross
the finishing line, or count how many cars are produced by a car factory.

The basic program has this structure:

e Create a variable called Count. Value is 0.

® Create a variable called Carryon. Value is “v”.

@ Start a condition-controlled loop. Tt will loop while CarryoOn = “v”
® Every time you want to count up by 1, you press “y”.

@ Count goes up by 1 with each loop

® When the loop stops, the value of Count is printed.




In pseudocode

Here is that structure shown as pseudocode:

Count <« 0

CarryOn « “Y”

WHILE CarryOn = “¥”
Count <« Count + 1
PRINT “Type Y to continue”
READ CarryOn

ENDWHILE

PRINT Count

Which line of the pseudocode increases Count by 1? Which row lets you input

“Y” to carry on?

Flowchart

In the right margin you can see the same algorithm shown as a flowchart.

When you are drawing a flowchart it is simplest to show the test (the decision

box) at the bottom of the loop.

In Python

Here is the completed Python program.

## WORKED EXAMPLE
# Count how many

print ("begin count™)
Count = 0
CarryOn = "Y"
while CarryOn =— "Y":

Count = Count + 1

print("Count so far: ", Count)
Carryon = input("Do you want to continue (Y/N):")

print ("count ended™)
print ("you counted :", Count)

Make this program for yoursell and check that it works.

Q)

Learning activity

Using the example on this page create a Python program for at least one of the

following. If you are confident make sure you do activity 3: Stretch and challenge.

1. Write a program for an official at a marathon to use to count the runners as they
cross the finishing line.

2. Write a program for a farmer so he can count how many new lambs are born in his
flock.

3. Stretch and challenge: Write a program to control a car park barrier. It must count
how many cars go into the car park. In this example the loop will stop if the number
in the car park reaches 100. At this point, no more cars can enter.

Solution development

START

Count =0

[

Count =
Count + 1

Input
Continue

Test yourself

1. What are the names of the
two variables used in the
Python program?

2. What are the data types of
the two variables?

3. What is the exit condition
of the loop? In other words,
what makes the loop stop?

4. Explain why we use a
condition-controlled loop
and not a counter-controlled
loop in this program.




Syllabus reference
2.2.1 Programming concepts

Learner should be able to:
understand and use the concept of
totalling; work out the purpose of
a given algorithm; explain standard
methods of solution; produce an
algorithm for a given problern
(either in the form of pseudocode
or flowchart).

2.1.2 Pseudocode

Learners should be able to
understand totalling (for example
Sum « Sum + Number).

2.1.2 Flowcharts

Learners should be able to
understand and use standard
flowchart symbols to represent the
above statements.

See also:

Chapter 8 Programming

Calculate a total

Introduction

In the previous section you learned a standard algorithm and code to
count how many times something happened. It used a loop. In this section
you will learn how to create a program that calculates a total by adding
values together.

Sum total

In this section you will create a program to add up a series of values. This is

a very useful basic program structure. You can adapt the program structure
for many different needs. For example, you could use it to add up the bill in a
shop or restaurant; add up the total score a student gets in an exam; or add up
the total production of a factory.

In everyday speech we use the word “sum” to refer to any calculation, for
example: “T am good at doing sums”. In mathematics “sum” is used to mean
the total you get by adding up a list of numbers. We will use the word in
that sense.

Which type of loop to use

Should you use a condition-controlled loop or a counter-controlled loop to
calculate a sum total? Tt depends on the following:

® Sometimes you know in advance exactly how many values you will need
to add together. For example, if you are adding up the marks a student has
gained for the questions in an exam, you know exactly how many questions
there are, so you know how many items (values) need to be added together.
In this case, you would use a counter-controlled loop.

® Sometimes you do not know how many values you need to add together.
For example, if you are adding up customers’ bills in a shop, every
customer could buy a different number of items. You would not know in
advance how many values you would need to add together, so you would
use a condition-controlled loop.

The worked example in this section uses a condition-controlled loop.

Program structure

Here is the basic structure of a program to add up the sum total of a series of
numbers:

® Create a variable called Sum. Set its value to 0.
® Make a loop (it can be a condition-controlled or counter-controlled loop).
® Every time the loop increments, the user enters a value.

® Every time the loop increments, the input value is added to the variable

Sum.

® When the loop stops, the value of Sum is printed out.



In pseudocode

Here is the sum total algorithm shown in pseudocode. This example uses a
condition-controlled loop:

Sum = 0
CarryOn < “Y”
WHILE CarryOn = “Y¥Y”
READ Number
Sum « Sum + Number
PRINT “Type Y to continue”
READ CarryOn
ENDWHILE

PRINT Sum

Flowchart

In the right margin you can see the same algorithm shown as a flowchart.

The flowchart loop will increment until the user enters any value except “Y”.

In Python

Here is the completed Python program.

## WORKED EXAMPLE
# Sum (Add together)

print ("begin to add up the total")
Sum = 0
CarryOn = "Yy"
hile CarryOn == "Y":
Number = input("enter the next value to add: ")

Number = int (Number)

Sum = Sum + Number

CarryOn = input("Do you want to continue (Y/N):")
print ("Adding up comp
print ("The

Enter this program yourself and check that it works.

Q)

Learning activity

Create Python programs for at least one of the following. These activities increase in
difficulty from the first to the fourth. Make sure you do at least the first one.

1. Make a program for a shopkeeper that will enter the cost of each purchase and
display the total customer bill.

2. Adapt the shop program so that the user can enter and add up decimal number values.

3. Make a program for a teacher to add up the marks from ten questions to give a total
test mark. It must be counter-controlled.

4. Make a program for a mathematician. The mathematician will enter a series of
numbers. The computer will calculate the product.

Solution development

START

Sum =0

tp______

Sum =
Sum + Number

o uy

Test yourself

1. Explain the reason for this
line in the Python program:

Number = int (Number)

2. Create a pseudocode
algorithm using a counter-
controlled loop to add up
exactly ten values.

3. You have learned that the
sum of a series of numbers is
calculated by carrying out
a series of additions. If
instead you use a series of
multiplications, the result
is called a product. Create
a flowchart that calculates
the product of a series of
numbers.
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2.2.1 Programming concepts

Learners should be able to
understand and use the concept of
counting and totalling; work out
the purpose of a given algorithm;
explain standard methods of
solution, produce an algorithm for
a given problem (either in the form
of pseudocode or flowchart).

2.1.2 Pseudocode

Learners should be able to
understand totalling and counting.

2.1.2 Flowcharts

Learners should be able to
understand and use standard
flowchart symbols to represent the
above statements.

See also:

Chapter 8 Programming

Calculate an average

Introduction

In the last two sections you learned how to use program methods to count
up and to add up. By combining these two methods you can create a
program that works out an average. This is a good way to practise your
programming skills.

Average (mean)

This program will calculate an average. The mathematical term for an average
is a “mean”.

The mean value is calculated as follows.

1. Count how many values there are (the count).

2. Add up the total of the values (the sum).

3. Divide the sum by the count to give the average.

Which type of loop to use

Should you use a condition-controlled loop or a counter-controlled loop for
this program? Once again, it depends whether you know the number of values
in advance. The worked example in this section uses a counter-controlled loop.

Program structure

You have seen two examples using a condition-controlled loop. In this section
for a change we will use a counter-controlled loop.

Here is the program structure:

® Create a variable called Sum with the value 0.

® Create a variable called Count, which stores a number input by the user.

® Start a counter-controlled loop: the start value is 0, the stop value is Count.
&

Every time the loop increments, the user enters a value. The input value is
added to the variable Sum.

® When the loop stops, Sum is divided by Count to give the average.

In pseudocode

Here is the structure shown in pseudocode. It uses a counter-controlled loop:
Sum « 0O
PRINT “How many values do you want to enter?”
READ Count
FOR i « 1 TO Count
READ Number
Sum « Sum + Number
NEXT 1
Average < Sum / Count

PRINT Average



Solution development

Flowchart

In the right margin you will see the same algorithm shown as a flowchart.

Start

This shows what a counter-controlled loop looks like in a flowchart.

In Python

Here is the completed Python program. Sum = 0
## WORKED EXAMPLE l
# Mean (Average)
i=0

Count = input("How many values will you enter? ")
Count = int(Count)
— -
for i in range (0, Count):

Number = input("enter a value: ")

Number = int (Number)

S =
Sum = Sum + Number e

Sum + Value

print ("Adding up completed") l
Mean = Sum/Count o
print ("The average was :", Mean) i=i+1

Enter this program for yoursell and check that it works.

Q)

Test yourself
Average =

1. Which line in the pseudocode starts the counter-controlled loop? Sum / Count

*

2. What is the name of the counter variable in all these examples?

2. What variable sets the upper range of the counter loop?

Average

4. Which boxes in the flowchart are inside the counter loop?

5. List all the variables in the Python program, and explain what they are used for.

Learning activity

Create Python programs for at least one of the following. Make sure you do at least the
first one.

1. Make a program for a scientist that adds up the weight of six eggs in grams, and
gives the average weight. A typical egg weighs 50-75 grams. Use integer values.

2. A marathon has 15 competitors. Make a program that records the number of minutes
each runner took to complete the race and calculates the average time taken. A
typical time would be 250 minutes. Use floating point values.

3. Adapt the marathon program to use a condition-controlled loop. You can use this
program to work out an average when you don't know how many runners will
complete the race.




Syllabus reference
2.1.1 The need for verification

Learners should be able to:
understand the need for
verification checks to be made
on input data; explain standard
methods of solution; comment
on the effectiveness of a given
solution.

See also:

Chapter 8 Programming

Verification

Introduction

In this section you will learn to use programming methods to check input.

You will also see why it is important to include error checks in a program.

Error checks

A program will go wrong if the user enters the wrong data. If the input is
wrong then the output of the program will definitely be wrong. Sometimes
wrong data can cause the program to crash, or get stuck in an endless loop.

For this reason many programs include input checks. User input is checked
before it is used in the program. Typically, the procedure is as follows.

1. Input from the user is stored in a temporary variable.
2. The content of the temporary variable is checked.

3. If the input passes the error check, then the value is used in the program.

Error message

Typically, if the input is wrong there is an error message. This tells the user
what he or she has done wrong. Sometimes the user is given a chance to enter
the data again.

Types of check

There are two types of check:
e verification

e validation.

Learn about verification in this section. Learn about validation on pages 228-229.

Verification

Verification means entering the data twice. The two attempts will be stored as
two different variables. The computer will check that the two variables match.
If they do not match then there has been a mistake in data entry.

A verification check is often used when you change your password on the
computer. You have to enter the new password twice. That is because it is
very important that you don’t make a mistake that would lock you out of the
computer.

Use selection or repetition

You can use either selection (if... else...) or repetition (while loop) for

verification.

Selection
One way to verify an input is to use an if... else structure, as follows.
1. The user enters a value and it is assigned to a variable.

2. The user enters the value again, and it is assigned to a second variable.



Solution development

3. An if statement is used to compare the two variables.

If the two variables match, the input has passed the verification check, so
you can use it in the rest of the program.

4. If the two variables do not match, else will show an error message.

The disadvantage of this method is that the user only gets one chance to enter
the right data.

Repetition

An alternative method is to use a condition-controlled loop. It will loop until
the input is correct.

1. The same data is entered twice and stored in two variables.

2. A whileloop is used. It will loop if the two values do not match.
3. Inside the loop the user is given a chance to re-enter the data.

4. When the two values match, the loop will stop.

The advantage of this method is that it gives the user several chances to get
the value right.

Example
Selection: Use if... else

Here is an example of a Python program using i£... else for password verification.

## WORKED EXAMPLE
# Verification

Tryl = input ("enter

Try2 input ("enter "3

1f Tryl == Try2:
Password = Tryl
pr int ("Password has been reset") TeSt Yourself

ERaE | . 1. List the three variables used
print ("The two passwords do not match")

in these Python programs.

Make this program yourself and check that it works. What data type is each one?

2. Explain the purpose of each
of the three variables in the
program.

Repetition: Use a while loop

Here is an example of a Python program using a while loop for verification.

3. Which of the two programs
is the most useful for
password input? Explain

## WORKED EXAMPLE
# Verification with loop

Tryl = "y your answer.
Try2 = )
while Tryl 1= Try2:
print ("The two passwords do not match") @
Tryl = input ("en DASSW ! ") . - e
Try2 = input ("ent ") Learning activity

Create pseudocode and
flowchart algorithms to match
the two Python programs
shown on this page.

Password = Tryl
print("['.:."':".\.'r..-l-:' has been reset")

Enter this program yourself and check that it works.




Syllabus reference
2.1.1 The need for validation

Learners should be able to
understand the need for validation
(which could include range checks,
length checks, type checks and
check digits); explain standard
methods of solution; comment

on the effectiveness of a given
solution.

See also:

2.1 Data transmission (Check digit
and checksum)
8.3 Selection (Python elif)

Validation

Introduction

You have learned why error checks are important. Many programs include
error checks. In this section you will learn about a type of error check
called validation.

Validation

Validation means checking that data is valid. That means the input data is
sensible in context. In general, when making a program we know what sort of
input data to expect. Data that is not what we expeclt can crash the program or
produce incorrect results. Validation blocks this data.

Validation criteria

Validation criteria are rules about what data can be accepted by the program.
When data is entered it is checked against the validation criteria. If data does
not meet the criteria it is not used in the program.

Selection or repetition?

In this section you will look at examples of validation in programming. As
with verification, we can use either selection or repetition. The advantage of
using repetition is that it gives the user many chances to enter the right data.

Validation checks

Validation checks data using criteria. There are many different types of
validation criteria:

® Range checks are only used with numerical variables. The number must
be within a valid range. For example, a teacher may need to enter the age
of a student at a secondary school where the age could not be below 12 or
above 18 years.

® Length checks are used mainly with text variables, particularly code
numbers. The right number of characters must be entered. For example, a
mobile phone number may need to have exactly 11 digits.

e Type checks can be used with all variables. You have learned that every
variable must have a data type. A type check makes sure that input is of
the right data type. For example, if you are entering an age it must be a
number value; if you are entering a name it must be made of letters of the
alphabet and so on.

e Check digits (in 2.1 Data transmission you learned about the use of check
digits): a check digit is calculated from a long number using a mathematical
formula. The check digit is entered along with the number. The computer
uses the same formula to calculate the check digit. The two check digits
should match. Otherwise, there has been a mistake in data entry.
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Examples

There are many different ways of making validation checks in Python and in other
programming languages. We will look at some examples.

This Python program has a range check. The user inputs how much money she wants
to take out of her bank account. If the value is below 0, the number is rejected.

## WORKED EXAMPLE
# Range check

Balance = 1000.00
Money = input ("How much money do you want from your bank account: ")
Money = float (Money)

if Money < 0:

print("You cannot withdraw less than 0%)
print (Money, " has been withdrawn from your account"™)
Balance = Balance - Money

print (Balance, " remains in your account.")

Here is the same program with extra range checks built in. This program uses elif.

## WOREED EXAMPLE
# Range check

Balance = 1000.00
Money = input ("How much money do you want from your bank account: ")
Money = float (Money)
1f Money < 0:

print("You cannot withdraw less than 0")
e1if Money > Balance:

print("You do not have that much money")
elif Money > 250.00:

print("You cannot withdraw more than $250.00 a day")
else: N
print (Money, " has been withdrawn from your account™)

Balance = Balance - Money

= Learning activities

1. Enter the Python programs
shown on this page and
try them out to see what
happens.

2. Create a program for a bank
cash machine. It has two
loops in it. Base the program
on the following:

print (Balance, " remains in your account.")

Finally, this program uses a loop to repeat the input until the data is in the right range.

## WORKED EXAMPLE
# Range check

11}
b}
e
<3

Age = input("How old ar
= int (Age)

while Age < 0:

print ("You cannot be less than 0")
ig: . iggfic_(re:{ eaboad ol ® |Include a variable called
Balance with a starting

value of 1000.

print ("Age data accepted")

"""""""""""""""""""""""""""""""""""""""""""""" v ® The user inputs a four-digit
password. The program

¥
loops until the user enters
=~ Test yourself the number 9080.
1. What variables are used in the first program and what are their data types? ® The user inputs the
2. Explain the range checks used in the program above that uses elif. amount he or she wants

to withdraw from their

. - account. The program
4. Describe the four types of validation check you have learned. loops until this is smaller

2. What is the error message in the third program (the one with the loop)?

5. Explain the difference between validation and verification. than Balance.




Syllabus reference
2.1.1 Test data

Learners should be able to suggest
and apply suitable test data.

m Testing and evaluation

Test data

Introduction

Tesling a program means trying it out. A programmer will always test a
program to make sure it works properly. If there are problems or errors
they will be fixed. In this section you will learn about how to design good
tests with suitable test data.

Input and output

A completed program that runs on a computer is an example of software. You
have learned that software is made for clients or customers. Software has
input and output:

@ Input is the data the user enters into the computer.
@ Qultput is the result the computer gives to the user.

The client needs the output of the software. That is why people buy software.
Programmers must know what the output should be. They must make
software that produces the right output.

Testing

Before software is passed to the client it must be tested. To test software:
® Try out different inputs to the software.

@ Check what outpult you get.

The output you get should match the output the client wants:

e 1If the output matches what the client wants, the software has passed the
Lest.

e 1If the output does not match the client’s requirements, the software has
failed the test. The programmer must fix the software.

Programmers will plan a whole series of tests. They will record every test and
what the results are. They will analyse test results to make sure the software is
working properly.

Test data

To test software you must input data. That is called the test data. To carry out
a [ull range of tests you must try many different types of test data.

As a rule, you should try three different types of test data:

® Normal data — this is the normal input that you would expect users to enter
when they use the software in real life. You must make sure that in normal
use the software works as expected and accepts the input.



¢ Extreme data — test the limits of your software by entering large or small
numbers that are at the upper and lower limits of the acceptable range.
The program should accept these inputs.

® Abnormal data — this is data that should not be entered, for example when
a user enters letters instead of numbers, or presses the Enter key at the
wrong time. We use these tests because users sometimes make mistakes
and we must check what happens when they do. The best result is for the
data to be rejected and an error message to be shown.

Example

A programmer made a program to add up the bill in a coffee shop. The user enters the
cost of drinks and the software shows the total amount.

The program was tested. Here are some of the values that were input as test data:

® avery big order with 100 different coffees
® the number 1000000
® |etters of the alphabet instead of numbers.

1 [}
I 1
] 1
1 1
1 1
I 1
L] 1
] 1
i [ ]
L} ]
1 1
] 1
L} 1
i ® the prices of two ordinary cups of coffee -
] 1
] ]
] 1
] ]
1 1
] [}
1 1
1 1
L] 1
L} [ ]
i Can you work out which of these are normal, extreme and abnormal data? i
L} 1

__________________________________________________________________________

Test yourself
1. What is test data: the input, the program code or the output?
2. Explain why programmers test a program before they pass it to the client.

2. An input prompt says “enter a four digit number”. The test data was the letter "X".
Explain why.

4. An input prompt was enter your age. The test data was 999. Explain why.
5. A test produced the expected results. What does that tell the programmer?

6. A test produced output that was different from what the client wanted. What must
the programmer do?

Learning activity

A voice recognition program records samples of human speech and shows the words as
text on the screen.

1. What are the inputs and outputs of this software?

2. Design some tests for this program. Say what test data you would use, and what
results you expect.

Solution development




Syllabus reference
2.1.1 Test data

Learners should be able to:
suggest and apply suitable
test data; comment on the

effectiveness of a given solution.

Evaluation

Introduction

You have learned that software is made for clients. The client needs

the output of the software. The programmer must make software that
produces the right output. In this section you will learn how to evaluate
effectiveness by looking at the outputs.

Effective

A good program is effective, which means that the program produces the right
effect. It produces the right outputs. Programmers need to decide whether
each program they have made is effective.

The programmer needs to know what outputs the client wants. The outputs
are the client’s requirements. The program is effective if it:

® produces all the client’s requirements

® produces outputs with no errors in them

® works in a way the client likes.

If the program is effective the programmer can give it to the client. If

the program is not effective the programmer must make changes and
improvements,

Test effectiveness

After the program is completed it is tested. Testing checks the outputs of
the program. The outputs of the program are compared with the client’s
requirements.

__________________________________________________________________________

Examples i
The client wanted a program that would input five numbers and output the largest E
number. A programmer made this program. Then the programmer had to test the E
program. i

Test plan

The programmer planned tests. Each of the client’s requirements had to be
tested with normal, extreme and abnormal data.

The test plan is set out in a table. For each test we need to know the purpose
of the test, the test data and the expected output. The expected output is what
we would see if the program worked without any problems.

Here is an example test plan. This plan shows three tests. In real life the
programmer would do more tests than this.



Test
number

Purpose of test

1 Test with normal
integer values

2 Test with normal
decirnal values

3 Test with
impossible values
(text)

Record test results

Test results are recorded in the table. They are recorded in the “Actual output”

column.

Here is an example. The first test produced the expected outcome. The next

Test data Expected Actual
output output
1,3,5, 7,9 9
1.4,15,16, 1.8
1.7, 1.8
A B CD,E Error
message
"Enter
numbers
only”

two tests did not produce the expected result.

Test Purpose of Test data
number test
1 Test normal 1.3. 5. 7.9
use
2 Test decimal 1.4, 1.5,
numbers 6 127 1.8
3 Invalid inputs A, B, C,D, E

Analyse test results

The programmer compared the actual results to the expected outcomes. If the
actual and expected outputs are the same, no action is needed. If the actual

Expected Actual
output output
9 9
1.8 1
Error message Program
“Enter numbers  crashes

only”

and expected outcomes are different, further action is needed.

Analysis

Analysis

The results of this analysis are shown in the final column of the test table.

Test Purpose of Testdata

number test

1 Testnormal 1,3,5,7,9
use

2 Test decimal 1.4, 1.5,
numbers L6 17, 18

3 Invalid A B C,DE
inputs

Report on effectiveness

Finally, you can sum up the effectiveness of the solution. You will summarise
the findings of all the tests. You will explain whether the solution works. Is the
program effective? Does it produce the results the client wants? Does it always

Expected Actual
output outcome
9 9
1.8 1
Error message Program
“Enter numbers  crashes

only”

produce the correct outputs? Is more work needed?

Analysis

No action
needed

Use float
data type

Include a
validation
check

Solution development

Test yourself

1. Why did the test data
include letters as well as
numbers?

2. What outcome would you
expect from the input 11,
1213 457

3. Explain the analysis of test 2.

4. Explain the analysis of test 3.

Learning activity
You have produced many
Python programs. Carry out
fests on one or more programs.
Record your test results.
Comment on the effectiveness
of each program.
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2.1.1 Trace tables

Learners should be able to use
trace tables to find the value
of variables at each step in an
algorithm.

See also:

8.1 Introduction to programming
(Algorithms — flowcharts and
pseudocode)

9.1 Worked examples (Calculate
a total)

m Developing algorithms

Trace tables

Introduction

We have looked at how a programmer tests and evaluates a program.
Now we will explore ways to test and evaluate algorithms. In the next few
sections you will look at examples of flowcharts and pseudocode. In this
section you will learn a method of testing algorithms that uses a short
trace table.

Test an algorithm

You have learned that algorithms are used to set out the logic of a program.
An algorithm is made before the programmer starts to write code. It is a good
idea to test the algorithm before you make the program.

This section explains how you can test an algorithm. An algorithm is not
working software. You cannot run it and see what happens. Instead you use a
trace table. A trace table records the values of each variable in an algorithm.

1.

The table has a column for each variable in the algorithm.

. The table has a row for every line of the algorithm.
. You go through an algorithm line by line.

. You record the value of each variable at every line.

__________________________________________________________________________

Examples

Here is a pseudocode algorithm for a simple program that carries out an addition or
subtraction sum. It uses the IF structure.

When you make a trace table, start by numbering every line of the algorithm:
1. READ Numl
2. READ Num2
3. PRINT “Enter plus or minus”

4. READ PlusMinus

5. IF PlusMinus = “+” THEN
6. Answer < Numl + Num2
7. ELSE

8. Answer < Numl - Num2
9. ENDIF

10. PRINT Answer

__________________________________________________________________________

Make the trace table

There are four variables in this algorithm. They are Num1, Num2, P1usMinus
and Answer. We make a trace table with a column for every variable.
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Test data

Just as when you are testing a program, to test an algorithm
you must choose test data. The test data will be the input to the
algorithm. In this example we will choose the test data:

Line Numl1 Num2 PlusMinus Answer
1.

20 15 +

2w

Count through the lines

Now you count through the lines of the algorithm. At each line you show the
values of the different variables:

® Line 1: user input is assigned to variable Numl. Look at the test data. The
first value is 20, so put 20 in the “Num1” column of the trace table.

® Line 2: user input is assigned to variable Num2. The test data is 15. This
goes in the “Num2” column of the trace table.

® Line 3: an output line. There are no changes Lo variables.

® Line 4: user input of a plus or minus sign. Qur test data is + and

2 s I Line Num1 Num2 PlusMinus Answer
that goes into the “PlusMinus” column of the trace table.

1 20
This is what our trace table looks like so far.
2 20 15
If a value is entered into a variable, it stays in that variable for all
the lines that follow. The value in a variable column only changes 3 20 15
if the algorithm changes it. 4 20 15 -

Complete the trace table

The next line of the algorithm is line 5. This line has a logical test. Tine | [t ihunez ] FIUsMTngS) [Langwer

The test is: 1 20
PlusMinus = “+" 2 20 15
The test result is true, so the algorithm moves to line 6: 3 20 15
Answer < Numl + Num2 4 20 15 +
Numl + Num 2 makes 35. The value 35 is assigned to the variable 5 20 15 +
Auswet: 6 20 15 + 35
The algorithm finishes with line 10, which is an output line. The 10 50 15 N 35
completed trace table looks like this.
What is the output of this algorithm?
Q)
@ Learning activity
Test yourself Create trace tables for the
1. The trace table has a column for each...? algorithm shown on this page.

2. What should be entered into each row of a trace table? Use these sets of test data:

: - . 20 0 =
3. Explain two ways that a value can be assigned to a variable. 2

: . 1 9 *
4. A trace table normally counts down line by line — but not always. Why not? 28 2

-19 -15 +
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2.1.1 Trace tables

Learners should be able to use
trace tables to find the value
of variables at each step in an
algorithm.

See also:

9.1 Worked examples
9.2 Testing and evaluation

Line Largest CarryOn Number

1 0
2 0 W
4 0 Y3

10

Trace tables (loops)

Introduction

In the previous section you created a short trace table. In this section we
will create a trace table for an algorithm with a loop in it.

1
i

35,

9.

Example

Here is the algorithm we will test. The lines are numbered to help us make the trace table:

Largest « 0

CarryOn « “Y”

WHILE CarryOn = “¥Y” DO
READ Number
IF Number > Largest THEN Largest « Number ENDIF
PRINT “Type Y to continue”

READ CarryOn

. ENDWHILE

PRINT Largest

What does this algorithm do?

__________________________________________________________________________

Test data

We will test the algorithm by entering the following test data:

Number = 10

CarryOn = “Y”

Number = 5

CarryOn = "“N”

We will see what output we get.

Shortening the trace table

The trace table could get very long. To make the trace table shorter we will

only include lines where a value is assigned to a variable.

Trace table

Here are the first few lines of the trace table. In the first two lines, values are

assigned to the variables Largest and CarryOn. In line 4 input is entered and
assigned to the variable Number.

Logical test

Line 5 has a complete TF statement on one line:

5..

The 1F statement includes a logical test. The test is Number > Largest.

IF Number > Largest THEN Largest <« Number ENDIF

Check the values in the trace table:
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Number = 10 =
Line Largest CarryOn  Number

Largest = 0

1 0
Number is bigger than Largest. Therefore, the command is carried out: 2 B 7
Largest < Number
4 0 Y 10
The value of the variable Number is assigned to the variable Largest.
5 10 Y 10

Loop
Now the algorithm goes around a loop. Let us trace this carefully line by line:
® Line 6 is an output. There are no changes to variables.

® Inline 7 the test data Y is entered into the CarryOn variable. This does Line Largest CarryOn Number

not change the value of the variable. 1 0
e Line 8 marks the end of the loop. We go back to the top of the loop. We 5 0 v
go back to line 3.
4 0 4 10
® Line 3 is a logical test. The test result is True, so the loop continues.
5 10 i 10
® Lines 4-7 are carried out again, using the next lot of test data.
i 10 A 10
Here is the completed test table, following the loop.
4 10 i 5
In line 7 the value N is entered. We go back to the top of the loop. Line 3 is:
5 10 Y 5
3. WHILE CarryOn = “¥Y” DO
7 10 N 5

This test result is False. The loop stops. The algorithm goes to line 9. The
variable Largest is printed out. It has the value 10.

Test yourself
1. What does the algorithm on this page do?

2. Create a trace table for the algorithm shown on this page. Use the test data below.
What is the output?

i aAl e i s L R e

Q)

Learning activity

In 9.7 Worked examples you created a series of different algorithms:

@ count

® total

® average (mean)

@ verification

@® validation.

In 9.2 Testing and evaluation, you learned how to choose suitable test data.

Your challenge in this section is to test the algorithms you made.

1. Pick one of the algorithms you made in 9.1. Write out the algorithm. Number every line.
2. Choose suitable normal test data for this algorithm.

2. Produce a trace table showing the value of every variable at every line of the algorithm.

If you are confident, produce trace tables for all the algorithms you have made.
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2.1.1 Trace tables

Learners should be able to use
trace tables to find the value
of variables at each step in an
algorithm.

See also:

9.1 Worked examples

9.2 Testing and evaluation

START

1 Sum=0

2 Input

Number

3 Sum =
Sum + Number

Trace tables (flowcharts)

Introduction

You have created trace tables for algorithms made in pseudocode. In this
section you will learn to create a trace table for a flowchart algorithm.

__________________________________________________________________________

Example

i :
i i
i Anexample of a flowchart is shown on the left. Every box in the flowchart is numbered. |
E This helps us make the trace table. E

Before we begin the trace table, can you work out what this algorithm does?

__________________________________________________________________________

Test data

We will use this test data:
Number = 7
Continue = Y
Number = 8

Continue N

Make the trace table

There are three variables in this algorithm. They are called Sum, Number and
Continue. We make a trace table with a column for each of these variables.

The trace table has a row for each box in the flowchart:
e TInbox 1: Sum is given the value 0.
® In box 2: data is input to the variable Number. The test data is 7.

@ TIn box 3: the values of Sum and Number are added together and assigned to
the variable sum.

® In box 4: data is input to the variable Continue. The test data is Y.

The trace table shows these changes.

Box Sum Number  Continue
1 0
2 0 7
8 i 7
4 i 7 i
Loop

Box 5 is a decision box. Like every decision box it shows a test. The test is:
Continue <> “Y”

That means “The value in the variable Cont inue is different from v”. This test
result is False, so we take the NO arrow out of the decision box. The NO arrow
goes off to the right of the decision box. It loops back up the algorithm. We
end up above box 2.
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Now we go down the algorithm again:
® In box 2: data is input to the variable Number. The test data is 8.

® In box 3: the values of Sum and Number are added together and assigned to
the variable Sum.

e In box 4: data is input to the variable Continue. The test data is N.

Line Sum Number  Continue

1 0

2 0 7

3 7 7

4 7 7 Y

2 7 8 Y

3 15 8 Y

4 15 8 N

Finish

Box 5 is a decision box. Like every decision box it shows a test. The test is:
Continue <> “Y”

That means “The value in the variable Continue is different from Y”. This
test result is True, so we take the YES arrow out of the decision box. The YES
arrow goes down. We have gone out of the loop.

The final box is box 6. The variable Sum is output. It has the value 15. That is
the result of the algorithm.

- Test yourself
1. What calculation is carried out by the algorithm on this page?
2. Suggest some different test data you could use to test this algorithm.

3. How does numbering the flowchart boxes help us to make the trace table?

4. How do we decide how many columns there should be in the trace table?

Q)

Learning activity

You have created flowcharts for these other algorithms:
® count

® average (mean)

® verification

® vyalidation.

Create a trace table for at least one of these flowcharts. Choose suitable test data.
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2.1.1 Purpose of algorithms

Learners should be able to work
out the purpose of a given
algorithm.

See also:
9.1 Worked examples

Sum =
Sum + Number

Analyse algorithms

Introduction

You have made algorithms using pseudocode and flowcharts. You have
used trace tables to test the algorithms. In this section you will put all
your skills together to help you to analyse and understand any algorithm.

Purpose of an algorithm

You have learned that an algorithm takes data and processes it to produce
information. For example the flowchart on page 223 took a series of numbers
as input. The output was the sum (total) of the numbers.

The purpose of an algorithm is to turn input data into output information.
To describe the purpose of an algorithm you must describe the relationship
between input and output values.

In this section you will learn some methods for understanding the purpose of
an algorithm, including:

® spotting familiar algorithms

e reflecting on variable names

® noticing what calculations are used

e noticing the structure of the algorithm

® using a trace table if you still cannot work it out.

Familiar algorithms

You may recognise a familiar algorithm from your learning activities.
Look back at 9.1 Worked examples. Learning to recognise these common
algorithms will make you a better programmer.

Naming conventions

A well-designed program or algorithm will have sensible variable names.
The name of the variable will tell you its purpose and help you to
understand the algorithm. For example, on page 236 the variable is called
Largest. On page 223 the variable is called Sum. These names help you to
understand what each algorithm does.

However, variable names do not always give you all the information you need.
For this reason, you need to consider other elements.

Calculations

Algorithms nearly always include calculations. In pseudocode, calculations
use the arrow symbol to assign a calculated value to a variable:

Sum « Sum + Number
Flowcharts use a rectangular box. The calculation is shown inside the box.

Calculations are a key way that data is transformed into information. Look
at the calculations in the algorithm. Which arithmetic operators are used?
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Describe in words what you see. This will help you to understand the purpose
of the algorithm.

Structure

Look at the structure of the algorithm. There are two important structural
features to look at:

@ Are there any IF structures?
® Are there any loops?

Describe in words the structure of the algorithm. This will help you
understand what it does.

IF structures

Look at the TF structure of the algorithm. Answer the following questions.
1. What is the logical test?

2. What actions are carried out if the test result is True?

3. What actions are carried out if the test result is False?

Loop structures

Look at the loop in the algorithm. Answer the following questions.
1. Ts it a counter-controlled or a condition-controlled loop?

2. Whalt actions are carried oult inside the loop?

3. What is the exit condition of the loop?

Trace tables

It can take some time to make a trace table for an algorithm. You need to
choose suitable test data. You may need to do several trace tables, using
different test data.

Try the simpler analysis methods first, but il you are still stuck use a trace table.
Thorough testing using a trace table will help you to understand any algorithm.

Learning activity
This algorithm uses a calculation called MOD. MOD gives you the remainder of an

integer division. For example: Test yourself
Remainder < Number MOD 2 1. How will naming
Here the variable Number is divided by 2. The remainder from the division is assigned conventions help you
to the variable Remaindexr: understand an algorithm?
1. Even « 0 2. What symbol is used in a
2. FOR i « 1 TO 5 pseudocode calculation
command?
3 READ Number d
4. Remainder < Number MOD 2 3 Waat flgwcnsit symboiis
used for the exit condition of
5 IF Remainder = 0 THEN Even < Even + 1 ENDIF
a loop?
6. NEXT i

4. Explain two ways in which
7. PRINT Even logical tests are used in
What does this algorithm do? algorithms.
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2.1.1 Identify and fix errors in
algorithms

Learners should be able to identify
errors in given algorithms and
suggest ways of removing these
errors.

See also:

Chapter 8 Programming
9.2 Testing and evaluation

Find errors in algorithms

Introduction

You have learned how to test algorithms and work out the purpose of
algorithms. In all the examples so far the algorithms have been well
designed and free of errors. In this section you will learn how to work
with algorithms that have errors. You will find out how to identify and
correct the errors.

Types of error

There are three types of error you can find in an algorithm or computer
program:

@ syntax errors

® run-time errors

® Jogical errors.

Syntax errors

H

“Syntax” means the rules of a language. This includes the rules of pseudocode.

The lines of pseudocode must exactly match the rules of the language.

Syntax errors occur when the programmer has not entered the commands in
the correct way. For example, the first line of a pseudocode counter loop is
written like this:

WHILE CarryOn = “Y” DO

If you omitted the word DO, this would be a syntax error.

Correcting syntax errors

When you write program code, the compiler or interpreter will tell you if it
spots a syntax error. The program will halt. When you write in pseudocode
you need to spot your own errors. You have to learn the rules of the language
and remember them.

Tt is usually easy to correct a syntax error. You retype the line to match the
rules of the language.

Run-time errors

Run-time errors do not break the rules of the language. The program code
will run, but when you run the program, it will go wrong. Common run-time
errors are:

® endless loop

e divide by 0.

Endless loop

Every loop must have an exit condition. The exit condition is a logical test. Tt
tests the value of a variable. If the test result is True the loop will stop. There
must be a way to stop the loop. There must be a command inside the loop that
changes the variable.
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If you cannot make the variable match the exit condition, the loop will never
stop. To correct it you must add a command inside the loop that lets you stop
the loop.

Divide by 0

It is mathematically impossible to divide by 0. If you try to do this, your
program will crash. This is a danger if you have a calculation using division
in your program. Use validation to prevent the user from entering a 0 in
this case.

Logical errors

A program without syntax or run-time errors can still have logical errors. A
logical error means the program works properly, but it does not do the right
thing. For example, a programmer wrote a program to add a service charge (o
a bill. He used the minus sign instead of the plus sign. The program worked,
but it gave the wrong result.

Find logical errors
To find logical errors you must:

® have a clear statement from the client about what the program is supposed
to do

® carry out a wide range of tests
® compare the results of the tests with what the client wants.

If there are logical errors, the test results will not show the right values. You
must change the program to make it do what the client wants.

Learning activity

Find three errors in this pseudocode algorithm. The lines are numbered to make it
easier to discuss the structure:

1. Product « 1 0
20 ConEEnmig = Byr

Test yourself

3. WHILE Continue = “Y¥” DO i
1. What is a syntax error?
4. READ Number
2. What command must you
5. Product < Product * Number find inside a condition-
6. ENDIF controlled loop?
7. PRINT Product 3. What do you call an error
1. Answer these questlons that prod uces OUlpU[ that
. - ; does not match the client’s
a Identify the line or lines where each error occurs. © 42 . %
needs?

b Say whether each error is a syntax, run-time or logical error. ) ) ]
4. Explain how testing will

€ Explain the error. help you spot errors in an
2. Write a corrected version of the algorithm and explain what it does. algorithm.
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2.1.1 Produce an algorithm for
a given purpose

Learners should be able to

produce an algorithm for a given

problem (either in the form of

pseudocode or flowchart).

Create an algorithm

Introduction

You have learned how to analyse algorithms to find out their purpose
and to remove errors. In this section you will learn how (o create a new
algorithm to perform a task.

Understand the requirement

An algorithm processes inputs to create outputs. To plan an algorithm you
musL:

® be clear about what outputs are required
® work backwards [rom the required outputs
e know what processing is needed to make the output.

Make sure you have a clear statement of the purpose of the algorithm belore
you start work. This needs to include:

® what values will be input
e what calculations and other processes will occur

@ what outpul is required.

Re-use and adapt

If you are lucky you will already know an algorithm that matches the
requirement. Good programmers will know many different algorithms. They
will know algorithms they have made themselves. They will know the work of
other programmers. This makes their job much easier and quicker.

In other cases you might know an algorithm that is almost right for the
purpose. You may have to adapt the algorithm slightly, but this is still much
easier than making a new algorithm.

For example, a programmer made an algorithm to calculate the charge for

a meal in a restaurant. Later, she adapted it to work out the entrance fee for

a cinema. With a few changes the algorithm worked, saving the programmer a
lot of work.

Create an algorithm

Sometimes you will need to create an algorithm starting from nothing. Here
are some Lips.

Inputs, outputs and variables

Think about the client’s requirements. Think about all the inputs and outputs
you need, then:

® add lines to enter input and store it as a variable

® add an output statement at the end of the algorithm to show the result.
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Calculation

Consider what calculations will be required to turn inputs into outputs. Think
about what arithmetic operators you will need, then:

® between the input and output lines, add any calculations that are needed.

Selection

Selection means the use of TIF in pseudocode, or a decision box in a flowchart.
An algorithm with these features has a logical test. It chooses between two
different actions. You need to:

® state the logical test

® state the actions to take il the test result is True (and other actions if it is
False).

Repetition

If the algorithm processes a series of numbers (or other data), you may need

to use a loop. Remember:

® 1If you know how many items of data there are, use a counter-controlled
loop.

® If you do not know how many items of data there are, use a condition-
controlled loop.

® Decide which lines of your algorithm go inside the loop.

® Make sure the loop has an exit condition.

Test yourself

An algorithm was needed to find the smallest of 1000 values. Answer the following
questions.

1. Which algorithm that you have worked on already might help you with this task?
2. What type of loop would you use in this algorithm?

3. How many variables do you need? Suggest names for them.

4. What logical test will you include in the algorithm?

5. Using the answers to these questions, create an algorithm for the stated purpose.

Learning activity

Create an algorithm that will count the number of teenagers entering a youth club. The
person at the door will record "M" for male, "F" for female and “X" when the club
closes. The output will be the number of male and female teenagers who visited the
youth club.




Syllabus reference

2.1.1 Systems made of sub-
systems; top-down design

Learners should be able to
show understanding that every
computer system is made up of
subsystems, which in turn are
made up of further sub-systems;
use top-down design.

m Development methods

Top-down programming

Introduction

You have learned to write computer programs and algorithms. You have
learned about the development process including trace tables, testing and
evaluation. In this section you will look at how programmers use these
methods in real life to produce software for their clients. On this page we
will look at how a software development task is broken down into smaller
programs.

Creating software applications

An algorithm produces a solution to a given problem. For example, it may
loop until the correct password is entered, or it may produce the average from
a group of numbers.

A real-life software system will include many different sub-systems. For
example, the software system for a small business may include sub-systems to:

@ keep track of the items in stock
® record profit and loss
® pay staff wages.

To create a software system, a programmer must produce lots of smaller sub-
systems. Each sub-system does a different task. The sub-systems combine to
make software that does all the work needed by the client.

Top-down programming

In top-down programming we begin by analysing the software system into
sub-systems. Then we break those sub-systems down into even smaller
components. For example, the software to pay stalf wages may be broken
down further into systems to:

® record staff hours

calculate pay by multiplying hours by pay per hour

® work out tax and other deductions

® print pay slips.

The programmer will work on these components one at a time. When they are
all finished they will be fitted together to make the complete payroll system.

Choice of method

Most programmers nowadays work in teams. The task of making the software
is split between different people. Each person creates a different sub-system,
then the sub-systems are fitted together.
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Advantages

Top-down programming has many advantages:

e Tt lets you plan the task in full before you begin programming.
® Tt breaks a big difficult task down into smaller and easier tasks.

® The different tasks can be given to different people, so the work is done
more quickly.

® Each sub-system can be tested and perfected before all the sub-systems are
fitted together.

Disadvantages

Some programmers do not like using top-down programming. They identify
some disadvantages:

e Using top-down design means that coding cannot be the first task -
programmers have to start with planning.

® Sometimes the different sub-systems do not work well together and the
program goes wrong.

Top-down analysis

You have learned that every computer system:
® starts with input data

® ends with output information.

If you decide to use top-down programming, you must begin by breaking this
overall system into sub-systems. For each sub-system you must decide what
are its data inputs and information outputs.

Typically, the output from one sub-system will become the input for the next
sub-system. A top-down plan must state:

® what all the different sub-systems are
e the inputs and outputs of each sub-system.

A structure diagram shows the different sub-systems and how they relate to

each other. Learn more about structure diagrams on pages 248-249. 0
Learning activity
0 A programmer wanted to
Test yourself develop a software application
1. Top-down programming helps with team work. Explain why. to help students keep track of

what homework they had to

do. What sub-systems might

be needed in this software

application? Describe the inputs

4. A programmer thinks she might be able to break a sub-system down into even and outputs of each sub-
smaller sub-systems. Discuss the advantages and disadvantages of this approach. system.

2. Why is testing easier when you use top-down programming?

3. A programmer planned a system by defining sub-systems. What information is
included in the plan?
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2.1.1 Systems made of sub-
systems, top-down design

Learners should be able to
show understanding that every
computer system is made up of
sub-systems, which in turn are
made up of further sub-systems;
use top-down design, structure
diagrams.

Payroll

system

Structure diagrams

Introduction

You have learned that computer systems are made of sub-systems.
Structure diagrams show these sub-systems. In this section you will learn
to understand structure diagrams and to draw them.

Structure diagram

A computer system is made of smaller sub-systems. When you plan the
compuler system you decide what the sub-systems are. This is top-down
programming.

A structure diagram is a drawing of the computer system. It shows the
sub-systems. The first stage of top-down programming is planning the sub-
systems. The structure diagram lets you show the plan in visual form.

The structure chart will be used to:
® plan the work that needs to be done
® tell the program team about the plan

® check the work when it is completed.

Basic structure

A structure diagram looks like a family tree. Every system and sub-system
is shown as a box. At the top of the tree is a box with the name of the whole
system in it. For example, it may be a payroll system.

Think of the main tasks that must be performed by the system. These tasks
are shown in the level below. In this example the payroll system has to record
the hours people work, calculate their pay, transfer the money to them, and
give them a payslip.

Payroll

system

Record . .
hours worked Calculate pay Pay wages Print payslips

To make sure your structure diagram is correct, you must check the following:

@ Have you included every task? There must be nothing missing from the
system.

® Are the tasks distinct from each other? There must be no overlap between

tasks.

Each task will be assigned to a programmer or a team of programmers. Later,
the different sub-systems will be fitted back together to make the finished
software system.
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Further breakdown

Each of the sub-systems can be broken down into even smaller sub-systems. You
carry on with this analysis until you have broken the task down into its smallest
components. Each component takes input and processes it to make output.

Payroll
system
Record Calculate pay Pay wages Print payslips
hours worked
Record staff Record staff || Multiply hours Calculate Bank Update btain data Outout data
arrivals departure by wages deductions transaction records Q P

Each of the components can be assigned to a different programmer or team.
Each component is small enough that a simple program will produce the
required output.

Test yourself
1. Explain why your structure chart must include every task carried out by the software.

2. Explain why the different sub-systems must be distinct, with no overlap between
them.

2. How would you know that the structure chart is completed?

4. Name a software package that you could use to make a structure chart.

Q)

Learning activity

Here is some information about a software system. Create a simple structure chart for

this software system:

® The stock control system must record all deliveries to the warehouse. It must record
all the stock that goes out of the warehouse.

@® |t must calculate how much stock is left in the warehouse. The software will print out
an alert if the level of stock gets too low.

Here is some more information about the stock control system. Use this information to

expand the structure chart:

® When stock arrives the system will record the time of arrival from the computer
clock. The stock details will be entered by hand. Each item of stock will be given
a barcode.

® When stock goes out of the warehouse the barcode will be scanned. The stock
records will be updated automatically.
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2.1.1 Predefined functions;
library routines

Learners should be able to: use
library routines and sub-routines;
use predefined procedures or
functions.

Code libraries

Introduction

You have learned that a programming task will be broken down into
smaller tasks. In this section you will learn how programmers help each
other by sharing code.

Sub-routines

You have learned about top-down programming. Software systems are split up
into sub-systems. This helps with planning, development and testing.

In top-down programming, programs are broken down into sub-programs. A
sub-program is also called a routine or a sub-routine (all these terms mean the
same thing). A typical routine will carry out a clearly defined task. There are
two types of routine:

@ Functions are routines that create an output that can be used by other
routines.

® Procedures or sub-procedures are routines that carry out tasks but do not
supply any output to other routines

In Python, functions and procedures are created in the same way. In some
programming languages different methods are used to create functions and
procedures.

Predefined functions

Some functions are so useful that they come as part of the main Python
package. These are called predefined functions. You have used two predefined
functions:

® print ()
® input ()

These functions are very important. You have used these functions in every
program you have written.

Data-type conversion is carried out by predefined functions. You have learned
two of these:

® int()
® float ()

There are many other predefined functions in the Python programming
language: search the web for “Python predefined function” to see a full list.

Re-usable routines

Programmers will also make their own sub-routines as they complete
programming projects. They may re-use these sub-routines in later
programming projects. This has important advantages:

® [t saves time because programmers can use code that is ready made.

® The programmers have used the code before so they have tested it and
know it works.
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For example, you made a program that checked a password. This could be
used as a sub-routine in other projects. Any time you need a password you
could re-use the code you have already made.

Code libraries

Since Python was developed, programmers have written many useful sub-
routines. Programmers are helpful and support each other. Programmers
will share many of the useful sub-routines they have made. This makes the
programming language easier to use. It speeds up program development.

The sub-routines are stored in files called modules. The Python code library
stores all the modules that are available. Here is part of the Python code ' :

library.

st ecale

To use these stored modules in a program, you type the word “import” and e oy
codecs_ bk pultibviecodes
the name of the module you want to use. From then on you can use any of the ey :E’Eij“
procedures and functions from that module in your program. Sodeer s
= _sha2st
Can you see the module called “random”? You will use this module now. A a2
=y Sivig
A T o R B i L e P T L i i L e R ) S R T i S T - TR E e 1 o St

Example # Part of the Python code library

The module called “random” includes many useful sub-routines that create random
numbers. To use these sub-routines enter this line of code into a program:

import random

We will use one of the sub-routines in this module. The sub-routine is called randint.
This subroutine creates a random integer. The following command will create a random
integer between 0 and 100:

random.randint (0, 100)

called example:
example = random.randint (0, 100)
Here is a simple program that uses the random module to make a random number, and
then shows it on the screen.
## make a random number

import random

i
i
:
i
1
i
i
i
]
Here is the function in use in a program. A random integer is assigned to a variable r
i
i
i
H
i
i
example = random.randint (0, 100) E

i

print ("the random number is ", example) Test YOUI‘SElf

e e o i b o e e S e e S e g 1. What is the difference

between a procedure and
. a function?
@ ) .. 2. What predefined functions
Learning activity have you used in your
1. Introductory activity: create a Python program that generates ten random numbers. programming?
2. Developmental activity: create a Python program that prints out a random 3. What are the advantages of
mathematics guestion, using two random numbers. re-using code you wrote for

3. Stretch and challenge: create a Python program that prints out a random a different program?

mathematics guestion, gets an answer from the user and tells the user whether the 4. What does the command
answer is right. “import random” do?
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Key terms

Code library A set of stored sub-routines which can be used in lots of
different programs to make work easier.

Effective A program which produces the effect that was intended.

Logical error A program error where the program will be translated
into machine code, and the machine code will run, but the
program does not work effectively. It does not do what it is
supposed to do.

Run-time A program error that means that the program can be

error translated into machine code, but the machine code will
not run properly: for example, it crashes or gets stuck in an
endless loop

Sub-routine A section of program code which carries out a single well
defined action. A sub-routine is typically given a name which
identifies its purpose. Procedures and functions are sub-
routines,

Syntax error A program error which breaks the rules of the computer
language in which the program was written. The program
cannot be translated into machine code.

Top-down A program development method where a large problem is
design broken down into manageable parts
Trace table A table showing the value of a variable at different stages of

an algorithm

Validation An error check method where the input data is evaluated
using validation criteria. If the data does not meet the criteria
an error message is displayed.

Verification An error check method where the same dala is entered twice.
The two versions are compared and they should match.

Project work
Write a program with the following features:

1. The user inputs a series of numbers. The numbers are stored as a list. The
program loops until the user types X.

2. The user then sees a menu which gives them the following choices:
A: Count
B: Total
C: Average

3. The user enters one of the three choices. The program then prints out the
entire list, plus the count, total (sum) or average (mean) of the list.

If you complete this easily then add validation checks so all inputs to the list
must be numbers from 1-100.
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2.3.1 Single-table database
from given data storage

Learners should be able to define
a single-table database from given
data storage requirements.

See also:

1.3 Data storage

m Database design

Records and fields

Introduction

You have learned that the computer holds data. Data is organised to make
useful information. A database is an organised collection of data. In this
section you will learn about the structure of a database.

Data and information

Data is a collective term for facts and figures. Computers are machines that
process data to make information.

Data ’ Process » Information

# Datais processed to make information

A database is a way of storing data in an organised way.

Entities

Data means facts and figures. The facts must be about something. For
example, they may be facts about:

@ people (such as name or age)

objects (such as weight or cost)
@ places (such as address or country)
@ events (such as date and time).

The people, object, places, events, etc. that are described by the data are called
entities.

Tables

Every database is made of one or more tables. A table is a grid of data. In this
book we will look at databases with just one table.

Here is an example of a data table. It shows data about best-selling music. The
entities are albums.



Code Artist Title Sales (millions)
MUSICOO1 Taylor Swift 1989 6.0
MUSIC002 One Direction Four 3.7
MUSIC003 Ed Sheeran X 4.4
MUSIC004 Coldplay Ghost Stories 3.7
MUSIC005 AC/DC Rock or Bust 2.7
MUSIC006 Michael Jackson Xscape 1.7
MUSIC007 Pink Floyd The Endless River 25
MUSIC008 Sam Smith The Lonely Hour 3.5
MUSIC009 Katy Perry Prism 1.2
MUSICO10 Beyonce Beyoncé 1.4
Records

In a database a record means all the data about a single entity. A record is
shown as a row of the database table. In this example, the information about
“The Lonely Hour” by Sam Smith is one record of the table.

Code Artist Title Sales
MUSIC008 Sarn Smith The Lonely Hour 45

This table has ten records. A typical computer database may have thousands
or even millions of records.

Fields

A database stores the same facts about Title
each entity. Each fact is called a field.

1989
A field is shown as a column of the Four
database table. In this example, the =
title of the album is a single field. _
Ghost Stories
This table has four fields. They are Rock or Bust
called: Xscape
® Code The Endless River
® Artist The Lonely Hour
® Title Prism
b Sollon Beyoncé

Each record in the database includes the same fields, always in the same order.

Q)

Test yourself

A student made a database to store information about every lesson he attended at
college in one week. The database had one table.

1. What are the entities in this data table?
2. If you made a data table like this how many records would it have?
3. State three different facts you would record about each lesson in your weekly timetable.

4. Make a data table with information about your lessons.

Databases

Learning activity
Pick a subject you are interested
in, and create a data table
made of records and fields.
Here are some suggestions:

@ football teams in a league,
such as the Premier League

® members of a club or
soclety you belong to

® tracks on your MP3 player
computer games you have
played.

Include at least ten records in

your table. You must decide

what fields to use.
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2.3.1 Suitable data types

Learners should be able to choose
and specify suitable data types.

See also:

1.3 Data storage
8.2 Begin coding

Data types

Introduction

You have learned that data tables are made of records and fields. Every
field must have a data type. In this section you will learn how to choose
the right data type for each field in a data table.

Data storage

You have learned that the computer uses different methods to store different
types ol data. When you store data you must choose a data type. The data type
tells the computer what storage method to use. In programming, you learned
that each variable has its own data type.

When you make a data table you decide what fields you need. Each field stores
one fact. For each field, you should choose:

® the name of the field
® the data type.

The field name should tell you what data is stored in that field. The field name
goes at the top of the table column. In some databases the field name must be
a single word.

Data types

The main data types to choose [rom are text, character, Boolean and numerical.
Text data type:

® can slore any lext data including letters, symbols and numbers

® cannot be used in numerical calculations.

Character or char data type can store no more than one text character.
Boolean data type can just store Yes/No (or True/False) data.

Numerical data type:

® can only store number data

® include integers and decimal numbers

® can be used in arithmetic calculations.

In some database applications you must specily whether numerical fields are
integer or decimal data types. Integer fields can store whole numbers only.

There are two other common data types: dates and times. The exact format
used for date and time data depends on the database software.
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Choose data type

To decide which data type to use, consider the following:

® Look at the data you want to store — is it purely numerical or does it have
other characters in it?

® Think about what you want to do with the data — will it be used in
calculations?

Sometimes data can be made of digits, but it is not a numerical field. For
example, phone numbers are made of digits, but you would store them
as text data. This is because you cannot use phone numbers in numerical
calculations. It wouldn’'t make sense to do that. Code numbers and ID
numbers are stored as text data.

A good rule is: only use a numerical data type if the field stores a quantity
(that is, something that you can count).

________________________________________________________________________

Example

There are four fields in this table. Code, Artist and Title are text fields. Sales (milllions) is
a numeric field. It is not integer data type because it includes a decimal point.

Code Artist Title Sales (millions)
MUSIC001 Taylor Swift 1989 6.0
MUSIC002 One Direction Four i
MUSIC003 Ed Sheeran X 4.4
MUSIC004 Coldplay Ghost Stories 3.7
MUSIC006 Michael Jackson Xscape 1.7
MUSIC007 Pink Floyd The Endless River 25
MUSIC008 Sam Smith The Lonely Hour 35
MUSICO09 Katy Perry Prism 1.2
MUSICO10 Beyoncé Beyoncé 1.4

In this table you can see that Taylor Swift's album is called 1989, but it is not the ) ..
numeric data type: 1989 is not a quantity. This data is in the Title field, which has been Learnlng actnnty
defined as text. In the previous section you
------------------------------------------------------------------------ made a data table on the
subject of your choice.

o 1. List the fields in your table.

Test yourself For each field give the field
name and data type.

i
i
i
)
i
i
i
!
i
' MUSIC005 AC/DC Rock or Bust 2.7
i
]
i
I
i
i
i
1
I

Answer these guestions, referring to the data table about best-selling albums.

2. Expand your table to include
at least one field of each of
the main data types.

1. A programmer wanted to extend the database. He wanted a new field to show the
cost of each album. Pick a name and data type for this field.

2. Explain in your own words why sales are shown as a numeric data type.
3. Enter the data from your

field into a spreadsheet and
format it as a table using the
4. Think of a date field you could add to this table. spreadsheet features.

2. Explain in your own words why Taylor Swift's album called 1989 is text data not
numeric data.
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2.3.1 Single-table database
from given data storage
requirements

Learners should be able to define
a single-table database from given
data storage requirements.

2.3.1 Suitable primary key for a
database table

Learners should be able to choose
a suitable primary key for a
database table.

Primary key

Introduction

You have learned that a data table is made of records and fields. Every
field has a data type. One of the fields in the data table is used for
identification. This is the primary key. In this section you will learn to
choose a field to be the primary key.

Design a data table

When you design a data table, you must decide what the entities are. The
entities may be objects, people, places, events, etc. In a library table the
entities might be books. In a travel agents they might be holidays. Each entity
has a single record in the data table. A record makes one row of the table.

Next you must decide what the fields are. The fields are the facts that you will
store about each entity. Every fact must have its own field. The fields are the
columns of the data table.

In a well-designed data table:

® each field stores only one fact

® each fact is contained in only one field
® each fact is stored only once.

Another rule is that one field must be the primary key.

Identify records

A primary key is a unique field. That means the data in this field is different
for every record in the data table.

Imagine a teacher who keeps records of students. Student name is not a
primary key because you could have two students with the same name. Date
of birth is not a primary key, because two students could have the same
birthday. There is a danger that students’ records could get mixed up. For this
reason the teacher might give every student a code number. The number given
to each student would be unique to that student. The records would never get
mixed up.

The primary key is whatever field is used to identily each record in the
database. Having a primary key is even more important in a big data table.

For example, a bank might have millions of customers. It is very likely that
some customers will have the same name or the same birthday. It is important
not to get their records mixed up, so every bank customer has a customer code.

Select a primary key

Almost all data tables include a primary key. It is usually a code and is usually
the first field in the table. The code field is filled in when a record is added

to the data table. As explained above, the primary key is different for every
record in the table.
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A code field can include letters or other text characters. It can be just
numbers. However, a code field is always the text data type. It is not a
numerical data type. A code number does not represent a quantity.

Some database software is set up to generate the primary key automatically.
When you add a record to the data table, the computer automatically gives it a
unique code number.

Relational database

Some databases have more than one table. For example, a holiday company
might have:

® a table of customers

® a table of hotels

® a table of plane flights.

Each table will have a code field. When a customer books a holiday the
computer will take the customer code, the hotel code and the flight code. The
combination of these will make a holiday booking record.

In this way primary keys are used to make links between tables. This is called

a relational database.

Q)

Test yourself
1. Look at the data table of best-selling albums on page 257. What is the primary key?
2. Do you have a student code number? Do you know what it is?

3. Ask your parent or another relative to show you his or her bank card. Can you see the
primary key? How many numbers are there in that primary key?

4. Give an example of a code number you have found in everyday life. It could be on a
library book, on a train ticket or a till receipt.

Q)

Learning activity
You have created a data table. Add a primary key to the data table.
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2.3.1 Query-by-example from m Database querles
given search criteria

Learners should be able to perform

a query-by-example from given SGIGCt ﬁelds

search criteria.

Introduction

You have seen how data can be stored in data tables. In many cases you
will not want to look at the whole data table. A data query is a way of
picking out the records and fields that you want to look at. In this section
you will learn how to make database queries.

Query

A data table can store a lot of data. It is rare that you want to look at all the
data. Usually you want to pick out facts of interest.

For example, when you get money out of a cash machine, the bank computer
looks up your record in the data table. It checks how much money you have
got. Tt does not need to look at information about other customers. Similarly,
when a teacher fills in a register she only wants to see the names of the
students in that class, not all the students in the school.

A query is a computer command that picks out only the records and fields that
you want to see.

Query-by-example
A query-by-example is a method of making a query. You say what fields

and records you want to see. The computer will display data that matches
your query.

On these two pages you will learn how to pick what fields to display. On pages
262-263 you will learn how to pick what records to display.

Example

We will make a query to go with the table of best-selling albums we used before.

a i
i i
i :
' Code Artist Title Sales (millions) !
i MUSIC001 Taylor Swift 1989 6.0 '
' MUSIC002 One Direction Four 32 ]
' MUSIC003 Ed Sheeran X 4.4 ;
i MUSIC004 Coldplay Ghost Stories 3.7 i
+ MUSIC005 AC/DC Rock or Bust 2.7 ;
i MUSIC006 Michael Jackson Xscape 1.7 E
i MUSIC007 Pink Floyd The Endless River 2.5 ;
i MUSIC008 Sam Smith The Lonely Hour 35 '
; MUSIC009 Katy Perry Prism 1.2 .
; i

MUSICO10 Beyonce Beyoncé 1.4

__________________________________________________________________________
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Select fields

Imagine that a manager in the music business wanted to know which artists
had sold the most albums. She only wanted to see two fields in the database:

® Artist
® Sales.

Here is a query-by-example.

Code Artist Title Sales
Table ALBUMS ALBUMS ALBUMS ALBUMS
Show v =

Sort

This query sets out the four fields. Two of the fields are ticked. The computer
will show these fields only. All the fields are from the same table. In a database
with more than one table you could choose fields from several different tables.

Sort

The query-by-example also gives you the option to see the list sorted into
order. The type of sort depends on the field type:

e Text fields are sorted in alphabetical order (A, B, C..., etc.).

® Numerical fields are sorted by numerical value (1, 2, 3..., etc.).

You can choose 1o sort in ascending order (with numbers gelting bigger) or Test Yourself
descending order (with numbers getting smaller). In this example we will use 1. Write a query that
descending order, so the biggest sales go at the top of the list. would produce a list of
Here is the finished query-by-example. artists and titles, sorted
in alphabetical order of
Code Artist Title Sales album title.
Table ALBUMS ALBUMS ALBUMS ALBUMS 2. Show the output you
Show v v would expect from this
Sort DESCENDING query.
3. In a query-by-example,
Result how do you tell t_he
computer what fields to
Here is the result of that query-by-example: display?
Artist Sales 4. What are the two ways
Taylor Swift 6.00 of sorting a text field?
Ed Sheeran 4.40
Coldplay 3.70 0
Sam Smith 3.50 . S
One Direction 3.20 Learnlng actnnty
AC/DC 2,70 You have made a data table
Pink Floyd 5,60 on a_i subject of your own
= choice. Produce a guery-by-
Michael Jackson Lo example to accompany that
Beyoncé 1.40 data table. What display
Katy Perry 1.20 would you see from this

; - ; ; : query?
This output shows the two fields that were chosen. It is sorted in descending

order of sales.
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2.3.1 Query-by-example from
given search criteria

Learners should be able to perform
a query-by-example from given
search criteria.

See also:

3.2 Logical processing
8.3 Selection

Select records

Introduction

You have learned how to make a query-by-example. It tells the computer
what fields to display. In this section you will learn to create a query that
tells the computer what records to display.

Select records

A query can select one or more records from the data table. Only the selected
record or records will be shown. This is very useful. Many data tables are very
large and you may not need to see all the records.

Look for a match

The simplest way to select records is using a match. You enter text into the
query table. This is called the search criteria. The computer will find all
records that match the search criteria.

Here is an example:

Code Artist Title Sales
Table ALBUMS ALBUMS ALBUMS ALBUMS
Show v v v v
Sort
Criteria = "Prism”

This query will show the record that has “Prism” in the Title field. It will show
no other records. Here is the result of that query.

Code Artist Title Sales
MUSIC009 Katy Perry Prism 1.20

Combine criteria

You can combine more than one criteria. To do this you add more rows to the
data table. Each new row starts with a logical connector such as AND, OR and
NOT. Here is an example:

Code Artist Title Sales
Table ALBUMS ALBUMS ALBUMS ALBUMS
Show v v v v
Sort
Criteria = "Taylor Swift”
OR = "Katy Perry”

This query will find records where the artist is Taylor Swift OrR Katy Perry.
Here is the result of that query:



Code Artist Title Sales
MUSIC001 Taylor Swift 1989 6.00
MUSICO09 Katy Perry Prism 1.20

Other comparisons

As well as looking for matches you can use relational operators such as
< and >. The query below will find every album that has sold more than
3 million copies. The list will be sorted in ascending order.

Code Artist Title Sales
Table ALBUMS ALBUMS ALBUMS ALBUMS
Show v v v v
Sort ASCENDING
Criteria e

Here is the result of that query:

Code Artist Title Sales
MUSIC002 One Direction Four 3.20
MUSICO08 Sam Smith The Lonely Hour 3.50
MUSIC004 Coldplay Ghost Stories 3.70
MUSIC003 Ed Sheeran X 440
MUSIC001 Taylor Swift 1989 6.00

Q)

Test yourself

1. Write a query-by-example that would print a table showing title and sales of all
albums selling less than 3 million, sorted in alphabetical order of Title.

2. Write a query-by-example that will produce a table showing all data for albums with
the title "Four” or “X".

3. State the output you would expect for this query.

4. For Q2 you wrote a query by example using the logical operator OR. If you changed
the operator to AND what output would the query produce? Explain your answer.

Q)

Learning activity
You made a data table on a subject of your own choice. Write a query-by-example to
accompany that data table. Use either text matching or a relational operator.

State the output you would expect from the query.

Databases




Review

Key terms

Entity

Field

Primary
Key

Query

Record

Table

A thing, person or event. Each record in a database table stores
data aboul one entity.

In a database table, a field is typically shown as one column of
a table. A field stores a single item of data about an entity. Every
record in the table has the same fields.

A field which stores a unique value. Every record in the table has a
different value in the primary key field.

An instruction to the computer to find and display information
from a database. A query typically specifies which records to show,
which fields to show from those records, and a sort order.

In a database table, a record is typically shown as one row of the
table. A record stores all the data relating to a particular entity.
A collection of data records. All the records in the table should

relate to the same type of entity. A database may have many
different data tables.

Project work
This data table shows best-selling computer games. The table is called GAMES.

Game Publisher Sales (millions) Released
Mario Kart DS Nintendo 233 2005
Call of Duty: Black Ops Activision 24.8 2010
Grand Theft Auto: San Andreas  Rockstar Games  27.5 2006
Super Mario Brothers Wii Nintendo 27.8 2009
Wii Play Nintendo 28.2 2007
Call of Duty: Modern Warfare Activision 28.5 2009
New Super Mario Brothers Nintendo 30.7 2006
Wil Sports Resort Nintendo 32.6 2009
Mario Kart Wi Nintendo 34.3 2008
Grand Theft Auto V Rockstar Games  45.0 2013
Minecraft Mojang 60.0 2009
Wii Sports Resort Nintendo 82.9 2006

1. What are the entities in this data table?

2. How many records are there in this table, and how many fields?

3. Suggest suitable data types for the fields.

4. What is the output of this data query?

TABLE
Show
Sort
Criteria

Game Publisher Sales Released
GAMES GAMES GAMES GAMES
v v v

DESCENDING

NOT “Nintendo”



Make a data query which will display all details of all games released
since 2009.

Make a data query which will display the name and release year of all
games selling more than 30 million.

Here are some more facts about best-selling computer games:

10.

® Tetris has sold 143 million since June 6, 1984

® Pokémon has sold 270.8 million since February 27, 1996

@ Super Mario has sold 297.88 million since September 13, 1985
Use this information to add three more records to the data table.

Create a data query-by-example table based on the extended table. Choose
any query you like.

Pass the query to another student.

Another student has given you a data query. Produce an output in
response to the query. Give the response back. Mark each other’s work.

Review
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